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Introduction

The following topics are covered in this chapter:

a

a
a
o

Overview
Package Checklist
Product Features

Serial Port Pin Assignments



NPort W2150A/W2250A Series Introduction

Overview

In this chapter, we introduce the basic features and specifications of the NPort W2150A/W2250A and NPort
W2150A/W2250A-T, referred to collectively as the NPort W2150A/W2250A Series.

The NPort W2150A/W2250A Series of wireless device servers are used to connect RS-232/422/485 serial
devices or Ethernet devices, including PLCs, meters, and sensors, to a wireless LAN. Your communications
software will be able to access the serial devices or Ethernet devices from anywhere over a local LAN,
WLAN, or the Internet. Moreover, the WLAN environment offers an excellent solution for applications in
which the serial devices and Ethernet devices are moved frequently from place to place.

The NPort W2150A/W2250A supports both automatic IP configuration protocols (DHCP, BOOTP) and manual
configuration using a standard web browser. Both IP configuration methods ensure quick and effective
installation. In addition, a utility called “NPort Windows Driver Manager” makes port mapping easy.

The external antenna can be adjusted for maximum signal strength. You can also choose to use your own
antenna for additional flexibility and scalability. A signal strength indicator on the front panel makes it easier
for you to troubleshoot any connection problems.

The NPort W2150A/W2250A Series offers different operation modes to ensure compatibility with standard
network APIs, including TCP Server Mode, TCP Client Mode, and UDP Mode. Real COM/TTY drivers are
provided to allow legacy serial-based software to communicate over an IP network instantly. This preserves
your software investment while providing all the advantages of networking your serial devices.

For easier management, the NPort W2150A/W2250A includes features such as password authentication, IP
filtering, 64-bit and 128-bit WEP encryption, and SNMP support.

Package Checklist

Standard Accessories
1 NPort W2150A or NPort W2250A wireless device server

= 1 antenna 2.4/5 GHz: ANT-WDB-ARM-02

« 100 to 240 VAC power adapter (excluding T models)*
= 1 Ethernet cable: CBL-RJ458P-100

= Quick installation guide (printed)

e Warranty card

NOTE The package includes one power adapter suitable for your region.
Optional Accessories
= DKB35A: DIN-rail mounting kit (35 mm)
= Power-jack-to-terminal-block power cable (P/N: 9199000000900)
NOTE Please notify your sales representative if any of the above items is missing or damaged.
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NPort W2150A/W2250A Series Introduction

Product Features

= Supports wireless client: links any serial or Ethernet device to an IEEE 802.11a/b/g/n network
= Web-based configuration over Ethernet or WLAN

= Enhanced remote configuration with HTTPS, SSH

= Secure data access with WEP, WPA, WPA2

« Built-in WLAN site survey tool

= Fast Roaming for quick automatic switching between access points

= Per-port offline port buffering and serial data log

= Dual power inputs via power jack and terminal block

Serial Port Pin Assignments

12345 Pin RS-232 RS-422/ RS-485 (4W) RS-485 (2W)

1 DCD TD-(A) -

O i'.°.‘.'.°] O 2 RXD TxD+(B) —
3 TXD RxD+(B) Data+(B)
a DTR RxD-(A) Data-(A)

6789 5 GND GND GND

6 DSR - -
7 RTS - -
8 cTS - -
9 — — —

1-3
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Getting Started

The following topics are covered in this chapter:

o
a
a

Q

Overview

Panel Layout

LED Indicators

» Top Panel LED Indicators

» End Panel LED Indicators

Pull High/Low Resistors for RS-422/485
Placement Options

Connecting the Hardware

» Connecting to the Network

» Connecting the Power

» Connecting to a Serial Device



NPort W2150A/W2250A Series Getting Started

Overview

This chapter presents the hardware features of the NPort W2150/W2250A Series and explains how to
connect the hardware.

Panel Layout

NPort W2150A/W2150A-T NPort W2250A/W2250A-T

100k LEDY -:g::n!nfl WMJ-_'ED [ararge]
&, 7
/ e g

a1
Arderna Poar jack  Termensl Biock  FJ45 100100 Mbps
Sigral Skengih LEDs powar npul powear inpal Ethamat part

bod

-.
(= R R E Fmp
L pamwns

PR ™

o= _NPort wo

F= LR e R T e

[ ]
EharcaLa

eF)D €

D% male conneoior DBS male connacior
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LED Indicators

Top Panel LED Indicators

Name Color Function

Steady on:  Power is on, and the NPort is booting up.
Red Blinking: An IP conflict exists, or the DHCP/ BOOTP server did not
respond properly.

Ready - —
G Steady on:  The NPort is functioning normally.
reen
Blinking: The unit is responding to Locate function.
Off Power is off, or a power error condition exists.
Steady on:  Wireless enabled
WLAN Green Blinking: The NPort can’t establish WLAN connection with AP
(Infrastructure) or station (Ad-Hoc)
Off Wireless not enabled.
. Orange Serial port is receiving data.
Serial 1 - - —
. Green Serial port is transmitting data.
Serial 2 - - -
Off No data is flowing to or from the serial port.

1 Red - the signal strength (RSSI) is worse than -88 dBm
2 Red - the signal strength (RSSI) is between -87 to -79 dBm

Red

Signal Strength

3 Green - the signal strength (RSSI) is between -78 to -68 dBm
(5 LEDS)

Green 4 Green - the signal strength (RSSI) is between -67 to -60 dBm
5 Green - the signal strength (RSSI) is between -59 to -45 dBm

End Panel LED Indicators

Name Color Function

Orange 10 Mbps Ethernet connection

Ethernet Green 100 Mbps Ethernet connection

Off Ethernet cable is disconnected

2-3
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Pull High/Low Resistors for RS-422/485

You may need to set the pull high/low resistors when termination resistors are used for certain RS-422 or

RS-485 environments.

S2 (Serial 1) DIP 1 DIP 2 DIP 3 DIP 4
S3 (Serial 2) Pull high resistor Pull low resistor Terminal resistor Reserved
ON 1 KQ 1 KQ 120 Q -
OFF *150 KQ *150 KQ *N/A -
*Default

S3 is for NPort W2250A only

.l-
o o8
1
‘ r— 1
S |
i |
s ile|
o e
EOF 3
o |
TEE ! O
=
Lt — ]
"..-!."1 “I'E_I"?; |I¢:'"| T
= | i | I
i
e ] |
'.il:_I I:H.':I I
g - -_.q.,i l—
PR | |-
Eé?é:'l II'SE ﬂlsgr! -.i':
%::}f g-lr':?' | .-"I'
| |l
(A8 =1} LA
orn re .r_"-_;q
Ly _F’I e ramr s | --r,_-"li". T

=
— |
=
—
=
=

/1

ATTENTION

Do not use the 1 KQ setting while in RS-232 mode. Doing so will degrade the RS-232 signals and reduce the
effective communication distance.
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Placement Options

The NPort can be placed on a desktop or other horizontal surface. You can also install the NPort on a DIN-
rail or on the wall.

Wall Mounting DIN-Rail Mounting

—

FE T I e I

o il el wd I

—_—
P 0™,

| =
=L
= vl T R

o0
it

WAy b I
i Ll
e, r

Connecting the Hardware

ATTENTION
Before connecting the hardware, follow these important wiring safety precautions:

Disconnect power source
Do not install or wire this unit or any attached devices with the power connected. Disconnect the power
before installation by removing the power cord before installing and/or wiring your unit.

Follow maximum current ratings

Calculate the maximum possible current in each power wire and common wire. Observe all electrical codes
dictating the maximum current allowable for each wire size.

If the current goes above the maximum ratings, the wiring could overheat, causing serious damage to your
equipment.

Use caution - unit may get hot
The unit will generate heat during operation, and the casing may be too hot to touch. Take care when
handling the unit. Be sure to leave adequate space for ventilation.

The following guidelines will help ensure trouble-free signal communication with the NPort.

= Use separate paths to route wiring for power and devices to avoid interference. Do not run signal or
communication wiring and power wiring in the same wire conduit. The rule of thumb is that wiring that
shares similar electrical characteristics can be bundled together.

« If power wiring and device wiring paths must cross, make sure the wires are perpendicular at the
intersection point.

= Keep input wiring and output wiring separate.

= Label all wiring to each device in the system for easier testing and troubleshooting

2-5
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Connecting to the Network

Use the supplied Ethernet cable to connect the NPort to your Ethernet network. If the cable is properly
connected, the NPort will indicate a valid connection to the Ethernet as follows:

= A green Ethernet LED indicates a valid connection to a 100 Mbps Ethernet network.
= An orange Ethernet LED indicates a valid connection to a 10 Mbps Ethernet network.

= A flashing Ethernet LED indicates that Ethernet packets are being transmitted or received.

Connecting the Power

Connect the VDC power line (12 to 48 V) to the NPort’s power jack or terminal block (recommended for only
one connection at a time). If power is properly connected, the “Ready” LED will initially glow red. When the

system is ready, the “Ready” LED will turn green.

Connecting to a Serial Device

Use a serial cable to connect your serial device to a serial port on the NPort.

2-6
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“Initial IP Configuration

The following topics are covered in this chapter:

a

QQaaa

Overview

Factory Default IP Settings

Using ARP to Assign an IP Address

Using the Telnet Console to an Assign IP Address

Using the Serial Console to an Assign IP Address
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Overview

This chapter presents several ways to assign the NPort’s IP address for the first time. Please refer to

Chapter 2 for instructions on connecting to the network.

The web console is the recommended method for configuring the NPort. Please refer to Chapter 5 and 6 for

details on using the web console for configuration.

ATTENTION

The LAN and WLAN interfaces cannot be used at the same time if you don't enable the Ethernet Bridge
mode (please refer to Chapter 7 for more details). If the Ethernet link is active, then WLAN connections will
be disabled. If the WLAN connection is active, then the Ethernet link will be disabled.

ATTENTION

Make sure that the Ethernet cable is connected before powering up the NPort.

Factory Default IP Settings

Network Interface

IP Configuration

IP Address

Netmask

LAN

Static

192.168.126.254

255.255.255.0

WLAN

Static

192.168.127.254

255.255.255.0

If your NPort is configured to obtain its IP settings from a DHCP or BOOTP server but is unable to get a
response, it will use the factory default IP address and netmask.

ATTENTION

If you forget the IP address of your NPort, you can look it up using the Device Search Utility (DSU). After
the Device Search Utility (DSU) has found all NPorts on the network, each unit will be listed with its IP
address. Please refer to Chapter 11 for additional information on using the Device Search Utility (DSU).

Using ARP to Assign an IP Address

The ARP (Address Resolution Protocol) command can be used to assign an IP address to the NPort. The ARP
command tells your computer to associate the NPort's MAC address with the specified IP address. You must
then use Telnet to access the NPort, at which point the device server’s IP address will be reconfigured. This
method only works when the NPort is configured with default IP settings.

1. Select a valid IP address for your NPort. Consult with your network administrator if necessary.
2. Obtain the NPort’s MAC address from the label on its bottom panel.
3. From the DOS prompt, execute the arp -s command with the desired IP address and the NPort’s MAC

address, as in the following example:
arp -s 192.168. 200. 100 00- 90- E8- xx- XxX- XX

In this example, 192.168.200.100 is the new IP address that will be assigned to the NPort, and 00-90-
E8-xx-xx-xx is the NPort's MAC address.

4. From the DOS prompt, execute a special Telnet command using port 6000, as in the following example:
tel net 192.168. 200. 100 6000

In this example, 192.168.200.100 is the new IP address that will be assighed to the NPort.
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NPort W2150A/W2250A Series Initial IP Configuration

5. You will see a message indicating that the connection failed.

e Could mol oper & conreciion fo ] 52168 200 100

The NPort will automatically reboot with the new IP address. You can verify that the configuration was
successful by connecting to the new IP address with Telnet, ping, the web console, or the Device Search
Utility (DSU).

Using the Telnet Console to an Assign IP
Address

1. Select Run... from the Windows Start menu.
2. Enter telnet 192.168.126.254 (the NPort’s default IP address) and click [OK].

fun 7| %

T e che e of & progran, Fokdes, docuine N, of
Irkement racuircs, o Windares will apen i For o

cpen: e 152 100020 254 |

R T i
| ok Canced | Hrowes.

3. Enter your login account and password, then press ENTER.
(Default login is admin and password is moxa.)

= S S -
ol Femi 3 ] — — 8 A
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4. You will login to the Overview page.

- - - - - —

ol Tebrni 15021 - " - =
i IHDERL) -

5. Press N or use the cursor keys to select Network and press ENTER.

LT EEATTEN R g - =)

| e i L T S IH UER -

6. Press E or use the cursor keys to select Ethernet and press ENTER.
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7. Use the cursor keys to navigate between the different fields. For IP address, Netmask, and Gateway,
enter the desired values directly. For IP configuration and LAN speed, press ENTER to open a
submenu and select between the available options.

T 1 5 = e - = 5 R

8. Press ESC to return to the menu. When prompted, press Y to save the configuration changes.

r I -
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The NPort will reboot with the new IP settings. You can telnet to the new IP to login again.

- -
o

[

Using the Serial Console to an Assign IP
Address

Before using the NPort’s serial console, turn off the power and use a serial cable to connect the NPort
console port to your computer’s serial port. Port 1 on the NPort serves as the console port. Use Port 1
connecting to the console port with a serial-based terminal or terminal emulator program, such as Windows
HyperTerminal. You may also download PComm Lite at www.moxa.com. The terminal type should be set as
ANSI or VT100, and the serial communication parameters should be set as 19200, 8, N, 1 (19200 for baud
rate, 8 for data bits, None for parity, and 1 for stop bits). As soon as the connection is open, you will be
presented with a text menu displaying the NPort W2150A/W2250A Series general settings. Please refer to
Chapter 4 for a description of the available settings. The following instructions, we recommend using
PComm Terminal Emulator, which can be downloaded free of charge from www.moxa.com, to carry out the

configuration procedure.

1. Connect your PC’s serial port to the NPort’s console port.
2. Open your terminal emulator program, such as Windows HyperTerminal. We recommend using PComm
Terminal Emulator, which can be downloaded for free at www.moxa.com.

3. In your terminal emulator program, configure the communication parameters for the serial port on the
PC. The parameters should be set to 19200 for baud rate, 8 for data bits, None for parity, and 1 for
stop bits.

3-6
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Property

Communication Parameter | Terminall File: Tramferl Capturing |

— COM Options

Paits : b
BaudRate: Im
Data Bits : m
Parity : Im
Stop Bits m

— Flow Contral Output State
[~ RTS/CTS DTR & ON ¢ OFF

[~ ®OMNAOFF RTS & OM  OFF

Ok, I Cancel

4. In your terminal emulator program, set the terminal type to ANSI or VT100. If you select Dumb
Terminal as the terminal type, some of the console functions—especially the “Monitor” function—may

not work properly.

Property [ %]

Communication Parameter T eminal | File Transferl Capturing |

Teminal Type [EETEI—— |

Dwmb Terminal Option :
 Tranzmit

I= | LocalEchn

Send Enter' Key As: ICH-LF ‘I

— Receive

CR Tranzlation IND Changed 'I
LF Translation : IND Changed 'I

Ok, I Cancel

5. Hold the grave accent key (7) down and power up the NPort.

The continuous string of grave accent characters triggers the NPort to switch from data mode to console

mode.
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6. The serial console will open and will be functionally identical to the Telnet console. Please refer to the
Telnet console section for instructions on how to navigate the console and configure the IP settings.
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Introduction to Operation Modes

The following topics are covered in this chapter:

Overview

Real COM Mode
RFC2217 Mode

TCP Server Mode

TCP Client Mode

UDP Mode

Pair Connection Modes

Ethernet Modem Mode
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Overview

This chapter introduces the different serial port operation modes that are available on the NPort
W2150A/W2250A Series. Each serial port on the NPort is configured independently of the other ports, with
its own serial communication parameters and operation mode. The serial port’s operation mode determines
how it interacts with the network, and different modes are available to encompass a wide variety of
applications and devices.

Real COM and RFC2217 modes allow serial-based software to access the NPort serial port as if it were a
local serial port on a PC. These modes are appropriate when your application relies on Windows or Linux
software that was originally designed for locally attached COM or TTY devices. With these modes, you can
access your devices from the network using your existing COM/TTY-based software, without investing in
additional software.

Three different socket modes are available for user-developed socket programs: TCP Server, TCP Client,
and UDP Server/Client. For TCP applications, the appropriate mode depends on whether the connection
will be hosted or initiated from the NPort serial port or from the network. The main difference between the
TCP and UDP protocols is that TCP guarantees delivery of data by requiring the recipient to send an
acknowledgement to the sender. UDP does not require this type of verification, making it possible to offer
speedier delivery. UDP also allows multicasting of data to groups of IP addresses and would be suitable for
streaming media or noncritical messaging applications such as LED message boards.

Pair Connection Slave and Master modes are designed for serial-to-serial communication over Ethernet,
in order to overcome traditional limitations with serial transmission distance.

In Ethernet Modem mode, the NPort acts as an Ethernet modem, providing a network connection to a host
through the serial port.

Real COM Mode

Real COM mode is designed to work with NPort

drivers that are installed on a network host. COM Real COM Mode f“Tr-'l:’IJ_':.P"“
drivers are provided for Windows systems, and TTY . I'I 'q‘.ﬂ..ﬂ:.h.l {

s -
drivers are provided for Linux and UNIX systems. f g \:&__ —s \%
J i e
The driver establishes a transparent connection to ‘ |' II I'l I 1] I|' ,"r||"lr.-'ll. l,.f" a:‘-,'“-.ll
[ )

L1
the attached serial device by mapping a local serial ‘@}ﬂ!ﬂl | | | | | [
port to the NPort serial port. Real COM mode | 1 .

supports up to four simultaneous connections, so NP WA
Procesd direclly with data i

transmisskan {conrachon

device at the same time. naquest ned reguired |

multiple hosts can collect data from the attached

o
g

o SERS e Y
I"‘-Edﬁhl Dl':u.l'_bj‘!.l:n—-qé_ﬂl | Sna] A —

e el

ATTENTION

Real COM drivers are installed and configured through NPort Windows Driver Manager.

Real COM mode allows you to continue using your serial communications software to access devices that are
now attached to your NPort device server. On the host, the NPort Real COM driver automatically intercepts
data sent to the COM port, packs it into a TCP/IP packet, and redirects it to the network. At the other end of
the connection, the NPort device server accepts the Ethernet frame, unpacks the TCP/IP packet, and sends
the serial data to the appropriate device.
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ATTENTION

In Real COM mode, several hosts can have simultaneous access control over the NPort serial port. If
necessary, you can limit access by using the NPort’s Accessible IP settings. Please refer to Chapter 8 for

additional information on Accessible IP settings.

RFC2217 Mode

RFC-2217 mode is similar to Real COM mode, since it relies on a driver to transparently map a virtual COM
port on a host computer to a serial port on the NPort. The RFC2217 standard defines general COM port
control options based on the Telnet protocol and supports one connection at a time. Third party drivers
supporting RFC-2217 are widely available on the Internet and can be used to implement virtual COM

mapping.

TCP Server Mode

In TCP Server mode, the NPort serial port is

assigned an IP:port address that is unique on your TCP Server Mode S,

TCP/IP network. It waits for the host computer to - ':j:l I’ﬁﬁfﬁ:ﬁ ;

establish a connection to the attached serial device. {4 ’ W--"'—:\\\
This operation mode also supports up to eight ‘ I' || I|I III {f{ { |".,-' /fﬂ_ -“'\.\I ¥/
simultaneous connections, so multiple hosts can Hﬂ}}-ﬁ | | |I Ll I:: -\I ,-: )
collect data from the attached device at the same o= | fLbh Wb II-,II'-,\I"\\_“;__ /

time. “_':EH

Data transmission proceeds as follows: 'T’ Ngherin
P ’ GO BCIan MFoe W2n50a

A host requests a connection to the NPort serial

g

2} Procesd with }
port. dals branamisson
Once the connection is established, data can be e e

- -, R T
transmitted in both directions—from the host to the I, Samal D'E"-":"B_J:—"Lafml Signai 2

]
.H'---'- -'_'-.

device, and from the device to the host.

TCP Client Mode

In TCP Client mode, the NPort actively establishes a

TCP connection to a specific network host when data TCF Client Mode iR,

is received from the attached serial device. After the - -'T'I ftﬁ..ﬁi {l

data has been transferred, the NPort can {4 e -Ji: \
automatically disconnect from the host computer ‘ I' || I|I III { { |".,-' /fﬂ_ m \
through the Inactivity time settings. Please refer to Hﬂ;’ir-'&-l | [ | | | G-\I .-: .'I I|
Chapter 7 for details on these parameters. == |I |, | | . \ "-,Il'l\ .I..'
Data transmission proceeds as follows: *—xixj-—h =

. (1} Reguest a =
The NPort requests a connection from the host. AT NP W2E50A

The connection is established and data can be " <
{2} Procesad with L

dsle ranamsson

device. = e i
|. Saral Dendica J:—-::?EF‘-’E Hignal !
4 ; =

]
.H'---'- -"-'-.

transmitted in both directions between the host and
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UDP Mode

UDP is similar to TCP but is faster and more

efficient. Data can be broadcast to or received from UDP Mode
multiple network hosts. However, UDP does not -

support verification of data and would not be |
suitable for applications where data integrity is ‘ |I I|r III I|I
critical. It is ideal for message display applications. - s, 3] |

HPo WA,
Procesad direclly with data I <

fransmisskon {conrachion
s sa sl ol reguinesd )

{ Barial Device. :—’Er;;l ;I-;ﬁ“'
WF
S o e

Pair Connection Modes

Pair Connection Master and Slave modes connect two Pa_i_r' Connection Mode
NPort device servers over a network for serial-to- D*"-"”'E !

serial communication. A device attached to one NPort RE-Z32MIAMA5 MPor Waxse
can then communicate transparently to a device
attached to the other NPort, as if the two devices
were connected by a serial cable. Both data and |/ _ﬂ;-_‘
modem control signals are exchanged, except for |
DCD signals. This can be used to overcome l'.,

traditional limitations with serial communication
MPon Waxf0a

distance and introduces many new possibilities for st

serial-based device control.
RE-2342 a8
Diarvicn

Ethernet Modem Mode

Ethernet Modem mode is designed for use with legacy Ethernat Modem Mode
operating systems, such as MS-DOS, that do not
support TCP/IP Ethernet. By connecting the properly
configured NPort serial port to the MS-DOS
computer’s serial port, it is possible to use legacy
software to transmit data over the Ethernet when the
software was originally designed to transmit data over
a modem.
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Installing and Configuring the Software

The following topics are covered in this chapter:

O Overview
O Device Search Utility (DSU)
» Installing the DSU
» Finding NPort Device Servers on a Network
» Modifying NPort IP Addresses
» Upgrading NPort Firmware
O NPort Windows Driver Manager
» Installing NPort Windows Driver Manager
» Adding Mapped Serial Ports
» Configuring Mapped Serial Ports
» Command-Line Installation/Removal
O Linux Real TTY Drivers
Basic Steps
Installing Linux Real TTY Driver Files
Mapping TTY Ports
Removing Mapped TTY Ports

YV V VYV V V

Removing Linux Driver Files
O UNIX Fixed TTY Drivers
» Installing the UNIX Driver
» Configuring the UNIX Driver
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Overview

This chapter describes how to install and use the NPort Windows Driver Manager, the Device Search Utility
(DSU), and NPort Linux and UNIX drivers. You may download these items from Moxa’s website that is
provided with the NPort W2150A/W2250A Series.

NPort Windows Driver Manager is a utility that installs and manages NPort COM drivers for COM
mapping. The Device Search Utility (DSU) is a utility for the management of NPort device servers over
the network. You may also use the Device Search Utility (DSU) to upgrade the firmware.

Device Search Utility (DSU)

Installing the DSU

1. Download the DSU from Moxa’s website:
https://www.moxa.com/support/download.aspx?type=support&id=10137

You may double click on the executable file. Once the program starts running, click Yes to proceed.

2. The installation wizard will open. Click Next to proceed.
i Setup - (51 ol ]

Welcome to the DSU Setup
Wizard

Thiis will ineindl DEL! Vew 200 o o Comeeries

It in recmrended that wou close ol other sppbraiions hefone
oavtinasing

ek Mt o condinee, o Caed i et Sefup.

faxt x| | . Caneal
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3. Select a destination location and click Next to proceed.
St Destiod Ton La-Cathem
Yeade Aol DEU B meiabed?

] Setug wil install DB imto e todamng folder.

T coirirei, chick Rlast. 1F yod would B o colort 3 d Mosant Ssdor. dids Browa.

C: iPra gran Fhes. gk Mawa DS Brovm...

A1 l=wt 7.2 M0 of free dek spece g oreoemed

4. Indicate if you wish to create a desktop icon and click Next to proceed.

T e

Select Additions| Tasks
STt ol pnal Bagkss ahodibd ba oo formed ?

Gadart the sdofional basks pou wiesd e Fetun o parform sbds metaling DAL, then
chick kaerat,

Aridtianalicom;

Coeene & gesibogicon

sk [ mestr | [ comcm
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5. Verify the installation parameters and click Install to proceed.
15 Setup - DS e B ]

Ready to nstall
Sl s e Py e FefaBing DEU oF WILE OOgier

Ol [nsid o condinge with the insiaiabon, or ook BB i pou vk b resey o
chanoe ary salings

Deestiraybe | ot
Co\Program Flas {8 6] oxaiDEU

o I o

agpdk | e ] | cencs

6. The wizard will begin installing the files. After the files have been installed, click Finish to complete the

installation.

| {5 et - D50 ——
Completing the DSU Setup Wizard
setup has Anshed nstaling DU o0 pour DoopuUTer, The
aOphcariEn My b Ladirchad by Sehacnng T et ke £onk.

Thck Frushy o oot Sadip.

Finding NPort Device Servers on a Network

You can use the Device Search Utility (DSU) to look up or change the IP address of any NPort device server
on the network. Since the utility searches for devices based on their MAC address rather than IP address, all
NPort units that are connect to the LAN will be located, regardless of whether or not they are part of the

same subnet as the host.

1. In the Device Search Utility (DSU), click Search on the main toolbar.

i & - =] L L

Edt Buamch - Locaks {0 Sase
il Ho ko LAaNI MAZAGY | LANTIPAddmes | LAME MAC acks.. | LANE FPadcuss | Sisias
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2. The utility will being searching for NPort device servers.

PR s
Lometuagicr Hoo [~ ElpsPGsdies | Shap |
Fwad 1 HPoA[e) B sacsa ifs) ke
ro | Wodal T Lartt it i | LA b | LANE RARE A0 . |_-;g_l=-_,gc|.rm|
I il TR IS EEITEN - I 16 11T -

3. When the search is complete, the NPort units that were found will be listed in the main window

Eivrarsauguiy T TS S B W

biw Fyncion hew Help
f 5} F- 3 o & = | E -
Ext | .Ea-arl:h Search F Luru:lu | ﬂl:m-l:h

Mo o | Wodsl [ LANT MAL: Ackir | LA IP-Address ILmau-a:m Imtpa-ddm T |
| P Wy Sl DAERIZNI S 1981 3328

Modifying NPort IP Addresses

1. Once the Device Search Utility (DSU) has found NPort device servers on the LAN, you can modify any

unit’s IP address. Select the desired NPort in the main window and click Assign IP on the main toolbar
This will modify the IP address for the active network connection (LAN or WLAN).

bl= Funcion Simw Heip

I & £ o
Eat | Sesnch

1 wcdel

Frdd L."'HE P Ak -\.-EH:- i

2. Enter the new IP address and netmask. If multiple units were selected, you may assign addresses
sequentlally by cllckmg Assign IP Sequentially. Click OK to proceed.

. S P fodme i DHCPdor & -
Azngn P Addmess

%Hn ]m:mma P addiess |r-.hi'rlui- Galpaay
i |mmEn:za5uE|5-:1Em3a 255 755 255 11
Apnign P Seceriaky |
o X Cancel
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3. The selected NPort will be restarted by the Device Search Utility (DSU) with the new IP address.

It atgn ﬂ:

|
' o Canfiguration & appied pic

[ ok !

Upgrading NPort Firmware

1. Once the Device Search Utility (DSU) has found NPort device servers on the LAN, you can upgrade any
unit’s firmware. Right-click the desired NPort in the main window and select Upgrade.

v
[ wPo baach iRy Sk " ==
Fis Py e b |

i = a - = E = E |
E= famth S e Crraeds  duiep |F Lpgrsds 1

rl:w- : Mol Lo el g | LA i ey | LSRD ST ok | LARE IS i | iy |

| Ll Srpach Dol B

| S P o

B lacme [ Zirfei

B Cornpds fFal] - i+
B Comoke SR L
i e

] [
!-.nl-r-T (2
H

B iagrede

{Eeanch Beup - | FPaak)

2. Select the new firmware file and click OK to proceed. To obtain the latest firmware for the NPort
W2150A/W2250A, visit www.moxa.com.

Elupgiade e

el Fimmees Fis

=

Fie path: |
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3. The utility will begin upgrading the firmware for the selected unit. Do not disconnect or power off the
unit while the firmware is being upgraded.

[ Uparade Process _ ol
Froeesing.. plase wal X Canad
I Mo | MDA drase | SR Eishie |
] FFEosWESHE OF9DERFZSIEE 197143137 ddvitn Flarsh- 0%

4. When the displayed status is OK, click Close to complete the process.

[~ Upgrade Process =i
Tt o iy, ik s wail 1 Gk |
P Mo | M Ad drass I fckobirics Erishi |
1 FEOCWITSIE OTADERFZSIER 1971643137 o
ATTENTION

The Device Search Utility (DSU) supports upgrading the firmware of multiple units simultaneously if each
unit is the same model. Hold down the CTRL key to add additional units to your selection; hold down the
SHIFT key to select a block of units.

NPort Windows Driver Manager

NPort Windows Driver Manager installs remote NPort serial ports as new COM ports on your Windows PC.
When the drivers are installed and configured, devices that are attached to serial ports on the NPort will be
treated as if they were attached to your PC’s own COM ports. The NPort serial port must be configured for
Real COM mode when being mapped to a COM port.

Installing NPort Windows Driver Manager

1. Download the NPort Windows Driver Manager from Moxa website:
https://www.moxa.com/support/download.aspx?type=support&id=974
You may double click on the executable file. Once the installation program starts running, click [Yes] to

proceed.
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2. The installation wizard will open. Click Next to proceed.

S

up - NPort Windows Criver Manacer _|0] xj

Weelcome w the MNPort Windows
Drver Manager Setup Wizard

Thiz: il inzlall NPk W inda e Ditvan W anaged warl 4 on o
CoiTgR e

11 i5 re commmen ded thet pog dogs =l cihes spolcafiors belos
conbmang

Chek: Mesd b o, or Cance ho et Sebgp

[EHEar] e

3. Select a destination location and click Next to proceed.
i Setup - NPort Windows Criver Mansos _10] %j

Celect Dostmation Location
When dhoukd NF ol Wi [eves Mara s bs rela sd?

___,|| Sabop ol et WP A neck: Dol g intd toa fo o s Tobdan,

T corions, ook Med 11 o waikd Ba o sslaet 3 ol it |, choll Browes.

= Faat b Fror - Binrma, |

Al keast 1.8 WE A fee dek wace 15 feqguied

{ Back I_E'l_eﬂ * I L
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4. Select a folder for the program shortcuts and click Next to proceed.

Celect Stat Henu Folder
Whemn dhoud Sehap clacs be cogem’s dalous?

Salop ol cisals thi fodiam's ehol otk e Ialowg St en | oidal

T corions, ook Med 11 o waikd Ba o sslaet 3 ol it |, choll Browes.

[

i Back | D= ¢ | I:msHJ

LI |

5. Verify the installation parameters and click Install to proceed.

e Setup - NPort Windows Driver Manag

Ready to Install

Setup is how ready to begin installing MPart wWindoves Driver Manager on your

computer.

Click Install to continue with the installation, or click Back if pou want ta review or

change any settings.

Destination location:
C:\Program Files\MPartDirvbd anager

Start Menu folder:
MPort wWindoves Driver b anager

< Back

Cancel |
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6. If you see a warning that the software has not passed Windows Logo testing, click
Continue Anyway to proceed.

Software Installation

L ] 'l_., The software you are inztalling haz not pazsed *Windows Logo
& testing to werify itz compatibility with YWindows =P. [Tel me why
this testing iz imporkant. |

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microzoft ztrongly
recommends that you ztop thiz installation now and
contact the software vendor for zoftware that has
pazzed Windows Logo testing.

LConfinue Anyway

7. The wizard will begin installing the files. When the files have been installed, click Finish to complete the
installation.

&' Setup - NPort Windows Criver Mansose =101 %]

Completing the NPort Windows
Oriver Manacger Setup Wizard

S ks fekehed el HPo Windo s Ditar Fanacer on

o omupid e, T e applicslin s be bt bed B seeciing
Th= mstalad 0w,

Chck Fireh bo st Sebap

Adding Mapped Serial Ports

NPort Windows Driver Manager adds a COM port to your PC that is mapped to an NPort serial port. The
destination NPort serial port must be set to Real COM mode.

1. In NPort Windows Driver Manager, click Add on the main toolbar.

| ﬁ.g MPart Windoows Dinvar kanageds

e — . -

EemiEad 2

[ ——
Bl - SRR Coréguaton Wese Help il
i & i B R
Exi A Agplky - Uisoby
TP T e e Ardmae ] |
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2. Click Search to search the network for NPort device servers. In the list of NPort device servers that were

found, select the unit(s) that you will use for COM mapping and click OK.

7 Ingid WA sisity
Fizpl LI | Fschund it GO | B FealCnsd |

Lo - = N VS € W
pdd pet =5
W Erlon Faga Lot _r :
I Mo 5 00 P Baerch Eekarial ey |
el [t | b | s T
31 riFonweesie BESOERGESY 132 003582 - =

Alternatively, you can select Input Manually and manually enter the NPort IP Address, 1st Data
Port, 1st Command Port, and Total Ports for the desired NPort unit. Click OK to proceed.

17 Smisrs From Lt
r | |
o | kol | iz | Aot | [ a2 | aagmsl |
#  inpal Manm iy
Pt O | Pk et 2004 | Plarras Pzt
Forei b prg P
HFoe F ddians |15 BB EE:25 Dwis Frei L
Birwwviorad P KR
Tamwlbere 1
T | [ Ao | Kewe
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3. NPort Windows Driver Manager will list each available serial port and will automatically assign a new
COM port to each one. The new COM port will not be accessible by the host system until it has been
activated in NPort Windows Driver Manager. Activating a mapped COM port saves the information in the
host system registry and makes the COM port available for use. Click Yes to activate the COM port(s) at
this time; click No to activate the COM port(s) later.

— ____
Irferrnation St

,0 [ you want to activate the QO Por noad |

Plemse el

proceesmang A5

i — ) bt

COdd Part Configueratan is spplied suocesstuly.
Reisrain b 11 e g NPt gniaratlon mads i Delvanfeal CORM bicde.

P —
Ii |

.4

I |

4. Activated COM ports will be listed in black; COM ports that have not been activated will be listed in blue.
Once a COM port has been activated, the host computer will be able to communicate with the new COM
port as if it were physically attached. Since the COM mappings are stored in the host system registry,
they will still be in effect if the PC is restarted or if Windows Driver Manager is closed.

ﬁNPn—rt Viindows Driver anager u.....l
- — - — W e
| Bla QDMann-ug Configuiaton Hew Help
| 13 o B B 7
§ L Arid o F .-'.'-EE.r_.,r Lo =atn :
| M _] COM . ¢ | Addeasst | Addrass 2 |
1 COMIT + 192160.39.M 50966 [Por])
I £ COmM32 + 192 16E.33.21 #1867 |Por)
Total COM Part -2 M
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Configuring Mapped Serial Ports

1. To modify the settings of a mapped serial port, select the desired port(s) and click Setting on the main
toolbar.

@ MPon kqgﬁdnm =

Ble COM Mapping Corfioraion Wiew Hslp

n|¢ T i .,_
Seting

Exi Sdd  Famite | s I e =
Addrass & |

TG (ForT) |

2 GO TR eE 33T 9609eY (Fo)

Mo |COM. | | Aodmss)

i[Total COM Port - 2 g

2. On the Basic Setting tab, select the COM Number that will be assigned to the serial port. If you have
selected multiple ports, you can assign COM numbers automatically in sequential order by selecting the
Auto Enumerating COM Number for Selected Ports function.

COM Pert Setting “

Fort Hurrder; 1 Foris| ae Sslecked

Basic Sattings | Atheanced Setirgs | Senal F‘ammvaiﬂrsi Eemrrrﬂ Pk Satings |

[ s ErmEiEtag OOk GEE ) Fr

COM Humber [COMI1 fcurerd) finuss] = |
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3. On the Advanced Setting tab, configure Tx Mode, FIFO, and Fast Flush.

CORA Port Seting

Pt Mimbes 1 Porifs] awm Snbacind,

e

Bac- Getigs  Sdvanced Salings |Se|ﬂF‘nn=iﬂ'a; Sty | 1P Settings |

Tha FIFD zmfgs vl pemryails the fam sz w=iling

[ Mode |HiPertmmeren =
FIFa [Enstie feal
Henucst, Tmsot (5200 e |500 - 200054

[~ Fak Fusi Fhash Local Bufer On iy
[ Ao Hebwoh ReLone cion

[ Ay Breapt Dpen Asgassts

= I }
[ Reban Enor [FHetrork 1z Linsvalsb s

7 Hop W' OF, |

X Concel |

Tx Mode: In Hi-Performance mode, the driver immediately issues a “Tx Empty” response to the

program after sending data to the NPort. In Classical mode, the driver sends the “Tx Empty” response

after confirmation is received from the NPort. Classical mode is recommended if you want to ensure that

all data is sent out before further processing.

FIFO: This tells the driver whether or not to use the FIFO.

Network Timeout: You can use this option to prevent blocking if the target NPort is unavailable.

Fast Flush: When enabled, the driver flushes only the local buffer on the host for a Win32

PurgeComm() function call. When disabled, both the local and remote buffers are flushed. If your

application uses PurgeComm() and performance seems sluggish, try enabling Fast Flush.

Auto Network Re-Connection: With this option enabled, the driver will repeatedly attempt to re-

establish the TCP connection if the NPort does not respond to background “check-alive” packets

Always Accept Open Requests: When enabled, the NPort driver will always accept requests to open a

virtual COM port, even if communications with the device can not be established. With this option, the

NPort driver will agree to open a virtual COM port on the system even if the port is blocked or the

Ethernet connection is disabled. If this is the case, the connected device will not receive and transmit

data even though the system has opened a virtual COM port.

1. Crash or |
network is broken

RealCOM mode
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Drop Writing Data if Network Connection is Lost: This function will assure the data to be kept in the
buffer or dropped when network connection is lost. The buffer size is 4 KBytes.

Return error if network is unavailable: If this option is disabled, the driver will not return any error
even when a connection cannot be established to the NPort. With this option enabled, calling the Win32
Comm function will result in the error return code “STATUS_NETWORK_UNREACHABLE” when a
connection cannot be established to the NPort. This usually means that your host’s network connection is
down, perhaps due to a cable being disconnected. However, if you can reach other network devices, it
may be that the NPort is not powered on or is disconnected. Not that Auto Network Re-Connection
must be enabled in order to use this function.

Ignore TX Purge
Applications can use the Win32 APl PurgeComm to clear the output buffer. Outstanding overlapping
write operations will be terminated. Select the Ignore TX Purge checkbox to ignore the effect on

output data.
4. On the Serial Parameters tab, specify the communication settings that the host will use when opening

the COM port.
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5. On the Security tab, select the Enable Data Encryption option to enable data to be encrypted when
transmitted over the COM ports. After selecting the encryption option, select the Keep connection
option to start encrypting COM port communications immediately without restarting the COM ports. This
may speed up opening and closing of the COM port for your host, but it also causes your host to tie up
the NPort serial port so other hosts cannot use it.
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6. On the IPv6 Setting tab, interface 1 and 2 are able to change.
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7. Click OK when you have finished configuring the COM port
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8. To save all COM mapping settings to a text file, right-click a COM port and select Export in the context

menu. After the settings have been exported to a file, they can be imported on another host.
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Command-Line Installation/Removal

For NPort Windows Driver Manager v1.19 and above, it comes with command line script tool — npcli.exe for

installation, removal of the driver and capability of configuring NPort driver functions.

After successfully installing NPort Windows Driver Manager v1.19 (or above), the default file path is

C:\Program Files\NPortDrvManager as shown below. The main files that support the NPort command line

tool are npcli.exe and GldMap.dat. You may move these two files to your preferred location.

:fl-.:.

o

Organize =

Mame

' | driver

I help
o nportdll
|| GldMap.dat
|| rnxdet.dll

| mxDrvHIp.dil

=] mxpnpupg
E“-‘] npcli

ﬁ Mpcom
|| npcorm.exe.manifest
.=—_§ nptdre2

2 | Mptdra2

i, nptdrvd.sys
|| unins000.dat
5 unins000

| VERSION

Open Burn

"W\ Program Files\MPortDrvManager

Mew folder
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Once NPort Windows Driver Manager v1.19 (or above) is installed, call up the cmd screen on your
computer. Change the directory to the drive where you placed the above two files.

gnft Corpnralkinn = rights P srusd

GCisdisersstsbed GasProgram FilessHPartiroManager

Tk A * R T (TR ¥ fi h.1l.YhHE |
iqht o) HAET M4 nfr Covporation. ALIL »ights eesepoed.

Crsllssrsmwbksdod CIsProgram FileszHNFPort Drefanagere

CisProgran FilessHPortDroManagerinpe i A7

The usage instructions will show up for a user’s reference.

1. NPort Driver operation:

npcli /driver [/install | /uninstall | /upgrade] [ PATH_NAME]
/install Install specified driver to host.
/uni nstal | Uninstall current installed driver from host.
[ upgr ade Upgr ade specified driver w thout nodifying the mapped ports.

PATH_NAME Specify the installer file of the NPort Driver Manager to install
or upgrade.

2. Real COM port operation:
npcli /driver /add | P_ADDR /port PORT_NO /com COM NO [/txnode [hiperf |
classical]] [/fifo [enable | disable]] [/flush [fast | normal]]
npcli /driver /renove /com[COMNO | all]

/ add Add a Real COMwith a valid I P address (| P_ADDR).

/ port Specify the NPort port nunmber (PORT_NO to add.

/ com Speci fy the COM nunber to add or renmove (COM NO) .

/ t xnmode Set the TX node as hi-performance (hiperf) or classical. The
default is hiperf.

/fifo Set the FIFO as enable or disable. The default is enable.

/flush Set to enable fast flush(fast) or disable fast flush(normal).
The default is fast.

/ renove Renove specified COM nunber (COM NO or all Real COM ports.

3. NPort devices operation:
npcli /devicd /search
npcli /device /set ID/network [/ip |IP_ADDR] [/mask SUBNET]
[/ gateway | P_ADDR] [/password Cl PHER]
npcli /device /apply ID [/password Cl PHER]
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/ sear ch Search the NPort and store the list to the menory.

/ set Specify the IDto set. Users nust specify one of the searched
NPorts for further operations. The default is 1.

/ port Specify the NPort port nunmber (PORT_NO to set.

/ passwor d Specify the password (CIPHER) if the NPort has one.

/ net wor k Set to change the network settings.

lip Change the | P address (I P_ADDR) of NPort.

/ mask Change the subnet mask (SUBNET) of NPort.

/ gat eway Change the | P address (I P_ADDR) of gateway.

[ apply Specify the ID to save changes and restart the NPort.

4. Exanpl es

npcli /driver /install D:\Users\drvngr_setup_Ver1.19.0_Build_15122492
npcli /driver /uninstall
npcli /driver /add 192.168.127.254 /port 1 /com 3
npcli /driver /add 192.168.127.254 /port 2 /com4 /flush nornal
npcli /device /search
npcli /device /set 1 /network /ip 192.168.10.7 /mask 255.255.255.0
/ password noxa
npcli /device /apply 1

Not e:
Npcli.exe requires an administrator privilege to change device settings.
It support only IPv4 and it nust be run under Wndows XP and | ater versions.

Linux Real TTY Drivers

Real TTY driver are provided that will map Linux host TTY ports to NPort serial ports. Once the mapping has
been set up, Linux users and applications can connect to a serial port as if it were a local TTY port. These
drivers have been designed and tested for the majority of Linux distributions, including Linux kernel version
2.4.x, 2.6.x, and 3.x, 4.x. Please check http://www.moxa.com for the latest Linux kernel supported.

Basic Steps

Follow these instructions to map a TTY port to an NPort serial port:
1. Install the NPort device server and set the target device port to Real COM mode.

2. Install the Real TTY driver files on the Linux host.

3. Map the host’s TTY port to the target device port on the NPort.

Installing Linux Real TTY Driver Files

Before proceeding with the software installation, make sure you have completed the NPort device server has
been installed and configured correctly. Note that the default LAN IP address for the NPort is
192.168.126.254, whereas the default WLAN IP address is 192.168.127.254.

ATTENTION

The target serial port must be operating in Real COM mode in order to map TTY ports.

1. Obtain the driver file from https://www.moxa.com/support/support _home.aspx?isSearchShow=1.

2. Log in to the console as a super user (root).

3. Execute cd / to go to the root directory.
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Copy the driver file npreal2xx.tgz to the / directory.
Execute tar xvfz npreal2xx.tgz to extract all files into the system.

Execute /tmp/moxa/mxinst. (For Red Hat AS/ES/WS and Fedora Corel, execute
“# /tmp/moxa/mxinst SP1”.) The shell script will install the driver files automatically.

7. After installing the driver, you will be able to see several files in the /usr/lib/npreal2/driver folder:

mxaddsvr (add server, map TTY port)

mxdelsvr (delete server, undo TTY port mapping)

mxloadsvr (reload server)

mxmknod (create device node/TTY port)

mxrmnod (remove device node/TTY port)

mxuninst (remove TTYport and driver files)

At this point, you may map the TTY port to the NPort serial port.

Mapping TTY Ports

Make sure that you set the operation mode of the desired NPort serial port to Real COM mode. After logging
in as a super user, enter the directory /usr/lib/npreal2/driver and then execute mxaddsvr to map the
target NPort serial port to the host TTY ports. The syntax of mxaddsvr is as follows:

mxaddsvr [NPort IP Address] [Total Ports] ([Data port] [Cmd port])
The mxaddsvr command performs the following actions:

1. Modify npreal2d.cf.
2. Create TTY ports in directory /dev with major and minor number configured in npreal2d.cf.

3. Restart the driver.

Mapping TTY ports automatically

To map TTY ports automatically, you may execute mxaddsvr with just the IP address and number of ports,
as in the following example:

# cd /usr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16

In this example, 16 TTY ports will be added, all with IP 192.168.3.4, with data ports from 950 to 965 and
command ports from 966 to 981.

Mapping TTY ports manually
To map TTY ports manually, you may execute mxaddsvr and manually specify the data and command
ports, as in the following example:

# cd /usr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16 4001 966

In this example, 16 TTY ports will be added, all with IP 192.168.3.4, with data ports from 4001 to 4016 and
command ports from 966 to 981.

Removing Mapped TTY Ports

After logging in as root, enter the directory /usr/lib/npreal2/driver and then execute mxdelsvr to
delete a server. The syntax of mxdelsvr is:

mxdelsvr [IP Address]

Example:
# cd /usr/lib/npreal2/driver
# ./mxdelsvr 192.168.3.4

The following actions are performed when executing mxdelsvr:
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1. Modify npreal2d.cf.
2. Remove the relevant TTY ports in directory /dev.

3. Restart the driver.

If the IP address is not provided in the command line, the program will list the installed servers and total
ports on the screen. You will need to choose a server from the list for deletion.

Removing Linux Driver Files

A utility is included that will remove all driver files, mapped TTY ports, and unload the driver. Enter the
directory /usr/lib/npreal2/driver and execute mxuninst to uninstall the driver. This program wiill
perform the following actions:

Unload the driver.
Delete all files and directories in /usr/lib/npreal2.

Delete directory /usr/lib/npreal2.

0w R

Modify the system initializing script file.

UNIX Fixed TTY Drivers

A fixed TTY driver is provided that will map UNIX host TTY ports to NPort serial ports. Once the mapping has
been set up, UNIX users and applications can connect to an NPort serial port as if it were a local TTY port.
This driver has been designed and tested for the majority of UNIX systems. Please check
http://www.moxa.com for the latest UNIX systems support.

Installing the UNIX Driver

1. Log in to UNIX and create a directory for the MOXA TTY. To create a directory named /usr/etc, execute
the command:
# mkdir —p /usr/etc

2. Copy moxattyd.tar to the directory you created. For the /usr/etc directory, you would execute the
following commands:
# cp moxattyd.tar /usr/etc
# cd /usr/etc

3. Extract the source files from the tar file by executing the command:

# tar xvf moxattyd.tar

The following files will be extracted:
README.TXT

moxattyd.c --- source code

moxattyd.cf --- an empty configuration file
Makefile --- makefile

VERSION.TXT --- fixed TTY driver version
FAQ.TXT

4. Compile and link.

For SCO UNIX:
# make sco

For UnixWare 7:
# make svr5

For UnixWare 2.1.x, SVR4.2:
# make svr42
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Configuring the UNIX Driver

Modify the configuration:
The configuration used by moxattyd is defined in the text file moxattyd.cf, which is in the same directory.
You may use Vi or any text editor to modify the file, as follows:

ttyp1 192.168.1.1 950

You can refer to moxattyd.cf for detailed descriptions of the various configuration parameters. Please note
that Device Name depends on the OS. See the Device Naming Rule section in README.TXT for more
information.

To start the moxattyd daemon after system bootup, add an entry into /etc/inittab using the TTY name
you defined in moxattyd.cf, as in the following example:

ts:2:respawn:/usr/etc/moxattyd/moxattyd -t 1

Device naming rule
For UnixWare 7, UnixWare 2.1.x, and SVR4.2, use:
pts/[n]

For all other UNIX operating systems, use:
ttyp[n]

The value of [n] should be equal or larger than 11 in order to prevent conflicts with the device names of
functional keys in some UNIX systems.

Starting moxattyd

Execute the command init q or reboot your UNIX operating system.

Adding an additional server

Modify the text file moxattyd.cf to add an additional server. Users may use vi or any text editor to modify
the file. For more configuration information, refer to moxattyd.cf, which contains detailed descriptions of
the various configuration parameters.

Find the process ID (PID) of the moxattyd.
# ps -ef | grep moxattyd

Update the configuration of moxattyd.
# kill -USR1 [PID]
(e.g., if moxattyd PID = 404, kill -USR1 404)

This completes the process of adding an additional server.
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Overview

This chapter introduces the NPort web console and explains how to configure the basic settings.

The NPort can be configured from anywhere on the network through its web console. Simply point the
browser to the device server’s IP address to open the web console. Network settings, operation mode, and
other items can all be configured through the browser.

Web Browser Settings

In order to use the web console, you will need to have cookies frormi e o
enabled for your browser. Please note that the web console uses e i |ccmna | osmsouma | g | sbisasd

cookies only for password transmission. For Internet Explorer, e
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ATTENTION

If you are not using Internet Explorer, cookies are usually enabled through a web browser setting such as
allow cookies that are stored on your computer or allow per-session cookies.

Navigating the Web Console

To open the web console, enter your device server’s IP address in the website address line. If you are
configuring the NPort for the first time over an Ethernet cable, you will use the default IP address,
192.168.126.254.

There are two account types: admin and user. If you enter the system with admin account, you will have
the right to read and write. If you enter the system with user account, you will only have the right to read.

If prompted, enter the console password. The default password for both admin and user accounts is
moxa. The password will be transmitted with MD5 encryption over the Ethernet.
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ATTENTION

If you have forgotten the password, you can use the reset button to load factory defaults, but this will erase

all previous configuration information.

The web console will appear as shown below.
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Settings are presented on pages that are organized by folder. Select the desired folder in the left navigation
panel to open that page. The page will be displayed in the main window on the right. Certain folders can be

expanded by clicking the adjacent “—” symbol.

For example, if you click Basic Settings in the navigation panel, the main window will show a page of basic

settings that you can configure.

After you have made changes on a page, you must click [Submit] in the main window before jumping to

another page. Your changes will be lost if you do not click [Submit].

Once you click [Submit] button, the device server will reboot and with a beep alarm.
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Basic Settings
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On the Basic Settings page, you can configure Server name, Server location, Time zone (24-hour),
Local time, and Time server.

Server Name

Default NPortW2150A_<serial no.> or NPortW2250A_<serial no.>
Options free text (e.g., “Server 1)
Description This is an optional free text field to help you differentiate one device server from another.
It does not affect operation of the NPort device server.
Server Location
Default
Options free text (e.g., “Bldg 1, 2nd Floor”)
Description This is an optional free text field to help you differentiate one device server from another.
It does not affect operation of the NPort device server.
Time Zone
Default (GMT)Greenwich Mean Time
Options (GMT)Greenwich Mean Time
(GMT-01:00)Azores, Cape Verde Is.
(GMT-02:00)Mid-Atlantic etc.
Description This field shows the currently selected time zone and allows you to select a different time
zone.
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Local Time

Default

Options

Date (yy:mm:dd), Time (hh:mm:ss)

Description

The NPort has a built-in real-time clock that allows you to add time information to
functions such as the automatic warning e-mail or SNMP trap. This field shows the current
time according to the NPort’s built-in real-time clock. This is not a live field, so you will
need to refresh the browser to get an updated reading.

Change the correct date or time, and click [Submit]. The change will take effect directly,
and shows Basic Setting OK!.

M D x_h Mot Wainhla

Hacken il b LA

ATTENTION

There is a risk of an explosion if the real-time clock battery is replaced incorrectly!

The real-time clock is powered by a lithium battery. We strongly recommend that you obtain assistance
from a Moxa support engineer before replacing the battery. Please contact the Moxa RMA service team if
you need to change the battery.

Time Server

Default

Options

IP address or domain name (e.g., “192.168.1.1” or “time.nist.gov”)

Description

This optional field specifies your time server’s IP address or domain name, if a time server
is used in your network. The NPort supports SNTP (RFC-1769) for automatic time
calibration. The device server will request time information from the specified time server
every 10 minutes.
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Overview

This chapter explains how to configure all settings located under the Network Settings folder in the NPort

web console.

Network Settings

General Settings
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On the General Settings page in the Network Settings folder, you can modify DNS server 1 and 2.

DNS Server 1 and 2
Default
Options IP address (e.g., “192.168.1.1")

Description

This field is for the DNS server’s IP address, if applicable. With the DNS server configured,
the NPort device server can use domain names instead of IP addresses to access hosts.

Domain Name System (DNS) is how Internet domain names are identified and translated
into IP addresses. A domain name is an alphanumeric name, such as www.moxa.com, that
it is usually easier to remember than the numeric IP address. A DNS server is a host that
translates a text-based domain name into an IP address in order to establish a TCP/IP
connection. When the user wants to visit a particular website, the user’s computer sends
the domain name (e.g., www.moxa.com) to a DNS server to request that website’s
numeric IP address. When the IP address is received from the DNS server, the user’s
computer uses that information to connect to the website’s web server.

The NPort will play the role of a DNS client, actively querying the DNS server for the IP
address associated with a particular domain name.
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Ethernet/Bridge Settings

To enable the Ethernet-to-Wireless function, also called Wireless Client, go to the Ethernet/Bridge
Settings page and enable Ethernet Bridge. When it's enabled, the LAN and WLAN will use the same IP
configuration (use the same IP address, netmask and gateway settings).

BACOO A Totad Solution for industrisd Device Networking
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Network Setting - Ethernet/Bridge
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ATTENTION

In dynamic IP environments, the NPort will send three requests every 30 seconds to the DHCP or BOOTP
server until the network settings have successfully been assigned. The first request will time out after one
second; the second request will time out after three seconds, and the third request will timeout after five
second. If the DHCP or BOOTP server is unavailable, the NPort will use the factory default network settings.
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Ethernet Bridge

Default Disabled
Options Enabled, Disabled
Description This field specifies whether to enable Ethernet Bridge mode or not. When Ethernet

Bridge is enabled, the LAN and WLAN interfaces are bridged together. Data can be
seamlessly transferred between serial lines, LAN, and WLAN. The LAN and WLAN will use
the LAN IP setting, and WLAN IP setting will be disabled.

Disabled: When disabled, you can use either the LAN or WLAN.
Enabled: When enabled, you can use both the LAN and the WLAN.

Elhermet ;
Sarial

IP Configuration

Default Static

Options Static, DHCP, DHCP/BOOTP, BOOTP

Description This field determines how the NPort’s IP address will be assigned.
Static: IP address, netmask, and gateway are user-defined.
DHCP: IP address, netmask, gateway, DNS, and time server are assigned by the DHCP
server.
DHCP/BOOTP: IP address, netmask, gateway, DNS, and time server are assigned by the
DHCP server. IP address is assigned by BOOTP server if DHCP server does not respond.
BOOTP: IP address is assigned by the BOOTP server.

IP Address

Default 192.168.126.254

Options IP address (e.g., “192.168.1.1")

Description

This field is for the IP address that will be assigned to your NPort device server. An IP
address is a number assigned to a network device (such as a computer) as a permanent
address on the network. Computers use the IP address to identify and talk to each other
over the network. Choose a proper IP address that is unique and valid in your network
environment. If your device server will be assigned a dynamic IP address, set the IP
configuration parameter appropriately.
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Netmask

Default 255.255.255.0

Options Netmask setting (e.g., “255.255.0.0")

Description This field is for the subnet mask. A subnet mask represents all of the network hosts at one
geographic location, in one building, or on the same local area network (LAN). When a
packet is sent out over the network, the NPort device server will use the subnet mask to
check whether the desired TCP/IP host specified in the packet is on the local network
segment. If the address is on the same network segment as the device server, a
connection is established directly from the device server. Otherwise, the connection is
established through the gateway as specified in the Gateway parameter.

Gateway

Default

Options IP address (e.g., “192.168.1.1")

Description This field is for the IP address of the gateway, if applicable. A gateway is a network
computer that acts as an entrance to another network. Usually, the computers that control
traffic within the network or at the local Internet service provider are gateway nodes. The
NPort device server needs to know the IP address of the default gateway computer in
order to communicate with the hosts outside the local network environment. Consult your
network administrator if you do not know how to set this parameter.
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The WLAN page is located under WLAN Settings in the Network Settings folder. You can modify IP
configuration, IP address, Netmask, and Gateway for your WLAN.

The NPort W2150A/W2250A Series supports IEEE 802.11a/b/g/n wireless network interfaces. The supported
IP configurations are static and dynamic (BOOTP, DHCP, or BOOTP+DHCP). Users can set up the IP

configuration with

the serial console, or the Web/Telnet consoles through the NPort’s Ethernet interface. For

detailed information about configuring IP configuration, IP address, Netmask, and Gateway, see the

previous section, Ethernet Configuration.

IP Configuration

Default

Static

Options

Static, DHCP, DHCP/BOOTP, BOOTP

Description

This field determines how the NPort’s IP address will be assigned.
Static: IP address, netmask, and gateway are user-defined.

DHCP: IP address, netmask, gateway, DNS, and time server are assigned by the DHCP

server.

DHCP/BOOTP: IP address, netmask, gateway, DNS, and time server are assigned by the
DHCP server. An IP address is assigned by the BOOTP server if the DHCP server does not
respond.

BOOTP: An IP address is assigned by the BOOTP server.

IP Address
Default 192.168.127.254
Options IP address (e.g., “192.168.1.1")
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Description

This field is for the IP address that will be assigned to your NPort device server. An IP
address is a number assigned to a network device (such as a computer) as a permanent
address on the network. Computers use the IP address to identify and talk to each other
over the network. Choose a proper IP address that is unique and valid in your WLAN
environment. If your device server will be assigned a dynamic IP address, set the IP
configuration parameter appropriately.

Netmask
Default 255.255.255.0
Options Netmask setting (e.g., “255.255.0.0™)

Description

This field is for the subnet mask. A subnet mask represents all of the network hosts at one
geographic location, in one building, or on the same LAN. When a packet is sent out over
the network, the NPort device server will use the subnet mask to check whether the
desired TCP/IP host specified in the packet is on the local network segment. If the address
is on the same network segment as the device server, a connection is established directly
from the device server. Otherwise, the connection is established through the gateway as
specified in the Gateway parameter.

Gateway

Default

Options IP address (e.g., “192.168.1.1")

Description This field is for the IP address of the gateway, if applicable. A gateway is a network

computer that acts as an entrance to another network. Usually, the computers that control
traffic within the network or at the local Internet service provider are gateway nodes. The
NPort device server needs to know the IP address of the default gateway computer in
order to communicate with the hosts outside the local network environment. Consult your
network administrator if you do not know how to set this parameter.
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The Profile page is located under WLAN Settings in the Network Settings folder. This is where you
configure the NPort for Infrastructure operation. Different settings are available depending on whether you

select Ad-hoc Mode or Infrastructure Mode.
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Network Type

Default

Infrastructure Mode

Options

Infrastructure Mode, Ad-hoc Mode

Description

This field specifies whether the NPort will operate in Ad-hoc or Infrastructure Mode. For all
wireless networking devices, there are two possible modes for communication with
another wireless device. Devices that are configured for Ad-hoc Mode automatically detect
and communicate directly with each other and do not require a wireless access point (AP)
or gateway. Wireless devices that are configured for Infrastructure Mode do not
communicate directly with each other, but through a wireless access point (AP).

Devices must be configured for the same mode in order to communicate with each other.
Devices in Ad-Hoc Mode will only recognize other devices in Ad-Hoc Mode, and likewise for
devices in Infrastructure Mode.

Example of Ad-Hoc Mode

Floww melers
Dirfvies

Example of Infrastructure Mode

After setting the Network type, you will need to adjust the General and Security settings
to establish the wireless connection.
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General Settings for WLAN Profile

The General page is opened through the Profile page, under WLAN Settings in the Network Settings
folder. You can type a profile name to help you differentiate one profile from another. It does not affect
operation of the NPort. After selecting Ad-hoc or Infrastructure Mode, click [General] to open the General
page for the selected profile. In Ad-hoc Mode and Infrastructure Mode, only one profile is available.

In Ad-hoc Mode
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On the General page, you can configure Profile name, RF type, and input an SSID provided by your Wi-Fi

AP. Additional settings are also available depending on whether you select Ad-hoc Mode or Infrastructure
Mode.

Profile Name

Default Ad-hoc (in Ad-hoc Mode)
Infrastructure (in Infrastructure Mode)

Options free text (e.g., “Primary Connection”)

Description This is a free text field to help you differentiate one profile from another. It does not affect
operation of the NPort.
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RF Type

Default 802.11b/g for Ad-Hoc Mode.
Auto for Infrastructure Mode.

Options Auto, 802.11a, 802.11b/g, 802.11a/n, 802.11b/g/n

Description This field determines which wireless standard will be used by the selected profile. 802.11a,
802.11b/g, 802.11a/n and 802.11b/g/n are supported.
Auto: In Ad-hoc Mode, the NPort will scan the 2.4G wireless band and will automatically
select the appropriate wireless standard for communication with any other wireless
devices that are detected. In Infrastructure Mode, the NPort will automatically select
between 802.11a, 802.11b/g, 802.11a/n and 802.11b/g/n according to the settings of the
AP.
802.11a: The Unlicensed National Information Infrastructure (UNII) 5 GHz band is used
for communication, which is different from the RF band used by 802.11b and 802.11g9.
Consequently, 802.11a devices will not be able to communicate with 802.11b or 802.11g
devices. (Multi-mode 802.11a/b/g APs or client adapters can be used to resolve this.)
Transmission rates up to 54Mbps are supported.
802.11b/g: This option means our device will support for 802.11b or 802.11g.
802.11b: This is the well-known “Wi-Fi” standard, also referred to as “802.11 High-Rate
(HR).” Wireless communication is in the 2.4 GHz ISM band, using the DSSS spread
spectrum transmission scheme. 802.11b supports data rates of 1 Mbps, 2 Mbps, 5.5 Mbps,
and 11 Mbps.
802.11a/n: This option means our device will support up to 150 Mbps data rate to
communicate with an 802.11a/n AP.
802.11b/g/n: This option means our device will support up to 72.2 Mbps data rate to
communicate to a 802.11b/g/n AP.

SSID

Default profilel

Options free text (e.g., “Coffeeshop WLAN")

Description This field specifies the SSID, or name, of the wireless network (SSID) that will be used by
the NPort. Wireless devices must use the same SSID in order to communicate with each
other.

Site Survey (This function is supported by firmware V1.10 or above)

When you click Site Survey, the device server will scan for all the APs it can find nearby. It shows all the

signal strengths between the device server and the APs. You may check the checkbox and click OK to create

a profile for the specified AP.
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Channel (Ad-hoc mode only)

Default 1

Options 1,2,3,4,5,6,7,8,9,10, 11

Description This field is for Ad-Hoc Mode only and specifies the radio channel to use for the wireless
network.

Fast Roaming (Infrastructure mode only)

Default

Disable

Options

Disable, Enable

Description

This field is only available in Infrastructure Mode and is used to specify the
W2150A/W2250A roaming behavior. Roaming is the ability to connect to different APs so
that wireless communication is not confined to one area or one particular AP. The
W2150A/W2250A will only roam between APs, as specified by the SSID.

Disable: Fast Roaming function will be disabled.

W2150A/W2250A will scan all available channels and roam between APs as specified by
the SSID. It scans the channel when booting up and will associate with the highest signal
strength AP. Only when the associated AP is lost, it will re-associate again.

Enable: Fast Roaming function will be enabled.

NPort W2150A/W2250A will only scan the pre-defined Scan Channels - 1, Scan
Channels - 2 & Scan Channels - 3 and roam between APs as specified by the SSID.

It scans the channel and will associate with the highest signal strength AP. It also scans
the channel regularly and will re-associate with the highest signal strength AP (if there is)

automatically.

Scan channels - 1, Scan channels - 2, Scan channels - 3 (Infrastructure

mode only)
Default N/A
Options 1 through 14, 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140,

149, 153, 157, 165

Description

This field is for fast roaming under Infrastructure Mode and specifies the radio channel to
use for the wireless network. Choose the channel according to the factory setting of the
AP.

Roaming threshold (This function is supported by firmware V1.10 or above)

Default

|-70 (Disable)
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Options

numbers

Description

When the signal strength between the device and the AP is worse than this number, below
-70 dBm as the default number, the device server will start to scan for a new AP to
establish the connection.

Roaming difference (This function is supported by firmware V1.10 or above)

Default

2 (Disable)

Options

numbers

Description

When the device server finds a new AP, the signal strength between device server and the
new AP must above this number compares to the old AP, then the device server will
change to establish a new connection with the new AP. For example, when the signal
strength to the old AP is -70 dBm. When the new AP is -69 dBm, the device server will
keep the connection to the old one. If the new AP is -68 dBm, the device server will switch
the connection to the new AP.
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Security Settings for WLAN Profile

The Security page is opened through the Profile page, under WLAN Settings in the Network Settings
folder. After selecting Ad-hoc or Infrastructure Mode, click [Security] to open the Security page for the

selected profile. In Ad-hoc Mode, only one profile is available, whereas three profiles are available in
Infrastructure Mode.
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In Infrastructure Mode
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You will need to configure Authentication and Encryption. These settings must match the settings on the
wireless device at the other end of the connection (such as the AP). Different settings and options are

available depending on how Authentication and Encryption are configured.
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Authentication

Default

Open System

Options

Open System, Shared Key, WPA, WPA-PSK, WPA2, WPA2-PSK

Description

This field specifies how wireless devices will be authenticated. Only authenticated devices
will be allowed to communicate with the NPort. If a RADIUS server is used, this setting
must match the setting on the RADIUS server.

Open System: The NPort will simply announce a desire to associate with another station or
access point. No authentication is required. For Ad-hoc Mode, this is the only option for
authentication, since Ad-hoc Mode was designed for open communication.

Shared Key: This option is only available in Infrastructure Mode. Authentication involves a
more rigorous exchange of frames to ensure that the requesting station is authentic. WEP
encryption is required.

WPA: This is a managed authentication option that is only available in Infrastructure

Mode. WPA was created by the Wi-Fi Alliance, the industry trade group that owns the Wi-Fi
trademark and certifies devices with the Wi-Fi name. It is based on Draft 3 of the IEEE
802.11i standard. Each user uses a unique key for authentication, distributed from an

IEEE 802.1X authentication server, also known as a RADIUS server. This option is also
referred to as WPA Enterprise Mode, since it is intended to meet rigorous enterprise
security requirements. Tunneled authentication is supported, depending on the EAP
method selected.

WPA-PSK: This is an unmanaged authentication option that is only available in
Infrastructure Mode. Instead of a unique key for each user, a pre-shared key (PSK) is
manually entered on the access point to generate an encryption key that is shared among
all users. Consequently, this method does not scale well for enterprise. A PSK that uses a
mix of letters, numbers and non-alphanumeric characters is recommended. This option is
also referred to as WPA Personal Mode, since it is designed for the needs and capabilities
of small home and office WLANSs.

WPAZ2: This is a managed authentication option that is only available in Infrastructure
Mode. WPA2 implements the mandatory elements of 802.11i. Supported encryption
algorithms include TKIP, Michael, and AES-based CCMP, which is considered fully secure.
Since March 13, 2006, WPA2 has been mandatory for all Wi-Fi-certified devices. This
option may also be referred to as WPA Enterprise Mode. Tunneled authentication is
supported, depending on the EAP method selected.

WPA2-PSK: This is an unmanaged authentication option that is only available in
Infrastructure Mode. It employs WP2 encryption algorithms but relies on a PSK for
authentication. A PSK that uses a mix of letters, numbers and non-alphanumeric
characters is recommended. This option can also be referred to as WPA Personal Mode.
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Encryption

Default Disable

Options Disable, WEP, TKIP, AES-CCMP

Description This field specifies the type of encryption to use during wireless communication. Different

encryption methods are available depending on the Authentication setting. Also, each
encryption method has its own set of parameters that may also require configuration.

Disable: No encryption is applied to the data during wireless communication. This option is
only available if Authentication is set to Open System.

WEP: Wired Equivalent Privacy (WEP) is only available for Open System and Shared Key
authentication methods. Data is encrypted according to a key. The NPort supports both 64
and 128-bit keys. This method may deter casual snooping but is not considered very
secure.

TKIP: Temporal Key Integrity Protocol (TKIP) is only available for WPA, WPA2, WPA-PSK,
and WPA2-PSK authentication methods. TKIP is part of a draft standard from the IEEE
802.11i working group and utilizes the RC4 stream cipher with 128-bit keys for encryption
and 64-bit keys for authentication. TKIP improves on WEP by adding a per-packet key
mixing function to de-correlate the public initialization vectors (1Vs) from weak keys.

AES-CCMP: This is a powerful encryption method that is only available for WPA, WPA2,
WPA-PSK, and WPA2-PSK authentication methods. Advanced Encryption Standard (AES) is
the block cipher system used by the Robust Secure Network (RSN) protocol and is
equivalent to the RC4 algorithm used by WPA. CCMP is the security protocol used by AES,
equivalent to TKIP for WPA. Data undergoes a Message Integrity Check (MIC) using a
well-known and proven technique called Cipher Block Chaining Message Authentication
Code (CBC-MAC). The technique ensures that even a one-bit alteration in a message
produces a dramatically different result. Master keys are not used directly but are used to
derive other keys, each of which expire after a certain amount of time. Messages are
encrypted using a secret 128-bit key and a 128-bit block of data. The encryption process
is complex, but the administrator does not need to be aware of the intricacies of the
computations. The end result is encryption that is much harder to break than even WPA.

PSK Passphrase

Default
Options free text (e.g., “This is the WLAN passphrase”)
Description This field is only available for WPA-PSK and WPA2-PSK authentication methods. If the

NPort’s passphrase does not match the AP’s passphrase, the connection will be denied. A
PSK of sufficient strength—one that uses a mix of letters, numbers and non-alphanumeric
characters—is recommended.
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Security Settings for WEP Encryption
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When Encryption is set to WEP on the Security page for the WLAN profile, you will be able to configure

WEP key length,

WEP key index, and WEP key source. Other settings will be displayed depending on

how WEP key source is configured.

WEP Key Length

Default

64bits

Options

64bits, 128bits

Description

This field specifies the length of the WEP key. 64bits is the industry standard for WEP, but
128bits provides better protection.

WEP Key Index

Default

1

Options

1 through 4

Description

This field specifies the primary WEP key to use for the WLAN.

WEP Key Source

Default

Manual

Options

Manual, Generate WEP keys by passphrase

Description

This field specifies whether the WEP key will be generated manually or through a user-
specified passphrase. A passphrase is equivalent to a free-text password that will be used
to generate the WEP key. A passphrase is typically easier to remember and enter than a

long and complicated WEP key.

WEP Passphrase

Default

Options

free text (e.g., “This is the WEP passphrase™)

Description

This field is only available if WEP key source is set to Generate WEP keys by
passphrase. A standard hexadecimal password will be generated using the supplied
passphrase. For example, if “404tech” is entered, the WEP key will be
“DB971608E942FC39BD89FC4ADB”.
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WEP Key Format

will use to enter the WEP key.

Default ASCII
Options ASCII, HEX
Description This field is only available if WEP key source is set to Manual. It specifies the format you

WEP Key 1 Through 4

Default
Options free text in ASCII or HEX
Description These fields are only available if WEP key source is set to Manual. Enter each WEP key in

ASCII or HEX as specified in WEP key format. The number of characters required for each

key depends on WEP key length and WEP key format.

WEP Key Length

WEP Key Format

Key Length

64bits ASCII 5 characters
HEX 10 characters
128bits ASCII 13 characters
HEX 26 characters
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Security Settings for WPA, WPA2
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When WPA or WPA2 is used for authentication, you will also need to configure EAP method in the Security
settings for the WLAN profile. Other settings will also be displayed depending on how EAP method is

configured.
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There are two parts to WPA and WPA2 security, authentication, and data encryption.

= Authentication occurs before access is granted to a WLAN. Wireless clients such as the NPort
W2150A/W2250A Series are first authenticated by the AP according to the authentication protocol used
by the RADIUS server. Depending on the WLAN security settings, an EAP tunnel can be used to scramble
the username and password that is submitted for authentication purposes.

|W2x5I]A. /' “~_~ |access Point

RADIUS
Server

EAF Tunnel

Scrambled User name / password by MOS/GTCMSCHAR V2

= Encryption occurs after WLAN access has been granted. For all wireless devices, data is first encrypted
before wireless transmission, using mutually agreed-upon encryption protocol.

EAP Method

Default PEAP

Options TLS, PEAP, TTLS, LEAP

Description This field specifies the EAP method to use for authentication. Four methods are supported.

TLS: Transport Layer Security (TLS) was created by Microsoft and accepted by the IETF as
RFC 2716: PPP EAP TLS Authentication Protocol. Passwords and tunneled authentication
are not used. A user certificate and user private key are used to identify the NPort. The
NPort’s user certificate and user private key must already be installed on the RADIUS

server.

PEAP: Protected Extensible Authentication Protocol (PEAP) is a proprietary protocol which
was developed by Microsoft, Cisco, and RSA Security.

TTLS: Tunneled Transport Layer Security (TTLS) is a proprietary protocol which was
developed by Funk Software and Certicom, and is supported by Agere Systems, Proxim,
and Avaya. TTLS is being considered by the IETF as a new standard. For more information
on TTLS, read the draft RFC EAP Tunneled TLS Authentication Protocol.

LEAP: Lightweight Extensible Authentication Protocol (LEAP) is a proprietary protocol
which was developed by Cisco. LEAP doesn’t check certificate during the authentication
process.

Tunneled Authentication

Default PAP (when using TTLS)
GTC (when using PEAP)
Options GTC, MD5, MSCHAP V2 (when using PEAP)

PAP, CHAP, MSCHAP, MSCHAP V2, EAP-MSCHAP V2, EAP-GTC,
EAP-MD5 (when using TTLS)

Description This field specifies the encryption method to use during the authentication process.
Different methods are available, depending on the EAP Method setting.

Username

Default

Options free text (e.g., “Smith_John”)

Description This field specifies the username that will be used to gain access to the WLAN. The correct

username and password must be provided for access to be granted.
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Password

Default

Options free text (e.g., “Password123”)

Description This field specifies the password that will be used to gain access to the WLAN. The correct

username and password must be provided for access to be granted.

Anonymous Username

Default
Options free text (e.g., “Anyuser”)
Description This field specifies the anonymous username to use when initiating authentication. After

the RADIUS Server has been verified by certificate, the true username and password will

be used to complete the authentication process.

Verify Server Certificate

Default Disable
Options Disable, Enable
Description Disable: The certificate from the RADIUS server will be ignored.

Enable: The certificate from the RADIUS server will be used to authenticate access to the
WLAN. The RADIUS server’s trusted server certificate must already be installed on the
NPort. To install a trusted server certificate, visit the corresponding page in the System

Management> Certificate folder.

Trusted Server Certificate

This field is available for PEAP, TLS, and TTLS EAP methods only. It displays information on the trusted
server certificate that is installed on the NPort. To install a trusted server certificate, visit the corresponding
page in the System Management > Certificate folder.

User Certificate

This field is available only when the EAP method has been set to TLS. It displays information on the user
certificate that is installed on the NPort. To install a user certificate, visit the corresponding page in the
System Management > Certificate folder.

User Private Key

This field is available only when EAP method has been set to TLS. It displays information on the user private
key on the NPort.
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WLAN Log Settings (This function is supported by firmware V1.10 or above)

Default Disable
Options Disable, Enable
Description When the wireless connection between the device server and the AP is not stable, you

may enable this function to have more information for troubleshooting. You may find
System Monitoring > System Status > WLAN Log for the detail logs. Before calling
for help from Moxa, please enable this function to collect some information.

Advanced Settings
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On the Advanced Settings page in the Network Settings folder, you can modify Gratuitous ARP. For
this function, the NPort will actively send ARP packets to inform the devices in the network how to find the
NPort. If you enable Ethernet/Bridge mode, you can input the IP/MAC address of the legacy device that
connected to the Ethernet port of the NPort. The NPort will help to send out the ARP packets with its IP
address to inform the network how to find this legacy device.

Gratuitous ARP

Default Enabled
Options Enable / Disable
Description Gratuitous ARP requests provide duplicate IP address detection. The NPort sends

broadcast packets to update ARP tables on other devices (e.g., AP, PC) periodically. We
can use this function to notify networked devices that the NPort is still alive. Moreover, the
NPort can send Gratuitous ARP for legacy devices that do not have this function.

If you want the NPort to send Gratuitous ARP for legacy devices, you should enter the
legacy devices’ IP and Mac addresses in IP/MAC address field.

Send Period

Default 180 seconds
Options 10-1000 seconds
Description This field specifies how long the NPort periodically sends Gratuitous ARP.

IP/MAC Addresses

Default N/A

Options IP address and MAC address of the legacy device (e.g., IP: “192.168.1.1”, MAC:
“11:22:33:44:AA:11"). This function only available when Ethernet Bridge is enabled.

Description IP address: legacy device IP address.
MAC address: legacy devices MAC address.
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Web Console: Serial Port Settings

The following topics are covered in this chapter:

O Overview
» Serial Port Settings
» Communication Parameters

» Data Buffering/Log
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Overview

This chapter explains how to configure all settings located under the Serial Port Settings folder in the

NPort web console.

Serial Port Settings

Operation Modes
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Each serial port on the NPort is configured through the hyperlink below the column of Operating mode.
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Click the link of Real COM, it will show the Port settings page. The Operation Modes page for each serial
port is where you configure the serial port’s operation mode and related settings. For an introduction to the

different operation modes, please refer to Chapter 4.
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Default Real COM
Options Real COM, RFC2217, TCP Server, TCP Client, UDP, Pair_Master, Pair_Slave, EModem
Description Along with Application, this field specifies the serial port’s operation mode, or how it will

interact with network devices. Depending on how Application is configured, different
options are available for Mode. Depending on how Mode is configured, additional settings
will be available for configuration. For an introduction to the different operation modes,
please refer to Chapter 4. Real COM: This serial port will operate in Real COM mode.

RFC2217: This serial port will operate in RFC2217 mode.

TCP Server: This serial port will operate in TCP Server mode.

TCP Client: This serial port will operate in TCP Client mode.

UDP: This serial port will operate in UDP mode.

Pair_Master: This serial port will operate in Pair Connection Master mode.
Pair_Slave: This serial port will operate in Pair Connection Slave mode.

EModem: This serial port will operate in Ethernet Modem mode.
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Settings for Real COM Mode
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When Operation Mode is set to Real COM on a serial port’s Operation Modes page, you will be able to
configure additional settings including TCP alive check time, Max connection, Ignore jammed IP,
Allow driver Control, Connection goes down, Packet length, Delimiter 1, Delimiter 2, Delimiter
process, and Force transmit.

TCP Alive Check Time

Default 7 min
Options 0 to 99 min
Description This field specifies how long the NPort will wait for a response to “keep-alive” packets

before closing the TCP connection. The NPort checks connection status by sending periodic
“keep- alive” packets.

0: The TCP connection will remain open even if there is no response to the “keep-alive”
packets.

1 to 99: If the remote host does not respond to the packet within the specified time, the
NPort will force the existing TCP connection to close.
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Max connection

Default 1

Options 1to8

Description This field specifies the maximum number of connections that will be accepted by the serial
port.
1: Only one specific host can access this serial port, and the Real COM driver on that host
will have full control over the port.
2 to 8: This serial port will allow the specified number of connections to be opened
simultaneously. With simultaneous connections, the Real COM driver will only provide a
pure data tunnel with no control ability. The serial communication will be determined by
the NPort rather than by your application program. Application software that is based on
the Real COM driver will receive a driver response of “success” when using any of the
Win32 API functions. The NPort will send data only to the Real COM driver on the host.
Data received from hosts will be sent to the attached serial device on a first-in-first-out
basis.

ATTENTION

When Max connection is two or greater, the serial port’s communication settings (i.e., baudrate, parity, data
bits, etc.) will be determined by the NPort. Any host that opens the COM port connection must use identical

serial communication settings.

Ignore jammed IP

Default

Disable

Options

Disable, Enable

Description

This field specifies how an unresponsive IP address is handled when there are

simultaneous connections to the serial port.

Disable: All transmission will be suspended if one IP address becomes unresponsive.
Transmission will only resume when all hosts have responded.

Enable: Data transmission to the other hosts will not be suspended if one IP address

becomes unresponsive.

Allow driver

control

Default

Disable

Options

Disable, Enable

Description

This field specifies how the port will proceed if driver control commands are received from
multiple hosts that are connected to the port.

Disable: Driver control commands will be ignored.

Enable: Control commands will be accepted, with the most recent command received

taking precedence.

Connection goes down

Default always high
Options always low, always high
Description This field specifies what happens to the RTS and DTR signals when the Ethernet

connection goes down. For some applications, serial devices need to know the Ethernet
link status through RTS or DTR signals sent through the serial port.

Always low: The selected signal will change to low when the Ethernet connection goes
down.

Always high The selected signal will remain high when the Ethernet connection goes down.
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Packet length

Default 0
Options 0 to 1024
Description This field specifies the maximum amount of data that is allowed to accumulate in the serial

port buffer before sending.

0: Packet length is disregarded and data in the buffer will be sent as specified by the
delimiter settings or when the buffer is full.

1 to 1024: Data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and 2

Default

Disabled

Options

Disabled, Enabled, 00 to FF

Description

These fields are used to define special delimiter character(s) for data packing. Enable
Delimiter 1 to control data packing with a single character; enable both Delimiter 1 and 2
to control data packing with two characters received in sequence.

When these fields are enabled, serial data will accumulate in the serial port’s buffer until
the buffer is full or until the specified delimiter character(s) are received. For example, the
carriage return character could be used as a delimiter in order to transmit each sentence
or paragraph in a separate packet. Data will be packed according to Delimiter process.

Delimiters must be incorporated into the data stream at the software or device level.

ATTENTION

When Delimiter 1 is enabled, Packet length must be set to O.

Delimiter process

Default

Do Nothing

Options

Do Nothing, Delimiter + 1, Delimiter + 2, Strip Delimiter

Description

This field specifies how data is packed when delimiter characters are received. This field
has no effect if Delimiter 1 is not enabled.

Do nothing: Data accumulated in the serial port’s buffer will be packed, including
delimiters.

Delimiter + 1: One additional character must be received before the data in the serial
port’s buffer is packed.

Delimiter + 2: Two additional characters must be received before the data in the serial
port’s buffer is packed.

Strip Delimiter: Data accumulated in the serial port’s buffer will be packed, but the
delimiter character(s) will be stripped from the data.
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Force transmit

Default 0 ms
Options 0 to 65535
Description This field controls data packing by the amount of time that elapses between bits of data.

When using this field, make sure that Inactivity time is disabled or set to a larger value.
Otherwise the connection may be closed before the data in the buffer can be transmitted.

0: If serial data is not received, the NPort will wait indefinitely for additional data.

1 to 65535: If serial data is not received for the specified amount of time, the data that is
currently in the buffer will be packed for network transmission. The optimal force transmit
time depends on your application, but it must be at least larger than one character
interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits
needed to send a character is 10 bits, and the time required to transfer one character is

8.3 ms, so the force transmit time to be larger than 8.3 ms.
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When Operation Mode is set to RFC2217 on a serial port’'s Operation Modes page, you will be able to
configure additional settings, including TCP alive check time, TCP port, Packet length, Delimiter 1,
Delimiter 2, Delimiter process, and Force transmit.

TCP alive check time

Default 7 min
Options 0 to 99 min
Description This field specifies how long the NPort will wait for a response to “keep-alive” packets

before closing the TCP connection. The NPort checks connection status by sending periodic
“keep-alive” packets.

0: The TCP connection will remain open even if there is no response to the “keep-alive”
packets.

1 to 99: If the remote host does not respond to the packet within the specified time, the
NPort will force the existing TCP connection to close.
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TCP port

Default 4001

Options

Description This field specifies the TCP port number that the serial port will use to listen to

connections, and that other devices must use to contact the serial port.

Packet length

Default 0
Options 0 to 1024
Description This field specifies the maximum amount of data that is allowed to accumulate in the serial

port buffer before sending.

0: Packet length is disregarded and data in the buffer will be sent as specified by the
delimiter settings or when the buffer is full.

1 to 1024: Data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and 2

Default Disabled
Options Disabled, Enabled, 00 to FF
Description These fields are used to define special delimiter character(s) for data packing. Enable

Delimiter 1 to control data packing with a single character; enable both Delimiter 1 and 2
to control data packing with two characters received in sequence.

When these fields are enabled, serial data will accumulate in the serial port’s buffer until
the buffer is full or until the specified delimiter character(s) are received. For example, the
carriage return character could be used as a delimiter in order to transmit each sentence
or paragraph in a separate packet. Data will be packed according to Delimiter process.

Delimiters must be incorporated into the data stream at the software or device level.

Delimiter process

Default Do Nothing
Options Do Nothing, Delimiter + 1, Delimiter + 2, Strip Delimiter
Description This field specifies how data is packed when delimiter characters are received. This field

has no effect if Delimiter 1 is not enabled.

Do nothing: Data accumulated in the serial port’s buffer will be packed, including
delimiters.

Delimiter + 1: One additional character must be received before the data in the serial
port’s buffer is packed.

Delimiter + 2: Two additional characters must be received before the data in the serial
port’s buffer is packed.

Strip Delimiter: Data accumulated in the serial port’s buffer will be packed, but the
delimiter character(s) will be stripped from the data.
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Force transmit

Default 0 ms
Options 0 to 65535
Description This field controls data packing by the amount of time that elapses between bits of data.

When using this field, make sure that Inactivity time is disabled or set to a larger value.
Otherwise the connection may be closed before the data in the buffer can be transmitted.

0: If serial data is not received, the NPort will wait indefinitely for additional data.

1 to 65535: If serial data is not received for the specified amount of time, the data that is
currently in the buffer will be packed for network transmission. The optimal force transmit

time depends on your application, but it must be at least larger than one character
interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits
needed to send a character is 10 bits, and the time required to transfer one character is
8.3 ms, so the force transmit time to be larger than 8.3 ms.
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When Operation Mode is set to TCP Server on a serial port’s Operation Modes page, you will be able to
configure additional settings such as TCP alive check time, Inactivity time, Max connection, Ignore
jammed IP, Allow driver control, TCP port, Cmd port, Connection goes down, Packet length,
Delimiter 1, Delimiter 2, Delimiter process, and Force transmit.
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TCP alive check time

Default 7 min
Options 0 to 99 min
Description This field specifies how long the NPort will wait for a response to “keep-alive” packets

before closing the TCP connection. The NPort checks connection status by sending periodic
“keep-alive” packets.

0: The TCP connection will remain open even if there is no response to the “keep-alive”
packets.

1 to 99: If the remote host does not respond to the packet within the specified time, the
NPort will force the existing TCP connection to close.

Inactivity time

Default 0 ms
Options 0 to 65535 ms
Description This field specifies the time limit for keeping the connection open if no data flows to or

from the serial device.

0: The connection will remain open even if data is never received. For many applications,
the serial device may be idle for long periods of time, so O is an appropriate setting.

1 to 65535: If there is no activity for the specified time, the connection will be closed.
When adjusting this field, make sure that it is greater than the Force transmit time.
Otherwise, the TCP connection may be closed before data in the buffer can be transmitted.

Max connection

Default

1

Options

1to8

Description

This field specifies the maximum number of connections that will be accepted by the serial
port.

1: Only one specific host can access this serial port, and the Real COM driver on that host
will have full control over the port.

2 to 8: This serial port will allow the specified number of connections to be opened
simultaneously. With simultaneous connections, the Real COM driver will only provide a
pure data tunnel with no control ability. The serial communication will be determined by
the NPort rather than by your application program. Application software that is based on
the Real COM driver will receive a driver response of “success” when using any of the
Win32 API functions. The NPort will send data only to the Real COM driver on the host.
Data received from hosts will be sent to the attached serial device on a first-in-first-out
basis.

ATTENTION

When Max connection is two or greater, the serial port’s communication settings (i.e., baudrate, parity, data

bits, etc.) will be determined by the NPort. Any host that opens the COM port connection must use identical

serial communication settings.
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Ignore jammed IP

Default Disable
Options Disable, Enable
Description This field specifies how an unresponsive IP address is handled when there are

simultaneous connections to the serial port.

Disable: All transmission will be suspended if one IP address becomes unresponsive.
Transmission will only resume when all hosts have responded.

Enable: Data transmission to the other hosts will not be suspended if one IP address

becomes unresponsive.

Allow driver

control

Default

Disable

Options Disable, Enable

Description This field specifies how the port will proceed if driver control commands are received from
multiple hosts that are connected to the port.
Disable: Driver control commands will be ignored.
Enable: Control commands will be accepted, with the most recent command received
taking precedence.

TCP port

Default 4001

Options 0 to 9999

Description

This field specifies the TCP port number that the serial port will use to listen to
connections, and that other devices must use to contact the serial port.

Cmd port

Default 996

Options

Description This field specifies the TCP port number for listening to SSDK commands from the host.

The usage of other functions can be found in the subsection of Real COM mode in page 7-4.

Connection goes down

Default always high
Options always low, always high
Description This field specifies what happens to the RTS and DTR signals when the Ethernet

connection goes down. For some applications, serial devices need to know the Ethernet
link status through RTS or DTR signals sent through the serial port.

Always low: The selected signal will change to low when the Ethernet connection goes
down.

Always high The selected signal will remain high when the Ethernet connection goes down.

Packet length

Default

0]

Options

0 to 1024

Description

This field specifies the maximum amount of data that is allowed to accumulate in the serial
port buffer before sending.

0: Packet length is disregarded and data in the buffer will be sent as specified by the
delimiter settings or when the buffer is full.

1 to 1024: Data in the buffer will be sent as soon it reaches the specified length.
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Delimiter 1 and 2

Default

Disabled

Options

Disabled, Enabled, 00 to FF

Description

These fields are used to define special delimiter character(s) for data packing. Enable
Delimiter 1 to control data packing with a single character; enable both Delimiter 1 and 2
to control data packing with two characters received in sequence.

When these fields are enabled, serial data will accumulate in the serial port’s buffer until
the buffer is full or until the specified delimiter character(s) are received. For example, the
carriage-return character could be used as a delimiter in order to transmit each sentence
or paragraph in a separate packet. Data will be packed according to Delimiter process.

Delimiters must be incorporated into the data stream at the software or device level.

ATTENTION

When Delimiter 1 is enabled, Packet length must be set to O.

Delimiter process

Default

Do Nothing

Options

Do Nothing, Delimiter + 1, Delimiter + 2, Strip Delimiter

Description

This field specifies how data is packed when delimiter characters are received. This field
has no effect if Delimiter 1 is not enabled.

Do nothing: Data accumulated in the serial port’s buffer will be packed, including
delimiters.

Delimiter + 1: One additional character must be received before the data in the serial
port’s buffer is packed.

Delimiter + 2: Two additional characters must be received before the data in the serial
port’s buffer is packed.

Strip Delimiter: Data accumulated in the serial port’s buffer will be packed, but the
delimiter character(s) will be stripped from the data.

Force transmit

Default

0 ms

Options

0 to 65535

Description

This field controls data packing by the amount of time that elapses between bits of data.
When using this field, make sure that Inactivity time is disabled or set to a larger value.
Otherwise the connection may be closed before the data in the buffer can be transmitted.

0: If serial data is not received, the NPort will wait indefinitely for additional data.

1 to 65535: If serial data is not received for the specified amount of time, the data that is
currently in the buffer will be packed for network transmission. The optimal force transmit
time depends on your application, but it must be at least larger than one character
interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits
needed to send a character is 10 bits, and the time required to transfer one character is
8.3 ms, so the force transmit time to be larger than 8.3 ms.
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Settings for TCP Client Mode
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When Operation Mode is set to TCP Client on a serial port’'s Operation Modes page, you will be able to
configure additional settings such as TCP alive check time, Inactivity time, Ignore jammed IP,
Destination address 1-4, Designated local port 1-4, Connection control, and Packet length,
Delimiter 1, Delimiter 2, Delimiter process, and Force transmit.

TCP Alive Check Time

Default 7 min
Options 0 to 99 min
Description This field specifies how long the NPort will wait for a response to “keep-alive” packets

before closing the TCP connection. The NPort checks connection status by sending periodic
“keep-alive” packets.

0: The TCP connection will remain open even if there is no response to the “keep-alive”
packets.

1 to 99: If the remote host does not respond to the packet within the specified time, the

NPort will force the existing TCP connection to close.
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Inactivity time

Default 0 ms
Options 0 to 65535 ms
Description This field specifies the time limit for keeping the connection open if no data flows to or

from the serial device.

0: The connection will remain open even if data is never received. For many applications,
the serial device may be idle for long periods of time, so O is an appropriate setting.

1 to 65535: If there is no activity for the specified time, the connection will be closed.
When adjusting this field, make sure that it is greater than the Force transmit time.
Otherwise, the TCP connection may be closed before data in the buffer can be transmitted.

Ignore jammed IP

Default Disable
Options Disable, Enable
Description This field specifies how an unresponsive IP address is handled when there are

simultaneous connections to the serial port.

Disable: All transmission will be suspended if one IP address becomes unresponsive.
Transmission will only resume when all hosts have responded.

Enable: Data transmission to the other hosts will not be suspended if one IP address
becomes unresponsive.

Destination address 1 to 4

Default

Options

IP address and port (e.g., “192.168.1.1” and “4001")

Description

This field specifies the remote host(s) that will access the attached device. At least one
destination must be provided. This field supports the use of domain names and names
defined in the host table.

ATTENTION

In TCP Client mode, up to four connections can be established between the serial port and TCP hosts. The

connection speed or throughput may be low if any one of the four connections is slow, since the one slow

connection will slow down the other three connections.

Designated local port 1 to 4

Default
Options 1 to 65535
Description This field specifies the TCP port number that will be used for data transmission with the

serial port.
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Connection control

Default Startup/None

Options Startup/None, Any Character/None, Any Character/Inactivity Time, DSR On/DSR Off, DSR
On/None, DCD On/DCD Off, DCD On/None

Description This field specifies how connections to the device are established and closed.

Startup/None: The connection will be opened as the NPort starts up. The connection will
only be closed manually.

Any Character/None: The connection will be opened as soon as a character is received
from the attached device. The connection will only be closed manually.

Any Character/Inactivity Time: The connection will be opened as soon as a character is
received from the attached device. The connection will be closed if no data is received for
the time specified in Inactivity time.

DSR On/DSR Off: The TCP connection is opened when the DSR signal is on, and closed
when the DSR signal is off.

DSR On/None: The TCP connection is opened when the DSR signal is on. The connection
will only be closed manually.

DCD On/DCD Off: The TCP connection is opened when the DCD signal is on, and closed
when the DCD signal is off.

DCD On/None: The TCP connection is opened when the DCD signal is on. The connection
will only be closed manually.

Packet length

Default 0
Options 0 to 1024
Description This field specifies the maximum amount of data that is allowed to accumulate in the serial

port buffer before sending.

0: Packet length is disregarded and data in the buffer will be sent as specified by the
delimiter settings or when the buffer is full.

1 to 1024: Data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and 2

Default

Disabled

Options

Disabled, Enabled, 00 to FF

Description

These fields are used to define special delimiter character(s) for data packing. Enable
Delimiter 1 to control data packing with a single character; enable both Delimiter 1 and 2
to control data packing with two characters received in sequence.

When these fields are enabled, serial data will accumulate in the serial port’s buffer until
the buffer is full or until the specified delimiter character(s) are received. For example, the
carriage-return character could be used as a delimiter in order to transmit each sentence
or paragraph in a separate packet. Data will be packed according to Delimiter process.

Delimiters must be incorporated into the data stream at the software or device level.

ATTENTION

When Delimiter 1 is enabled, Packet length must be set to O.
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Delimiter process

Default Do Nothing
Options Do Nothing, Delimiter + 1, Delimiter + 2, Strip Delimiter
Description This field specifies how data is packed when delimiter characters are received. This field

has no effect if Delimiter 1 is not enabled.

Do nothing: Data accumulated in the serial port’s buffer will be packed, including
delimiters.

Delimiter + 1: One additional character must be received before the data in the serial
port’s buffer is packed.

Delimiter + 2: Two additional characters must be received before the data in the serial
port’s buffer is packed.

Strip Delimiter: Data accumulated in the serial port’'s buffer will be packed, but the
delimiter character(s) will be stripped from the data.

Force transmit

Default 0 ms
Options 0 to 65535
Description This field controls data packing by the amount of time that elapses between bits of data.

When using this field, make sure that Inactivity time is disabled or set to a larger value.
Otherwise the connection may be closed before the data in the buffer can be transmitted.

0: If serial data is not received, the NPort will wait indefinitely for additional data.

1 to 65535: If serial data is not received for the specified amount of time, the data that is
currently in the buffer will be packed for network transmission. The optimal force transmit
time depends on your application, but it must be at least larger than one character
interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits
needed to send a character is 10 bits, and the time required to transfer one character is

8.3 ms, so the force transmit time to be larger than 8.3 ms.
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When Operation Mode is set to UDP on a serial port’'s Operation Modes page, you will be able to
configure additional settings such as Destination address 1 through 4, Local listen port, Packet length,
Delimiter 1, Delimiter 2, Delimiter process, and Force transmit.

Destination address 1 to 4

Default
Options IP address range and port (e.g., “192.168.1.1” to “192.168.1.64” and “4001")
Description In UDP mode, you may specify up to four ranges of IP addresses for the serial port to

connect to. At least one destination range must be provided.

The maximum selectable IP address range is 64 addresses. However, you can enter
multicast addresses in the Begin field, in the form xxx.xxx.xxx.255. For example, enter
“192.127.168.255” to allow the NPort to broadcast UDP packets to all hosts with IP
addresses between 192.127.168.1 and 192.127.168.254.

Local listen port

Default 4001
Options
Description This field specifies the UDP port that the NPort listens to and that other devices must use

to contact the attached serial device.

Packet length

Default 0
Options 0 to 1024
Description This field specifies the maximum amount of data that is allowed to accumulate in the serial

port buffer before sending.

0: Packet length is disregarded and data in the buffer will be sent as specified by the
delimiter settings or when the buffer is full.

1 to 1024: Data in the buffer will be sent as soon it reaches the specified length.

Delimiter 1 and 2

Default Disabled
Options Disabled, Enabled, 00 to FF
Description These fields are used to define special delimiter character(s) for data packing. Enable

Delimiter 1 to control data packing with a single character; enable both Delimiter 1 and 2
to control data packing with two characters received in sequence.

When these fields are enabled, serial data will accumulate in the serial port’s buffer until
the buffer is full or until the specified delimiter character(s) are received. For example, the
carriage return character could be used as a delimiter in order to transmit each sentence
or paragraph in a separate packet. Data will be packed according to Delimiter process.

Delimiters must be incorporated into the data stream at the software or device level.

ATTENTION

When Delimiter 1 is enabled, Packet length must be set to 0.
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Delimiter process

Default

Do Nothing

Options

Do Nothing, Delimiter + 1, Delimiter + 2, Strip Delimiter

Description

This field specifies how data is packed when delimiter characters are received. This field
has no effect if Delimiter 1 is not enabled.

Do nothing: Data accumulated in the serial port’s buffer will be packed, including
delimiters.

Delimiter + 1: One additional character must be received before the data in the serial
port’s buffer is packed.

Delimiter + 2: Two additional characters must be received before the data in the serial
port’s buffer is packed.

Strip Delimiter: Data accumulated in the serial port’s buffer will be packed, but the
delimiter character(s) will be stripped from the data.

Force transmit

Default

0 ms

Options

0 to 65535

Description

This field controls data packing by the amount of time that elapses between bits of data.
When using this field, make sure that Inactivity time is disabled or set to a larger value.
Otherwise the connection may be closed before the data in the buffer can be transmitted.

0: If serial data is not received, the NPort will wait indefinitely for additional data.

1 to 65535: If serial data is not received for the specified amount of time, the data that is
currently in the buffer will be packed for network transmission. The optimal force transmit
time depends on your application, but it must be at least larger than one character
interval within the specified baudrate. For example, assume that the serial port is set to
1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the total number of bits
needed to send a character is 10 bits, and the time required to transfer one character is
8.3 ms, so the force transmit time to be larger than 8.3 ms.
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When Operation Mode is set to Pair Connection Master or Pair Connection Slave on a serial port's
Operation Modes page, you will be able to configure additional settings such as TCP alive check time,
Destination address and TCP port. A Pair Connection application involves one serial port communicating
over an IP network to another serial port as if the two serial ports were connected by a serial cable. Pair
Connection modes can be used to extend RS-232 transmission to unlimited distances.

An NPort device server is needed at both ends of the connection. The serial port at one end must be set to
Pair Connection Master mode, and the serial port at the other end must be set to Pair Connection Slave
mode. It does not matter which serial port is master and which serial port is slave.

TCP alive check time

Default 7 min
Options 0 to 99 min
Description This field specifies how long the NPort will wait for a response to “keep-alive” packets

before closing the TCP connection. The NPort checks connection status by sending periodic
“keep-alive” packets.

0: The TCP connection will remain open even if there is no response to the “keep-alive”
packets.

1 to 99: If the remote host does not respond to the packet within the specified time, the

NPort will force the existing TCP connection to close.

Destination address

Default

Options IP address and port (e.g., “192.168.1.1” and “4001")

Description This field specifies the IP address for the NPort at the opposite end of the Pair Connection,
and the TCP port number for communication with the serial port. The port number must
match with that serial port’'s TCP port setting.

TCP port

Default 4001

Options

Description This field specifies the TCP port to use for communication with the attached serial device.

The serial port at the opposite end of the Pair Connection must use this port number to
establish the connection.
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Settings for Ethernet Modem Mode
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When Application is set to Ethernet Modem Mode, the NPort will accept AT commands such as “ATD
192.127.168.1:4001” from the serial port. A TCP connection will then be requested from the specified
remote Ethernet Modem or PC. When the remote unit accepts this TCP connection, the NPort will return the
“CONNECT {baudrate}” signal to the serial port and will then enter data mode. Please refer to Appendix C
for details on Ethernet modem commands.

TCP alive check time

Default 7 min
Options 0 to 99 min
Description This field specifies how long the NPort will wait for a response to “keep-alive” packets

before closing the TCP connection. The NPort checks connection status by sending periodic
“keep-alive” packets.

0: The TCP connection will remain open even if there is no response to the “keep-alive”
packets.

1 to 99: If the remote host does not respond to the packet within the specified time, the
NPort will force the existing TCP connection to close.

TCP port

Default 4001

Options

Description This field specifies the TCP port to use for communication with the attached serial device.
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Communication Parameters
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The Communication Parameters page for each serial port is where serial communication settings are
specified, such as Baud rate, Data bits, and Stop bits.

Alias

Default

Options free text (e.g., “Secondary console connection™)

Description This is an optional free text field to help you differentiate one serial port from another. It
does not affect operation of the NPort device server.

ATTENTION

Serial communication settings should match the attached serial device. Check the communication settings in
the user’s manual for your serial device.

Baud rate

Default 115200

Options 50, 75, 110, 134, 150, 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600,
115200, 230400, 460800, 921600, Other

Description This field specifies the baudrate for the serial port. Nonstandard baudrates are supported
through the Other setting. When set to Other, you may manually enter a baudrate of
your choice, up to 921600.
50 to 921600: The serial port will operate at the specified baudrate
Other: The serial port will operate at a baudrate that is manually entered by the user.

Parity

Default None

Options None, Odd, Even, Space, Mark

Description This field specifies the type of parity bit used for each character frame.

Data bit

Default 8

Options 56,7,8

Description This field specifies the number of data bits used to encode each character of data.

Stop bit

Default 1

Options 1,1.5,2

Description This field specifies the number of stop bits used for each character frame.
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Flow control

Default

RTS/CTS

Options

None, RTS/CTS, XON/XOFF

Description

This field specifies the type of flow control used by the serial port.

FIFO
Default Enable
Options Enable, Disable

Description

This field specifies whether the serial port will use the built-in FIFO. A 128-byte FIFO is
provided to each serial port for both Tx and Rx directions. To prevent data loss during
serial communication, this should be set to Disabled if the attached serial device does not
have a FIFO.

Interface
Default RS-232
Options RS-232, RS-422, RS-485 2-wire, RS-485 4-wire

Description

This field specifies the type of interface the serial port will use.

Data Buffering/Log
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On the serial port’s Data Buffering/Log page, you can enable or disable Port buffering and Serial data

logging.

Port buffering

Default

Disable

Options

Enable, Disable

Description

This field specifies whether the serial port will use port buffering when the network
connection (Ethernet or WLAN) is down. Port buffering can be used in Real COM mode,
TCP Server mode, TCP Client mode, and Pair Connection mode. For other modes, the port
buffering settings will have no effect.

Serial data logging(64K)

Default

Disable

Options

Enable, Disable

Description

This field specifies whether data logs for the serial port will be stored on system RAM.
Each serial port is allotted 64 KB for data logging. The data log is not saved when the
NPort is powered off.
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Overview

This chapter explains how to configure all settings located under the System Management folder in the
NPort web console.

System Management
Misc. Network Settings

Accessible IP List
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The Accessible IP List page is located under Misc. Network Settings in the System Management
folder. This page is used to restrict access to the NPort by IP address. Only IP addresses on the list will be
allowed access to the NPort. You may add a specific address or range of addresses by using a combination
of IP address and netmask, as follows:

To allow access to a specific IP address
Enter the IP address in the corresponding field; enter 255.255.255.255 for the netmask.

To allow access to hosts on a specific subnet
For both the IP address and netmask, use O for the last digit (e.g., “192.168.1.0” and “255.255.255.0”).

To allow access to all IP addresses
Make sure that Enable the accessible IP list is not checked.

Refer to the following table for more configuration examples.

Desired IP Range IP Address Field Netmask Field
Any host Disable Disable
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 255.255.255.128
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SNMP Agent Settings
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The SNMP Agent page is located under Misc. Network Settings in the System Management folder. This

page is used to configure the SNMP Agent on the NPort.

SNMP

Default Enable

Options Enable, Disable

Description This field enables or disables the SNMP Agent. If enabled, you will need to configure other
SNMP Agent settings. You will need to enter a community name under Read community
string.

Contact Name

Default

Options free text (e.g., “J Smith™)

Description This is an optional free text field that can be used to specify the SNMP emergency contact
name, telephone, or pager number.

Location

Default

Options free text (e.g., “Building XYZ™)

Description This is an optional free text field that can be used to specify the location for SNMP agents

such as the NPort.

Read Community String

Default public
Options free text (e.g., “public community”)
Description This field specifies the read community string used for the SNMP Agent. This is a text

password mechanism that is used to weakly authenticate queries to agents of managed

network devices.
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Write Community String

Default private
Options free text (e.g., “private community”)
Description This field specifies the write community string used for the SNMP Agent. This is a text

password mechanism that is used to weakly authenticate changes to agents of managed
network devices.

SNMP Agent Version

Default V1, V2c, V3
Options V1, V2c, V3 / V1, V2c / V3 only
Description This field specifies which version(s) of SNMP to support.

Read Only User Name

Default rouser
Options free text (e.g., “guest”)
Description This field specifies a username to use for read-only access.

Read Only Authentication Mode

Default Disable
Options Disable, MD5, SHA
Description This field specifies the type of authentication to use for read-only access.

Read Only Password

Default
Options free text (e.g., “password123”)
Description This field specifies the password that users must enter for read-only access, if read-only

authentication is enabled.

Read Only Privacy mode

Default Disable
Options Disable
Description This field specifies whether data encryption will be used during read-only access.

Read Only Privacy

Default
Options free text (e.g., “read only key”)
Description This field specifies the encryption key for read-only access, if read-only privacy is enabled.

Read/Write User Name

Default rwuser
Options free text (e.g., “admin”)
Description This field specifies a username to use for read/write access.

Read/Write Authentication Mode

Default Disable
Options Disable, MD5, SHA
Description This field specifies the type of authentication to use for read/write access.

Read/Write Password

Default
Options free text (e.g., “password123”)
Description This field specifies the password that users must enter for read/write access, if read-only

authentication is enabled.
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Read/Write Privacy mode

Default Disable
Options Disable, DES, AES
Description This field specifies whether data encryption will be used during read/write access.

Read/Write Privacy

Default
Options free text (e.g., “read write key”)
Description This field specifies the encryption key for read/write access, if read-/write privacy is
enabled.
User Table
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The NPort User Table can be used to authenticate users for reverse terminal access and is useful if you do
not have an external RADIUS server for authentication. The NPort User Table stores up to 64 entries, with
fields for User Name and Password.

Authentication Server
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yathentication Served
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RADIUS server: If you are using a RADIUS server for user authentication, enter its IP address here.
RADIUS key: If you are using a RADIUS server for user authentication, enter its password here.

UDP port (default=1645): Please select which UDP port your RADIUS server is using to communicate.
The device supports UDP port 1645 or 1812.

RADIUS accounting: Use this field to enable or disable RADIUS accounting.
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System Log Settings
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The System Log page is located under Misc. Network Settings in the System Management folder. This
is where you select the type of events that will be logged by the NPort.

Group Event

System System Cold Start, System Warm Start

Network DHCP/BOOTP, Get IP/Renew, Mail Fail, NTP Connect Fail, IP Conflict, Network Link Down
Config Login Fail, IP Changed, Password Changed, Firmware Upgrade, SSL Certificate Import,

Config Import, Config Export, Wireless Certificate Import, Serial Data Log Export

Op Mode Connect, Disconnect, Restart

Auto Warning Settings

Event Settings
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T
The Event Settings page is located under Auto Warning Settings in the System Management folder.
This is where you specify how the NPort will notify you of system and configuration events. Depending on
the event, different options for notification are available, as shown above. Mail refers to sending an e-mail
to a specified address. Trap refers to sending an SNMP trap.
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Event Description
Cold start The NPort was powered on, or was restarted after a firmware upgrade.
Warm start The NPort restarted without powering off.

Console login auth fail

An attempt has been made to open the web, Telnet, or serial console, but

the password was incorrect.

IP changed

The IP address has been changed.

Password changed

The password to the console has been changed.

Serial Event Settings
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The Serial Event Settings page is located under Auto Warning Settings in the System Management

folder. This is where you specify how the NPort will notify you of DCD and DSR events for each serial port.

Mail refers to sending an e-mail to a specified address. Trap refers to sending an SNMP trap.

A change in the DCD (Data Carrier Detect) signal indicates that the modem connection status has changed.

If the DCD signal changes to low, it indicates that the connection line is down. A change in the DSR (Data

Set Ready) signal indicates that the data communication equipment is powered off. If the DSR signal

changes to low, it indicates that the data communication equipment is powered down.

ATTENTION

SNMP indicates a change in DCD or DSR signals but does not differentiate between the two. A change in

either signal from “—” to “+” is indicated by “link up” and a change in either signal from “+” to “-" is

indicated by “link down.”
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E-mail Alert
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The E-mail Alert page is located under Auto Warning Settings in the System Management folder. This

is where you specify how and where e-mail is sent when e-mail is used for automatic notification of system
and serial port events.

ATTENTION

Consult your network administrator or ISP for the mail server settings to use for your network. If these
settings are not configured correctly, e-mail notification may not work properly.

Mail Server (SMTP)

Default
Options free text (e.g., “192.168.3.3")
Description This field specifies the IP address of the mail server that will be used when sending

automatic warning e-mails. If the mail server requires authentication, select My server
requires authentication and enter the username and password.

From e-mail address

Default
Options free text (e.g., “jsmith@xyz.com”)
Description This field specifies the e-mail address that will be listed in the e-mail’s From field.

To e-mail address 1 to 4

Default
Options free text (e.g., “admin@abc.com™)
Description These fields specify the destination e-mail address(es) for the automatic e-mail warnings.
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SNMP Trap
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The SNMP Trap page is located under Auto Warning Settings in the System Management folder. This
is where you specify the SNMP trap settings to use for automatic notification of system and serial port

events.

SNMP Trap Server IP

Default

Options IP address (e.g., “192.168.5.5”)

Description This field specifies the IP address of the SNMP trap server that will receive SNMP traps.

Trap Version

Default vl
Options vl, v2c
Description This field specifies the SNMP trap version to use.

Trap Community

Default

Options free text (e.g., “public access™)

Description This field specifies the SNMP trap community.
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Maintenance

Console Settings
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The Console Settings page is located under Maintenance in the System Management folder. This is
where you enable or disable access to the various NPort configuration consoles, as well as the behavior of

the reset button. You may modify HTTP console, HTTPS console, Telnet console, SSH console, Serial
Console, and Reset button.

HTTP Console

Default

Enable

Options

Enable, Disable

Description

This field enables or disables access to the HTTP (web) console.

HTTPS Console

Default

Enable

Options

Enable, Disable

Description

This field enables or disables access to the HTTPS (web) console.

Telnet Console

Default

Enable

Options

Enable, Disable

Description

This field enables or disables access to the Telnet console.

SSH Console

Default

Enable

Options

Enable, Disable

Description

This field enables or disables access to the SSH console.

Serial Console

Default

Enable

Options

Enable, Disable

Description

This field enables or disables access to the serial console.

Reset Button

Default

Always Enable

Options

Always Enable, Disable after 60 sec

Description

This field specifies the behavior of the hardware reset button.
Always Enable: The reset button will be operate as usual.

Disable after 60 sec: The reset button will only be effective for the first 60 seconds that
the NPort is powered on.
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The Ping page is located under Maintenance in the System Management folder. It provides a convenient
way to test an Ethernet connection or verify an IP address. Enter the IP address or domain name in the
Destination field and click [Activate]. The results will be displayed immediately.

Firmware Upgrade
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The Firmware Upgrade page is located under Maintenance in the System Management folder. This is
where you can update the NPort firmware. After obtaining the latest firmware from www.moxa.com, select
or browse for the firmware file in the Select firmware file field. Before clicking [Submit], it is a good idea

to save the NPort configuration using the Configuration Export page, since the firmware upgrade process
may cause all settings to revert to factory defaults.
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Configuration Import
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The Configuration Import page is located under Maintenance in the System Management folder. This
is where you can load a previously saved or exported configuration. Select or browse for the configuration
file in the Select configuration file field. If you also wish to import the IP configuration (i.e., IP address,
netmask, and gateway), make sure that Import all configurations including IP configurations is
checked.

Configuration Export
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The Configuration Export page is located under Maintenance in the System Management folder. This
is where you can save the NPort’s current configuration to a file on the local host. Click [Download] to
begin the process. A window should appear asking you to open or save the configuration text file.
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Load Factory Default
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The Load Factory Default page is located under Maintenance in the System Management folder. Click
[Submit] to reset all settings to the factory defaults. You can preserve the NPort’s existing IP settings (i.e.,
IP address, netmask, gateway, WLAN profile, and all certificates) by making sure Keep IP settings is
checked before clicking [Submit].

Change Password
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The Change Password page is located under Maintenance in the System Management folder. To
change the password, choose the account name first, and then enter the old password in the Old password
field. Enter the new password twice, once in the New password field and once in the Confirm password.
Leave these fields blank to remove password protection.
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ATTENTION

If you forget the password, the ONLY way to configure the NPort is by loading the factory defaults with the
reset button. All settings will be lost.

Before setting the password, you may want to first export the configuration to a file. Your configuration can
then be easily imported back into the NPort if necessary.

Certificate

Ethernet SSL Certificate Import
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The Ethernet SSL Certificate Import page is located under Certificate in the System Management
folder. This is where you can load the Ethernet SSL certificate. Select or browse for the certificate file in the
Select SSL certificate/key file field. The NPort only supports the PEM format of the certificate so far. If
your file is in another format, for example DER or PFX, please convert it to PEM first.
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WLAN SSL Certificate Import
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The WLAN SSL Certificate Import page is located under Certificate in the System Management folder.
By default, the WLAN SSL certificate is automatically generated by the NPort based on the IP address of the
wireless interface. You can also import a certificate. Select or browse for the certificate file in the Select
SSL certificate/key file field.

WPA Server Certificate Import
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The WPA Server Certificate Import page is located under Certificate in the System Management
folder. This is where you can load the WPA server certificate. Select or browse for the certificate file in the
Select WPA server certificate file field.
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You must install the trusted server certificate from the RADIUS server in order to enable Verify server
certificate in the WLAN Security settings. This certificate will then be used by the NPort to authenticate
the RADIUS server.

WPA User Certificate Import
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The WPA User Certificate Import page is located under Certificate in the System Management folder.
This is where you can load the WPA user certificate. Select or browse for the certificate file in the Select
WPA user certificate file field.

The user certificate of the NPort must be installed in the RADIUS server when the NPort uses WPA
(WPA2)/TLS. The trusted server certificate of the RADIUS server must also be installed in the NPort.

WPA User Key Import
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The WPA User Key Import page is located under Certificate in the System Management folder. This is
where you can load the WPA user certificate. Select or browse for the user private key file in the Select
WPA user privacy key file field and enter the Password for the private key.

The user private key of the NPort must be installed in the RADIUS server when the NPort uses
WPA(WPA2)//TLS. The trusted server certificate of RADIUS server must also be installed on the NPort.

Certificate/Key Delete
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The Certificate/Key Delete page is located under Certificate in the System Management folder. This
page is where you can delete certificates or WPA keys that have been installed on the model. When you
click [Submit], any certificate or key that has been set to Delete will be deleted from the NPort.
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‘Web Console: System Monitoring

The following topics are covered in this chapter:

O Overview

O System Monitoring
> Serial Status
» System Status
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Overview

This chapter explains how to use the System Monitoring functions on the NPort web console. These

functions allow you to monitor many different aspects of operation.

System Monitoring
Serial Status

Serial to Network Connections
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The Serial to Network Connections page is located under Serial Status in the System Monitoring
folder. On this page, you can monitor the current operation mode and host connection status for each serial

port.
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Serial Port Status
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The Serial Port Status page is located under Serial Status in the System Monitoring folder. On this
page, you can monitor the signal and data transmission status for each serial port.

TxCnt: number of Tx packets (to device) for the current connection
RxCnt: number of Rx packets (from device) for the current connection
TxTotalCnt: number of Tx packets since the NPort was powered on

RxTotalCnt: number of Rx packets since the NPort was powered on

Serial Port Error Count
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The Serial Port Error Count page is located under Serial Status in the System Monitoring folder. On
this page, you can view the current number of frame, parity, overrun, and break errors for each serial port.
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Serial Port Settings
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The Serial Port Settings page is located under Serial Status in the System Monitoring folder. On this

page, you can view the current communication settings for each serial port.

System Status

Network Connections
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NPort W2150A/W2250A Series Web Console: System Monitoring

The Network Connections page is located under System Status in the System Monitoring folder. On
this page, you can view the current status of any network connection to the NPort.

Serial Data Log

Data logs for each serial port can be viewed in ASCII or HEX format. After selecting the serial port and
format, you may click Select all to select the entire log if you wish to copy and paste the contents into a
text file. The Clear log and Refresh buttons allow you to clear or refresh the log contents.
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The Serial Data Log page is located under System Status in the System Monitoring folder. This is
where you can download the current data log for a serial port. Select the desired serial port in the Select
port field. Select the desired data format in the Download format field. Click [Clear log] to clear the log
contents.

The data log includes all data sent or received by the specified serial port since the NPort was powered on.
The maximum size of the log is 64 KB.
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Web Console: System Monitoring

System Log
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The System Log page is located under System Status in the System Monitoring folder. This is where

you can view the log of NPort system events. Click [Clear log] to clear the log contents. Click [Refresh] to

refresh the log contents.

WLAN Log (This function is supported by firmware V1.10 or above)
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The WLAN Log page is located under System Status in the System Monitoring folder. This is where you
can view the log between the device server and the access points. It's a good tool for an engineer to
troubleshoot if there is any issue with the wireless connection. Click [Clear log] to clear the log contents.

Click [Download] to save the log to a txt file for an engineer to troubleshoot, e.g., Moxa’'s Technical

Support Team. Click [Refresh] to refresh the log contents.



NPort W2150A/W2250A Series

Web Console: System Monitoring

WLAN Status
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The WLAN Status page is located under System Status in the System Monitoring folder. This is where

you can view the current WLAN settings and status.
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Web Console: Restart

The following topics are covered in this chapter:

o
a

Overview
Restart

» Restart System

» Restart Ports



NPort W2150A/W2250A Series Web Console: Restart

Overview

This chapter explains how to use save your configuration changes and restart the NPort using the NPort web
console. Configuration changes will not be effective until they are saved and the NPort is rebooted.

Restart

Restart System
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The Restart System page is located in the Restart folder. Click [Restart] to restart the NPort, and the
new settings will take effect upon restart.
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Restart Ports
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The Restart Ports page is located in the Restart folder. Select the desired serial and click [Select All] to

select all serial ports. Click [Submit] to restart the selected serial ports.
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Android API Instructions

The following topics are covered in this chapter:

O Overview
» How to Start MxNPortAPI
0 MxNPortAPI Function Groups

O Example Program
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Android API Instructions

Overview

If you want to remote control your serial devices on an Android platform, then the MxNPortAPI is a simple
application programming tool that you can use. The MxNPortAPI helps programmers develop an Android

application to access the device server by TCP/IP.

The MxNPortAPI provides frequently used serial command sets like port control, input/output, etc., and the
style of developed Android application is similar to MOXA Driver Manager. For more details about the

provided functions, please refer to the “MxNPortAPIl Function Groups” section.

This MxNPortAPI is layered between the Android application and Android network manager framework. This
Android library is compatible with Java 1.7, Android 3.1 (Honeycomb - API version 12), and later versions.

[
-

How to Start MxNPortAPI

You can download the MxNPortAPI from Moxa'’s website at http://www.moxa.com, and develop the

application program in popular OSs, such as Windows, Linux, or Mac.

(You can refer the Android studio website to see the system requirements for development environment:

https://developer.android.com/studio/index.html?hl=zh-tw#Requirements).

To start your application program, please unzip the MxNPortAPI file and refer to the index (.html) under the

Help directory.
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http://www.moxa.com/
https://developer.android.com/studio/index.html?hl=zh-tw#Requirements

NPort W2150A/W2250A Series Android API Instructions

For more details about the installation, please refer to the Overview section.

sty vigeh oy it e A—

v [T, [

Toa drmmryi o e preyem— e b e

dr ©rerwss

e |
[T T [ETEr

e
T i ] T i i b B LOTPO T P i D R Sl ke B el S T LTS sl e e T Bl e L3 R L'y v o el i

& Drredmcion i 1 Ford A sifrokd AR

MxNPortAPI Function Groups

The supported functions in this API are listed below:

Port Control Input/Output Port Status Inquiry Miscellaneous
open read getBaud setBreak

close write getFlowCtrl

setloctiMode getloctiMode

setFlowCtrl getLineStatus

setBaud getModemStatus

setRTS getOQueue

setDTR

flush

Example Program

To make sure this API is workable with the device server on an Android platform, see the example program

below:

Thread thread = new Thread()
{
@Override
public void run() {
/* Enumerate and initialize NPorts on system */
List<MxNPort> NPortList = MxNPortService.getNPortInfoList();
if(NPortList!=null){
MxNPort.loctIMode mode = new MxNPort.loctiIMode();
mode.baudRate = 38400;
mode.dataBits = MxNPort.DATA_BITS_8;
mode.parity = MxNPort.PARITY_NONE;
mode.stopBits = MxNPort.STOP_BITS_1;

MxNPort mxNPort = NPortList.get(0); /* Get first NPort device */
try {
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byte[] buf = {'H','e",'I',"I',’0"," *,;'W",'0","'r",'I',"d"};
mxNPort.open(); /*open port*/
mxNPort.setloctiMode(mode); /*serial parameters setting*/
mxNPort.write(buf, buf.length); /*write data*/
mxNPort.close(); /*close port*/
} catch (MxException e){
/ *Error handling*/

¥
thread.start();
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'SNMP Agents with MIB II & RS-232-Like

Groups

The NPort has built-in SNMP (Simple Network Management Protocol) agent software that supports SNMP
Trap, RFC1317 RS-232 like groups and RFC 1213 MIB-I1. The following table lists the standard MIB-II

groups, as well as the variable implementation for the NPort.

RFC1213 MIB-I1I Supported SNMP Variables

System MIB

SysDescr
SysObjectID
SysUpTime

Interfaces MIB

itNumber
ifindex
ifDescr

ifType

ifMtu

ifSpeed
ifPhysAddress
ifAdminStatus

IP MIB

ipForwarding
ipDefaultTTL
iplnreceives
ipInHdrErrors
ipInAddrErrors
ipForwDatagrams
ipInUnknownProtos
ipInDiscards
ipInDelivers
ipOutRequests

SysContact
SysName
SysLocation

ifOperStatus
ifLastChange
ifInOctets
ifinUcastPkts
ifiInNUcastPkts
ifinDiscards
ifInErrors
iflnUnknownProtos

ipOutDiscards
ipOutNoRoutes
ipReasmTimeout
ipReasmReqds
ipReasmOKs
ipReasmFails
ipFragOKs
ipFragFails
ipFragCreates
ipAdEntAddr

SysServices

ifOutOctets
ifOutUcastPkts
ifOutNUcastPkts
ifOutDiscards
ifOutErrors
ifOutQLen
ifSpecific

ipAdEntIfIndex
ipAdEntNetMask
ipAdEntBcastAddr
ipAdEntReasmMaxSize
IpNetToMedialfIndex
IpNetToMediaPhysAddress
IpNetToMediaNetAddress
IpNetToMediaType
IpRoutingDiscards
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ICMP MIB

IcmplnMsgs
IcmplInErrors
IcmplnDestUnreachs
IcmpInTimeExcds
IcmplnParmProbs
IcmpInSrcQuenchs
IcmplnRedirects
IcmplnEchos
IcmplnEchoReps

UDP MIB

UdplnDatagrams
UdpNoPorts
UdplnErrors

Address Translation

Atlfindex
AtPhysAddress

TCP MIB

tcpRtoAlgorithm
tcpRtoMin
tcpRtoMax
tcpMaxConn
tcpActiveOpens
tcpPassiveOpens
tcpAttempFails

SNMP MIB

snmplnPkts

snmpOutPkts
snmplnBadVersions
snmplnBadCommunityNames
snmplnASNParseErrs
snmplnTooBigs
snmplnNoSuchNames
snmplnBadValues
snmplnReadOnlys
snmplnGenErrs

IcmpInTimestamps
IcmpTimest ampReps
IcmplnAddrMasks
IlcmpOutMsgs
IcmpOutErrors
IcmpOutDestUnreachs
IcmpOutTimeExcds
IcmpOutParmProbs
IlcmpOutSrcQuenchs

UdpOutDatagrams
UdpLocalAddress
UdpLocalPort

AtNetAddress

tcpEstabResets
tcpCurrEstab
tcplnSegs
tcpOutSegs
tcpRetransSegs
tcpConnState
tcpConnLocalAddress

snmplnTotalReqVars
snmplnTotalSetVars
snmplnGetRequests
snmplnGetNexts
snmplnSetRequests
snmplnGetResponses
snmplInTraps
snmpOutTooBigs
snmpOutNoSuchNames
snmpOutBadValues

IcmpOutRedirects
IlcmpOutEchos
IlcmpOutEchoReps
IlcmpOutTimestamps
IcmpOutTimestampReps
IlcmpOutAddrMasks
IlcmpOutAddrMaskReps

tcpConnLocalPort
tcpConnRemAddress
tcpConnRemPort
tcplnErrs

tcpOutRsts

snmpOutGenErrs
snmpOutGetRequests
snmpOutGetNexts
snmpOutSetRequests
snmpOutGetResponses
snmpOutTraps
snmpEnableAuthenTraps
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RFC1317: RS-232 MIB Objects

Generic RS-232-like Group

rs232Number

RS-232-like General Port Table

rs232PortTable
rs232PortEntry
rs232Portlndex
rs232PortType
rs232PortInSigNumber
rs232PortOutSigNumber
rs232PortlnSpeed
rs232PortOutSpeed

RS-232-like Asynchronous Port Group

rs232AsyncPortTable rs232AsyncPortindex rs232AsyncPortStopBits
rs232AsyncPortEntry rs232AsyncPortBits rs232AsyncPortParity

The Input Signal Table

rs232InSigTable rs232InSigPortindex rs232InSigState
rs232InSigEntry rs232InSigName

The Output Signal Table

rs2320utSigTable rs2320utSigPortindex rs2320utSigState
rs2320utSigEntry rs2320utSigName



Well-Known Port Numbers

Listed below are Well-Known Port Numbers that may cause network problems if they are assigned to an
NPort serial port. Refer to RFC 1700 for Well-Known Port Numbers or refer to the following introduction from
IANA.

The port numbers are divided into three ranges: Well-Known Ports, Registered Ports, and Dynamic and/or
Private Ports.

e Well-Known Ports range from O through 1023.
= Registered Ports range from 1024 through 49151.
< Dynamic and/or Private Ports range from 49152 through 65535.

The Well-Known Ports are assigned by IANA, and on most systems, can only be used by system processes
or by programs executed by privileged users. The following table shows famous port numbers among the
well-known port numbers. For more details, please visit the IANA website at
http://www.iana.org/assignments/port-numbers.

TCP Socket Application Service
reserved
1 TCP Port Service Multiplexor
2 Management Utility
7 Echo
9 Discard
11 Active Users (systat)
13 Daytime
15 Netstat
20 FTP data port
21 FTP CONTROL port
23 Telnet
25 Simple Mail Transfer Protocol (SMTP)
37 Time (Time Server)
42 Host name server (names server)
43 Whois (nickname)
49 Login Host Protocol (Login)
53 Domain Name Server (domain)
79 Finger protocol (Finger)
80 World Wide Web HTTP
119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol
213 IPX
160 to 223 Reserved for future use



http://www.iana.org/assignments/port-numbers
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Well-Known Port Numbers

UDP Socket Application Service

0 reserved

2 Management Utility

7 Echo

9 Discard

11 Active Users (systat)

13 Daytime

35 Any private printer server

39 Resource Location Protocol

42 Host name server (names server)
43 Whois (nickname)

49 Login Host Protocol (Login)

53 Domain Name Server (domain)

69 Trivial Transfer Protocol (TETP)

70 Gopher Protocol

79 Finger Protocol

80 World Wide Web HTTP

107 Remote Telnet Service

111 Sun Remote Procedure Call (Sunrpc)
119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol (NTP)

161 (Simple Network Mail Protocol (SNMP)
162 SNMP Traps

213 IPX (Used for IP Tunneling)
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"Ethernet Modem Commands

A serial port on the NPort can be set to Ethernet Modem mode, allowing a PC or device to connect to the
NPort as if it was an Ethernet modem. This section provides additional detail about how the NPort operates
in Ethernet Modem mode.

Dial-in Operation

The NPort can listen for a TCP/IP connection request from a remote Ethernet modem or host. The NPort’s
response depends on the ATSO value, as follows.

ATS0=0: The NPort will temporarily accept the TCP connection and then send the “RING” signal out
through the serial port. The serial controller must reply with “ATA” within 2.5 seconds to accept the
connection request, after which the NPort enters data mode. If no “ATA” command is received, the NPort
will disconnect after sending three “RING” signals.

ATS0=1: The NPort will accept the TCP connection immediately. It will send the “CONNECT {baudrate}”

command to the serial port and will immediately enter data mode.

Dial-out

The NPort accepts ATD commands such as “ATD 192.168.1.1:4001” from the serial port. It will then
request a TCP connection from the specified remote Ethernet modem or PC. Once the remote unit accepts
this TCP connection, the NPort will send the “CONNECT {baudrate}” command to the serial port and will
immediately enter data mode.

Disconnection Request from Local Site

When the NPort is in data mode, you can initiate disconnection by sending “+++”. Some applications allow
you to directly set the DTR signal to off, which will also initiate disconnection. The NPort will enter command
mode, and you can then enter “ATH” to close the TCP connection “NO CARRIER” will be returned to the
serial port.

ATTENTION

When entering “+++" to disconnect, the three “+” characters must be sent in quick succession, and the
sequence must be prefaced and followed by a guard time to protect the raw data. You can change the
disconnect character using register S2. You can set the guard time using register S12.

Disconnection Request from Remote Site

After the TCP connection has been closed by the remote Ethernet modem or PC, the NPort will send “NO
CARRIER” to the serial port and will return to command mode.
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AT Commmands

Ethernet Modem mode supports the following common AT commands, as used with a typical modem:

No. |Command Description Remarks
1 ATA Answer manually
2 ATD Dial up specified IP address and port number

ATD 192.168.1.1:950 (example)
3 ATE ATEO=Echo OFF

ATE1=Echo ON (default)
4 ATH ATHO=0n-hook (default)

ATH1=0ff-hook
5 ATI, ATIO, Modem version reply “OK” only

ATI1, ATI2

6 ATL Speaker volume option reply “OK” only
7 ATM Speaker control option reply “OK” only
8 ATO On line command
9 ATP, ATT Set Pulse/Tone Dialing mode reply “OK” only
10 ATQO, ATQ1 Quiet command (default=ATQO)
11 ATSr=n Change the contents of S register see “S registers”
12 ATSr? Read the contents of S register see “S registers”
13 ATV Result code type

ATVO for digit code,

ATV1 for text code (default)

0=0K

1=connect

2=ring

3=No carrier

4=error
14 ATZ Reset (disconnect, enter command mode and restore the

flash settings)
15 AT&C Serial port DCD control

AT&CO=DCD always on

AT&C1=DTE detects connection by DCD on/off (default)
16 AT&F Restore manufacturer’s settings
17 AT&G Select guard time reply “OK” only
18 AT&R Serial port RTS option command reply “OK” only
19 AT&S Serial port DSR control reply “OK” only
20 AT&V View settings
21 AT&W Write current settings to flash for next boot up
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S Registers

No. |Register Description Remarks

1 SO Ring to auto-answer (default=0)

2 S1 Ring counter (always=0) no action applied

3 S2 Escape code character (default=43 ASCII “+”

4 S3 Return character (default=13 ASCII)

5 S4 Line feed character (default=10 ASCII)

6 S5 Backspace character (default= 8 ASCII)

7 S6 Wait time for dial tone (always=2, unit=sec) no action applied

8 S7 Wait time for carrier (default=3, unit=sec)

9 S8 Pause time for dial delay (always=2, unit=sec) no action applied

10 S9 Carrier detect response time no action applied
(always=6, unit 1/10 sec)

11 S10 Delay for hang up after carrier no action applied
(always=14, unit 1/10 sec)

12 S11 DTMF duration and spacing no action applied
(always=100 ms)

13 S12 Escape code guard time
(default=50, unit 1/50 sec)
to control the idle time for “+++”
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'Federal Communication Commission
Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

= Reorient or relocate the receiving antenna.
= Increase the separation between the equipment and receiver.
= Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

= Consult the dealer or an experienced radio/TV technician for help.

CAUTION:

Any changes or modifications not expressly approved by the grantee of this device could void the user’s
authority to operate the equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance of 20cm between the radiator
and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference and

2. This device must accept any interference received, including interference that may cause undesired
operation.

Labeling requirements

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

RF exposure warning

This equipment must be installed and operated in accordance with provided instructions and the antenna(s)
used for this transmitter must be installed to provide a separation distance of at least 20 cm from all
persons and must not be co-located or operating in conjunction with any other antenna or transmitter. End-
users and installers must be provided with antenna installation instructions and transmitter operating
conditions for satisfying RF exposure compliance.

End Product Labeling

This transmitter module is authorized only for use in a device where the antenna may be installed such that
20cm may be maintained between the antenna and users. The final end product must be labeled in a visible
area with the following: "Contains FCC ID: SLE-W2X50A ”
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Information for the OEMs and Integrators

The following statement must be included with all versions of this document supplied to an
OEM or integrator, but should not be distributed to the end user.

1. This device is intended for OEM integrators only.

2. Please see the full Grant of Equipment document for other restrictions.

This radio transmitter FCCID: SLE-W2X50A has been approved by FCC to operate with the antenna types
listed below with the maximum permissible gain and required antenna impedance for each antenna type

indicated. Antenna types not included in this list, having a gain greater than the maximum gain indicated for
that type, are strictly prohibited for use with this device.

Antenna List

No. | Manufacturer Model No. Antenna Type Peak Gain

1 KINSUN ANT-WDB-ARM-02 Dipole Antenna 1.21 dBi for 2.4 GHz
1.73 dBi for 5 GHz

Note: The antenna connector is Reverse SMA type.
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'FCC Warning Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits for a class B digital device, pursuant to

part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful

interference in a residential installation.

This equipment generates, uses, and can radiate radio frequency energy, and if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there
is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following measures:

= Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.
= Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

= Consult the dealer or an experienced radio/TV technician for help.

CAUTION:

Any changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate the equipment. The operation frequency of the device is in the 5150-5250 MHz
band and is for indoor use only.

Prohibition of Co-location
This device and its antenna(s) must not be co-located or operating in conjunction with any other antenna or
transmitter.

Safety Information

To maintain compliance with FCC’s RF exposure guidelines, when installing and/or operating this equipment,
you should maintain a minimum distance of 20 cm between the transmitter and your body. Use only the
supplied antenna. Unauthorized antennae, modifications, or attachments could damage the transmitter and
may violate FCC regulations.
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