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1. Introduction

The AWK-1131A industrial a/b/g/n high speed wireless access point products are ideal wireless solutions for
hard-to-wire applications that use mobile equipment connected over a TCP/IP network. The AWK-1131A is
rated to operate at temperatures ranging from 0 to 60°C for standard models and -40 to 75°C for wide
temperature models, and is rugged enough for any harsh industrial environment.

Overview

The AWK-1131A industrial wireless AP/client meets the growing need for faster data transmission speeds by
supporting IEEE 802.11n technology with a net data rate of up to 300 Mbps. The AWK-1131A is compliant
with the industrial standards and approvals, covering operating temperature, power input voltage, surge,
ESD and vibration. The two redundant DC power inputs increase the reliability of the power supply. The
AWK-1131A can operate on either the 2.4 or 5 GHz bands and is backwards-compatible with existing
802.11a/b/g deployments to future-proof your wireless investments.

Package Checklist

Moxa’s AWK-1131A is shipped with the following items. If any of these items is missing or damaged, please
contact your customer service representative for assistance.

e AWK-1131A wireless AP/client

. 2 2.4/5 GHz antennas: ANT-WDB-ARM-02

e DIN-rail kit

e 1 plastic RJ45 protective cap

e Quick installation guide (printed)

e Warranty card

/7 NOTE

The above items come with the standard AWK-1131A model, but the package contents might vary for
customized versions.

Product Features

e IEEE802.11a/b/g/n compliant
e Advanced wireless security

> 64-bit and 128-bit WEP encryption, WPA /WPA2-Personal and Enterprise
(IEEE 802.1X/RADIUS, TKIP, and AES)

» SSID enable/disable
» Packet access control & filtering
e Turbo Roaming for rapid handover (Client mode)
e ABC-01 for configuration import/export
e RS-232 console management
e DIN-rail mounting (standard) or wall mounting (optional)
e IP30-rated high-strength metal housing

AirWorks AWK-1131A Series User Manual 5



/7  NOTE

The latest specifications for Moxa’s products can be found at https://www.moxa.com.

/\  ATTENTION

e The AWK-1131A is NOT a portable mobile device and should be located at least 20 cm away from the
human body.

e The AWK-1131A is NOT designed for the general public. A well-trained technician should be enlisted to
ensure safe deployment of AWK-1131A units, and to establish a wireless network.

Functional Design

LAN Port

The AWK-1131A comes standard with 1 Gigabit port (Ethernet RJ45). The LAN LED will light up when the
LAN cable is inserted.

E— RJ45 Ethernet port

AirWorks AWK-1131A Series User Manual
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LED Indicators

The LEDs on the front panel of the AWK-1131A provide a quick and easy means of determining the current
operational status and wireless settings.

The FAULT LED indicates system failures and user-configured events. If the AWK-1131A cannot retrieve the
IP address from a DHCP server, the FAULT LED will blink at one second intervals. The SIGNAL LEDs
indicate signal strength, and only operate in Client mode.
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The following table summarizes how to read the device’s wireless settings from the LED displays.

LED Color State Description
Front Panel LED Indicators (System)
PWR Green On Power ?s being _supplied f_rom power inpu_t 1&2.
Off Power is not being supplied from power input 1&2.
Blinking (fast at 0.5-sec intervals) |[Cannot get an IP address from the DHCP server
FAULT Red Blinking (slow at 1-sec intervals) |IP address conflict
Off Error condition does not exist.
Green Software Ready
STATE g;ejen/ Green/Blinking at 1-sec intervals |The AWK has been located by AWK Search Utility.
Red Booting error condition
(SSI?_'ESI;) Green 8;} Signal level(for Client mode only)

WLAN function is in Client mode and AWK has

on established a link with an AP.

Green Blinking WLAN data communication is run in Client mode

WLAN is not in Client Mode or AWK has not

WLAN Off established a link with an AP.
On WLAN function is in AP mode.
Amber Blinking WLAN’s data communication is run in AP mode
Off WLAN is not in use or not working properly
TP Port(R3J45) LED Indicators (Port Interface)
On TP port’s 1000Mbps link is active.
1000M Green Blinking Data is being transmitted at 1000 Mbps
Off TP port’s 1000Mbps link is inactive.
On TP port’s 10/100Mbps link is active.
10/100M |Amber Blinking Data is being transmitted at 10/100 Mbps
Off TP port’s 10/100Mbps link is inactive.

/\  ATTENTION

When the system fails to boot, the LEDs for STATE (Green), FAULT, and WLAN will all light up
simultaneously and blink at one-second intervals. This might be due to improper operation or issues such
as an unexpected shutdown while updating the firmware. To instruction on recovering the firmware, refer
to the “Firmware Recovery” section in Chapter 6.

AirWorks AWK-1131A Series User Manual 7



Beeper

The beeper emits two short beeps when the system is ready.

Reset Button

The RESET button is located on the rear panel of the AWK-1131A. You can reboot the AWK-1131A or reset
it to factory default settings by pressing the RESET button with a pointed object such as an unfolded paper

clip.
¢ System reboot: Hold the RESET button down for under 5 seconds and then release.

¢ Reset to factory default: Hold the RESET button down for over 5 seconds until the STATE LED starts
blinking green. Release the button to reset the AWK-1131A.

O—f— RESET Bultan

AirWorks AWK-1131A Series User Manual



2. Getting Started

This chapter explains how to install Moxa’s AirWorks AWK-1131A for the first time, and quickly set up your
wireless network and test whether the connection is running well. The Function Map discussed in the third
section provides a convenient means of determining which functions you need to use.

First-time Installation and Configuration

Before installing the AWK-1131A, make sure that all items in the Package Checklist are in the box. You will
need access to a notebook computer or PC equipped with an Ethernet port. The AWK-1131A has a default IP
address that must be used when connecting to the device for the first time.

Step 1: Select the power source.
The AWK-1131A can be powered by a DC power input. The AWK-1131A will use whichever power
source you choose.

Step 2: Connect the AWK-1131A to a notebook or PC.
Since the AWK-1131A supports MDI/MDI-X auto-sensing, you can use either a straight-through
cable or crossover cable to connect the AWK-1131A to a computer. The LED indicator on the
AWK-1131A’s LAN port will light up when a connection is established.

Step 3: Set up the computer’s IP address.
Choose an IP address on the same subnet as the AWK-1131A. Since the AWK-1131A’s default IP
address is 192.168.127.253, and the subnet mask is 255.255.255.0, you should set the IP
address of the computer to 192.168.127.xxx.

g
V4 NOTE

After you select Maintenance > Load Factory Default and click the Submit button, the AWK-1131A will
be reset to factory default settings and the IP address will be reset to 192.168.127.253.

Step 4:

Use the web-based manager to configure the AWK-1131A

Open your computer’s web browser and type http://192.168.127.253 in the address field to
access the homepage of the web-based Network Manager. Before the homepage opens, you will
need to enter the user name and password as shown in the following figure. For first-time
configuration, enter the default user name and password and then click on the Login button:

Boen AWK 11118

1%

Lisername © me

Pamewrerd

Ll L

hveR Sk tven)
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NOTE

Default user name and password:
User Name: admin
Password: moxa

For security reasons, we strongly recommend changing the default password. To do so, select
Maintenance > Password, and then follow the on-screen instructions to change the password.

NOTE

After you click Submit to apply changes the web page is refreshed (indicated by an “(Updated)” status
appearing next to the title) and a blinking reminder to restart the device of the new settings to take effect,
will be shown on the upper-right corner of the web page:

Pleaas reetimrt o rlick e o mdivabe mfcenaEon chimess

% | D‘J{ﬂ' AL T D DT
Y

To activate the changes click Restart and then Save and Restart after you change the settings. About 30
seconds are needed for the AWK-1131A to complete the reboot procedure.

Step 5: Select the AWK-1131A operation mode.

By default, the AWK-1131A’s operation mode is set to AP. You can change to Client mode in
Wireless LAN Setup ( Operation Mode. Detailed information about configuring the AWK-
1131A’s operation can be found in Chapter 3.

Step 6: Test communications.

In the following sections we describe two test methods that can be used to ensure that a network
connection has been established.

Communication Testing

After installing the AWK-1131A you can run a sample test to make sure the AWK-1131A and wireless
connection are functioning normally. Two testing methods are described below. Use the first method if you
are using only one AWK-1131A device, and use the second method if you are using two or more AWK-
1131A units.

How to Test One AWK-1131A

If you are only using one AWK-1131A, you will need a second notebook computer equipped with a WLAN
card. Configure the WLAN card to connect to the AWK-1131A (the default SSID is MOXA), and change the
IP address of the second notebook (Notebook B) so that it is on the same subnet as the first notebook
(Notebook A), which is connected to the AWK-1131A.

After configuring the WLAN card, establish a wireless connection with the AWK-1131A and open a DOS
window on Notebook B. At the prompt, type

ping <IP address of notebook A>

and then press Enter (see the figure below). A “"Reply from IP address ...” response means the
communication was successful. A "Request timed out.” response means the communication failed. In this
case, recheck the configuration to make sure the connections are correct.

AirWorks AWK-1131A Series User Manual 10



SSID: MOXA .m | IP:192.168.127.253

o
F_.-" - 1 -_‘* -

0 NG

Notebook B Notebook A
IP: 192,168.127.1 IP: 192.168.127 .2

How to Test Two or More AWK-1131A Units

If you have two or more AWK-1131A units, you will need a second notebook computer (Notebook B)
equipped with an Ethernet port. Use the default settings for the first AWK-1131A connected to notebook A

and change the second or third AWK-1131A connected to notebook B to Client mode, and then configure the

notebooks and AWK-1131A units properly.

Client - ] AP
IP: 192.168.127.252 &~ e IP; 192,168.127.253

o - .:-_-_—_p-u-l——d-.-,‘_--‘_‘.--‘:. Tl -
..- .'d - -
- ] PING o T, ..
...;“h‘n 'l-ﬂdl--n_#.p-

-
o= - -
o gy =™

SSID: MOXA

Notebook B Notebook A
IP: 192.168.127.1 IP: 192.168.127.2

After setting up the testing environment, open a DOS window on notebook B. At the prompt, type:
ping <IP address of notebook A>

and then press Enter. A “"Reply from IP address ...” response means the communication was successful. A
“Request timed out” response means the communication failed. In this case, recheck the configuration to
make sure the connections are correct.

AirWorks AWK-1131A Series User Manual
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Quick overview of the AWK-1131A’s status

Basic settings for administering the AWK-1131A

Essential settings related to establishing a
wireless network

Advanced features to support additional network
management and secure wired and wireless
communication

NOTE: These advanced functions are all optional.

Application-oriented device management
functions to set up events, traps, and
reactions via e-mail and SNMP notification

NOTE: These functions are all optional.

Current status information for monitoring

wired/wireless network performance, advanced

services, and device management functions.

Functions for maintaining the AWK-1131A,
and for diagnosing the network.

On-demand functions to support the web-
based console management operation.
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3. Web Console Configuration

In this chapter, we explain all aspects of web-based console configuration. Moxa’s easy-to-use management
functions help you set up your AWK-1131A and make it easy to establish and maintain your wireless
network.

Web Browser Configuration

Moxa AWK-1131A’s web browser interface provides a convenient way to modify its configuration and access
the built-in monitoring and network administration functions. The recommended web browser is Chrome
version 109.0.5414.120 (Official Build, 64-bit).

/ NOTE

To use the AWK-1131A’s management and monitoring functions from a PC host connected to the same
LAN as the AWK-1131A, you must make sure that the PC host and the AWK-1131A are on the same logical
subnet.

The Moxa AWK-1131A’s default IP is 192.168.127.253.

Follow these steps to access the AWK-1131A’s web-based console management interface.

1. Open your web browser (e.g., Internet Explorer) and type the AWK-1131A’s IP address in the address
field. Press Enter to establish the connection.

"R ahowtblank - Marosalt Infennel Beplarer =0 =]
Pl Edt Yow Favorbes  Tooe Help &
O 0 1) @ D] D s @[y
\agmess | b e 27 26 18 |we>

| =

2. In the Web console Login page displayed, enter the password (default Username/password =
admin/moxa) and then click Login to continue.

MOEA AWE-DTIEA-US

i niaing |

Parkivatad [ ee
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You might have to wait a few moments for the web page to download to your computer. Note that the
Model name and IP address of your AWK-1131A are both shown in the title bar of the web page. This
information can be used to help you identify multiple AWK-1131A units.

3. Use the menu tree on the left side of the window to open the function pages to access each of the AWK-

1131A’s functions.

23 Hadn Menu

'l Thodrvhiew
5] Gensral Setup
A1) Wireless LAN Setup
A1) Advanced Sotup
8] Logs and Nobiflcations
A1) Status
FH) Hairtenance

<) Save Confiquration

) Restart

=] Lageut

Chrerview

This scraei ifsplays current active settings

System Lnformation
Moddel name

Device nanme

Sarial No,

Spstem inp Umes
FiFivsare varsion
Device Indformation
Drwboe MAC addrass
IP addrass

Suibiiol mask
Galoway

B2 11 Information
Country code
Oparation mwside
Chammise]

HI Type

Ehwne] wildaly

s510

AWE-I1TLA-US
AN 1 1F1A_B83S
1536

@ days 00h:00m: 308
1.11 Busild 16100315

0000 EB:47; 24138
192, 168,137,253
25%,255,255.0

us

AR

L

BGTR Mioed
B

BORA

In the following paragraphs, we describe each AWK-1131A management function in detail. A quick overview
is available in this manual in the “Function Map” section of Chapter 3.

/ NOTE

The model name of the AWK-1131A is shown as AWK-1131A-XX, where XX indicates the country code. The
country code indicates the AWK-1131A version and which frequencies it uses. We use AWK-1131A-US as
an example in the following figures. (The country code and model name that appears on your computer

screen might be different from the one shown here.)

AirWorks AWK-1131A Series User Manual
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Overview

The Overview page summarizes the AWK-1131A’s current status. The information is categorized into
several groups: System Information, Device Information and 802.11 Information.
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Click on SSID for more detailed 802.11 Information, as shown in the following figure.
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/7  NOTE

The 802.11 Information that is displayed might be different for different operation modes. For example,
Current BSSID, Signal strength, and SNR are only available under Client operation modes.

Quick Setup

The AWK-1131A provides a quick setup wizard to help you configure the basic settings including device

information and wireless settings.

Once you enter the setup, links to each step in the process are displayed at the top of the page. You can
either click Next to go to the next step or click directly on a link at the top of the page to go to a specific

step.
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/7 NOTE

Move the cursor on the question mark symbol next to an entry field to view additional details regarding the

field.
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In the Wi-Fi Settings step, you can configure the basic Wi-Fi settings and use the channel survey provided
in the Channel Usage section to find out if a channel is clear or congested. This function can help you
deploy a clear channel without requiring the use of a channel analysis tool.

I Uervion Infn
il [ Se-vibings

Haale wariinigs
L wpar Hirei ireds

amkll

HE =k 1rog=

Braee

I havwie | Lianige

Pp'mp.‘ ol s

ECi N M

Eminp
EResoam s

S ey B i rega

| b e W 9] Siisiesicnn,
| By
Concal bk Hex '
Channel Usage
Channel Survey 9
Channel Usage Result - 2.4 GHz
Channel 1 2 3 4 5 6 7
Number of APs 1 0 1 0 0 1 0
Load (%) 3 70 70 7 6 17 33
Noise floor (dBm) -107 -107 -107 -107 -107 -107 -108
Channel 8 9 10 11 -- -- -
Number of APs 0 0 0 14 -- -- --
Load (%) 4 14 29 34 -- -- -
Noise floor (dBm) -107 -109 -105 -106 -- -- -
Channel Usage Result - 5 GHz
Channel 36 40 44 48 52 56 60
Number of APs 8 2 3 1 0 0 1
Load (%) 3 1 1 1 0 0 1
Noise floor (dBm) -113 -115 -116 -114 -115 -115 -115
Channel 64 100 104 108 112 116 120
Number of APs 0 0 0 0 0 0 1
Load (%) 0 0 0 0 0 0 1
Noise floor (dBm) -114 -115 -115 -115 -116 -116 -117
Channel 124 128 132 136 140 149 153
Number of APs 1 1 0 0 0 3 3
Load (%) 79 57 0 0 15 5] 7
Noise floor (dBm) -115 -117 -117 -117 -112 -116 -117
Channel 157 161 165 -- -- -- --
Number of APs 3 12 & -- -- -- -
Load (%) 1 17 3 -- -- -- -
Noise floor (dBm) -117 -116 -117 -- -- -- --
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Setting Description

Number of APs |The number of APs which use this channel.

Load A measure of how congested a channel, expressed in a percentage value. Both the 802.11
and non-802.11 signals will affect the channel loading.

Noise floor A summation of the noise level from all sources.

You can see a complete preview of the Wi-Fi parameters that you configured when you click on the final
step in the setup process, Review Settings.
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General Setup

The General Setup group includes the most commonly used settings required by administrators to maintain
and control the AWK-1131A.

System Information

The System Information items, especially Device name and Device description, are displayed and
included on the Overview page, in SNMP information, and in alarm emails. Setting System Information
items makes it easier to identify the different AWK-1131A units connected to your network.

q..- slbein Tidarinal o
Devboe nanie AWE-11314_ 5714
Dagicn pcatbon

Dewboe dosorlption

Dewioe coniact
informatioen

Siulamit

Device name

Description Factory Default
Model name_<Last
3 bytes of the
device MAC>

This option is useful for specifying the role or application of

Max. 31 of characters | ycterent AWK-1131A units.

Device location

Max. of 31 characters |Specifies the location of different AWK-1131A units. None

AirWorks AWK-1131A Series User Manual 18



Device description

Setting Description Factory Default
Use this space to record a more detailed description of the

Max. of 31 characters AWK-1131A None

Device contact information

Setting Description Factory Default
Provides information about whom to contact in order to
Max. of 31 characters |resolve problems. Use this space to record contact information [None
of the person responsible for maintaining this AWK-1131A.

Network Settings
The Network Settings configuration panel allows you to modify the usual TCP/IP network parameters.

Network Settings for AP/Client Operation Modes

Metwork Settings

IP address assignment | STatH. v

IP address :192._1658.123.25_3
Subnet mask 2552552550
Gateway '

Primary DNS server

Secondary DNS server
Advanced Network Settings

MTU 1500 (576 ta 2290 Bytes)

Submit

IP address assignment

Setting Description Factory Default
DHCP The AWK-1131A’s IP address will be assigned automatically by

the network’s DHCP server Static
Static Set up the AWK-1131A’s IP address manually.
IP address
Setting Description Factory Default
':;/2:;3131'6‘ s 1P Identifies the AWK-1131A on a TCP/IP network. 192.168.127.253

Subnet mask

Setting Description Factory Default
Identifies the type of network to which the AWK-1131A is

AWK-1131A’ bnet

mask s subne connected (e.g., 255.255.0.0 for a Class B network, or 255.255.255.0
255.255.255.0 for a Class C network).

Gateway

Setting Factory Default

AWK-1131A’s default |The IP address of the router that connects the LAN to an None

gateway outside network.
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Primary/ Secondary DNS server

Factory Default

IP address of the
Primary/Secondary
DNS server

Description

The IP address of the DNS Server used by your network. After
entering the DNS Server’s IP address, you can input the AWK-
1131A’s URL (e.g., http://apll.abc.com) in your browser’s
address field instead of entering the IP address. The
Secondary DNS server will be used if the Primary DNS server
fails to connect.

None

MTU

Description

Factory Default

576 to 2290

MTU (Maximum Transmission Unit) refers to the maximum
size of an IP packet that can be transmitted without
fragmentation over a given medium.

1500

/7  NOTE

The MTU setting applies to all networking interfaces including Ethernet and Wi-Fi interfaces.

System Time

The AWK-1131A has a time calibration function based on information from an NTP server or user specified

Date and Time information. Functions such as Logs and Notifications can add real-time information to the

message.

Sysbepn Tie

Cuarrent kocal tima

Tone protocol
Thitie Doine

Dhayg sl Soviig Timee

Thine safwai 1
Thime sapver 3

Thine sy interval

Subimit

Dimbe {Y¥YY MM ) Time { HH:-MM:-55)

|EPLS | S 2R :I.'B- Pl |54
et Time
CHTR
[GHTIGregrwich Wean Tirwe: Bubli, Ednburgh, Liban, Londan ¥
Enable
i, nist o
00 (B0 =~999% spoonds)

The Current local time shows the AWK-1131A’s system time when you open this web page. You can click
on the Set Time button to activate the updated date and time parameters. An “(Updated)” string is

displayed, which indicates that the change is complete. Local system time will be immediately activated in

the system without running Save and Restart.

NOTE

The AWK-1131A has a built-in real-time clock (RTC). We strongly recommend that users update the
Current local time for the AWK-1131A after the initial setup or a long-term shutdown, especially when
the network does not have an Internet connection for accessing the NTP server or there is no NTP server

on the LAN.
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Current local time

Description Factory Default
The date and time parameters allow configuration of the local
User adjustable time time, with immediate activation. None

Use 24-hour format: yyyy/mm/dd hh:mm:ss

Time zone

User selectable time The time zone setting allows conversion from GMT (Greenwich |GMT (Greenwich
zone Mean Time) to local time. Mean Time)

/\  ATTENTION

Changing the time zone will automatically adjust the Current local time. You should configure the Time
zone before setting the Current local time.

Daylight saving time

Description Factory Default
Daylight saving time (DST or summer time) involves
Enable/ Disable advancing clocks (usually 1 hour) during the summer time to |Disable

provide an extra hour of daylight in the afternoon.

When Daylight saving time is enabled, the following parameters will be shown:

e Starts at: The date that daylight saving time begins.
e Stops at: The date that daylight saving time ends.
¢ Time offset: Indicates how many hours forward the clock should be advanced.

Time server 1/2

Description Factory Default
IP/Name of Time IP or Domain name of the NTP time server. The 2nd NTP time.nist.aov
Server 1/2 server will be used if the 1st NTP server fails to connect. ) 9

Time sync interval

Description Factory Default

Time interval for NTP
server synchronization
(600 to 9999 seconds)

This parameter determines how often the time is synchronized

from the NTP server. 600 (seconds)

Wireless LAN Setup

The AWK-1131A provides the AP/client mode for point-to-multipoint communication.

AP/client: The IP-Bridging mechanism is used to overcome limitations of the 802.11 standards. In this
case, the MAC address of the devices connected to the client radio will be replaced with the client’s MAC
address. Under AP/client modes, communication problems might be encountered when you have a MAC
authenticated system or MAC (Layer 2) based communication. In this case, you will need to change the
network to use the master/slave operation mode.

Sniffer: In order to provide an easier way for our customers to analyze wireless traffic, the AWK-1131A
supports a “Sniffer” mode to co-work with Wireshark packet sniffer software.

/7  NOTE

Although it is more convenient to use dynamic bridging, there is a limitation—the Client can only transmit
IP-based packets between its wireless interface (WLAN) and Ethernet interface (LAN); other types of traffic
(such as IPX and AppleTalk) are not forwarded.
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Operation Mode

The AWK-1131A supports three operation modes—AP, Client, and Sniffer—each of which plays a distinct role
on the wireless network.

Operation Mode
Wireless enable ® Enable V' Disable

Operation mode AP
AP

Clert
Sniffer

Wireless enable

Setting Factory Default
Enable/Disable Irif;adlo frequency (RF) module can be manually turned on Disable

Operation mode

Setting Description Factory Default
AP The AWK-1131A plays the role of a wireless access point

Client The AWK-1131A plays the role of wireless Client AP

Sniffer Turns the device into a remote Wireshark interface to capture

802.11 packets for analysis.

Sniffer mode instructions:

Set operation mode to Sniffer mode on the AWK-1131A and then save/reboot the device.
Connect the AWK-1131A to a laptop with Wireshark installed (v1.12.0 or later release) via Ethernet.
Add a remote interface by entering the IP address of the AWK-1131A.

It eitece b e 2 g = = )
o i -l reskaric Remoie ] M-
Fraes |L|:|n.‘ll Interfaces| Rermati Taifces Hask: 100168177259
Remotbe Intefaces:
Part: |
Hoett i
-Authentizton- 1|
& Ml schentication |
Paeoward stherticahes
|
: = |
)
&dd Dmlwis iy | Claas !
| S— e —_— A —

Detailed Wireshark instructions can be found at:
https://www.wireshark.org/docs/wsug html chunked/ChCaplnterfaceRemoteSection.html
4, Start capturing 802.11 wireless packets with Wireshark.

AirWorks AWK-1131A Series User Manual 22


https://www.wireshark.org/docs/wsug_html_chunked/ChCapInterfaceRemoteSection.html

Basic WLAN Setup

The “Basic WLAN Setup” panel is used to add and edit SSIDs. An SSID is a unique identifier that wireless
networking devices use to establish and maintain wireless connectivity. Multiple access points on a network
or sub-network can use the same SSIDs. You can configure your AWK to use up to 9 SSIDs. All of the SSIDs

are active at the same time; that is, client devices can use any of the SSIDs to associate with the access
point.

Basic WLAN Serup {Multiple 5510}

Status SSID Opetation Made Acthon
Artiva MO, AR Edit |
Agd SSInx

Click on Add SSID to create more SSIDs.

Basic WIELAN Ss=hip {Mll“‘i'lhﬂ SRID)

Status SS10 Operabion Made Action

Arfiva MK &P _Edi |

Tnactive | 1 ae Save | Cancsl
Add S500

Click on Edit to configure the settings. The RF type, channel, and channel width settings will apply to all
SSIDs, all other settings can be configured individually for each SSID. The panel appears as follows:

Basic WLAN Setup

Oparabian niods ap

Indoar )/ Outldoo [adace

HF type B/ G/ N Mixed ¥
Channsl width 20 riHz L
Channel B [2937MHz) T
S5ID MO

SSTD teomsilc ast ® Erakls Cheakle
Mansgement frame enoryption Ersble ® Cisasle
Managament framss ancrypion password -

CHant 1sakation

Chient isalation N Isalation ¥

Eubmi
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/  NOTE
When you switch to Client mode, a Site Survey button will be available on the Basic WLAN Setup panel.
Click this button to view information about available APs, as shown in the following figure. You can click on
the SSID of an entity and bring the value of its SSID onto the SSID field of the Basic WLAN Setup page.
Click the Refresh button to update the site-survey table.
Basbr WILAN Setup
trperatinn made Cliertt
Wi type E/G N Miwad T
Channel widki Mz T
=SEF g e
Subimit
Silir Suivay
o, SSI0 MAC Adress  Channed Mode kg
1 MH)-NE FIZF5:28: 815008 1 S5/ WPAL Entemeiss [—'?E-H;.f[-qiiil-:ﬂm]
2 MHG-Mohle FEZFD: 28 R 5048 1 55/ WPL2 Enle mriss r._?m;r;'rf_ﬂ:!] 1)
3. ME-ME FCF5:20: 085003 1 BESWRAL Ente mprise [-E'E--ial;:.'!:-“lillcﬂm:l
5 MHE-Hchis FE-FO:28:CRS0:53 1 B5E/WRAZ Enteprise I,-'El'-'-ﬂ;:'!.-l.ls:ls-:ﬂmfl
& %1_FRED 0690 :ER-000T A6 1 SE5 WAL, FeK -_-".ﬂE-:E::_TE] S
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Indoor/outdoor

Description

Factory Default

Select the usage environment, available channels vary

Indoor/Outdoor depending on the selection Indoor
RF type
Setting Description _____________________|Factory Default
2.4 GHz
B Only supports the IEEE 802.11b standard
G Only supports the IEEE 802.11g standard
Supports IEEE 802.11b/g standards, but 802.11g might B/G/N Mixed
B/G Mixed operate at a slower speed when 802.11b clients are on the
network
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Setting Descripton " [Factory Default

Supports IEEE 802.11g/n standards, but 802.11n might
G/N Mixed operate at a slower speed when 802.11g clients are on the
network
Supports IEEE 802.11b/g/n standards, but 802.11g/n might
B/G/N Mixed operate at a slower speed when 802.11b clients are on the
network
N Only (2.4 GHz) Only supports the 2.4 GHz IEEE 802.11n standard
5 GHz
A Only supports the IEEE 802.11a standard
Supports IEEE 802.11a/n standards, but 802.11n might
A/N Mixed operate at a slower speed when 802.11a clients are on the
network
N Only (5 GHz) Only supports the 5 GHz IEEE 802.11n standard

Channel (for AP mode only)

Available channels vary This optpn is only adJustabIe.when the AWK.—1131A Plays.the 6 (in B/G/N Mixed
with RF tvpe role of wireless AP. If the device acts as a wireless client, it mode)
yp follows the channel of the associated access point
Channel width (for any 11N RF type only)
Setting Description Factory Default
20 MHz Select your channel width, If you are not sure which option to 20 MHz
20/40 MHz use, select 20/ 40 MHz (Auto)
Channel bonding

Channel bonding shows the channel with which the AP will bond if Channel width is set to 20/40 MHz.
SSID

Description Factory Default
The SSID of a client and the SSID of the AP must be identical

for the client and AP to be able to communicate with each

Max. of 31 characters |other. MOXA
NOTE: An SSID cannot contain the following characters:
raen | ; &

SSID broadcast (for AP mode only)
Setting Description Factory Default
Enable/ Disable SSID can be broadcast or not Enable

Management Frame Encryption

Enable this function for increased security. Management
Enable/Disable Frame encryption function allows users to set a specific Disable
password for any two devices to connect with each other.

Client Isolation (for AP Mode only)

Client isolation is used to isolate the wireless clients connected to one or more APs. Isolated clients cannot
communicate with each other, which increases security. Depending on the type of client isolation, you can
specify exceptions (for clients) within the isolation network. This function is useful for cases such as
enterprise server services for example.

Description Factory Default
No isolation No isolation is applied.
Isolated within the All clients associated with this AP will be isolated from one
same AP another.

No isolation

All clients in the specified subnet will be isolated from one
another. The subnet is defined by the gateway address and
subnet mask.

Isolated within the
same subnet
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7

NOTE

If Client Isolation is enabled, it will be impossible to ping or configure clients directly from the
management PC.

WLAN Security Settings

The AWK-1131A provides four standardized wireless security modes: Open, WEP (Wired Equivalent
Privacy), WPA (Wi-Fi Protected Access), and WPAZ2. Several security modes are available in the AWK-
1131A by selecting Security mode and WPA type:

¢ Open: No authentication, no data encryption.
e WEP: Static WEP (Wired Equivalent Privacy) keys must be configured manually.

¢« WPA/WPA2-Personal: Also known as WPA/WPA2-PSK. You will need to specify the Pre-Shared Key in
the Passphrase field, which will be used by the TKIP or AES engine as a master key to generate keys
that actually encrypt outgoing packets and decrypt incoming packets.

¢« WPA/WPA2-Enterprise: Also called WPA/WPA2-EAP (Extensible Authentication Protocol). In addition
to device-based authentication, WPA/WPA2-Enterprise enables user-based authentication via IEEE
802.1X. The AWK-1131A can support three EAP methods: EAP-TLS, EAP-TTLS, and EAP-PEAP.

WLAN SECcurily Setfings

S ik MioES
Sei iif ity inoiks F‘b—n >
| submit WEF
SemerarE RS
Wes2

Security mode

Open No authentication

WEP Static WEP is used Open
WPA WPA is used P
WPA2 Fully supports IEEE 802.11i with “TKIP/AES + 802.1X"

Open

For security reasons, you should NOT set security mode to Open System because authentication and data
encryption are NOT performed in Open System mode.

WEP (only for legacy mode)

NOTE

Moxa includes WEP security mode only for legacy purposes. WEP is highly insecure and is considered fully
deprecated by the Wi-Fi alliance. We do not recommend the use of WEP security under any circumstances.
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According to the IEEE 802.11 standard, WEP can be used for authentication and data encryption to maintain
confidentiality. Shared (or Shared Key) authentication type is used if WEP authentication and data
encryption are both needed. Normally, Open (or Open System) authentication type is used when WEP data
encryption is run with authentication.

When WEP is enabled as a security mode, the length of a key (so-called WEP seed) can be specified in
64/128 bits, which is actually a 40/104-bit secret key with a 24-bit initialization vector.

The AWK-1131A provides 4 entities of WEP key settings that can be selected to use with Key index. The
selected key setting specifies the key to be used as a send-key for encrypting traffic from the AP side to the
wireless client side. All 4 WEP keys are used as receive-keys to decrypt traffic from the wireless client side
to the AP side.

The WEP key can be presented in two Key types, HEX and ASCII. Each ASCII character has 8 bits, so a 40-
bit (or 64-bit) WEP key contains 5 characters, and a 104-bit (or 128-bit) key has 13 characters. In hex,
each character uses 4 bits, so a 40-bit key has 10 hex characters, and a 128-bit key has 26 characters.

WLAN Selurily Setlings

S5T[ MOEA,
Securiby modes ""E;-'
Aulhentication ype Qpen T
Koy by HEX v
Ko length G4 pgs. ¥
Key index 1"
WEF kew 3
WEF kizy 2
WERP koy 3
WEF oy 4

cubei |

Authentication type

Setting Factory Default

Open Data encryption is enabled, but without authentication Open
Shared Data encryption and authentication are both enabled. P
Key type
Setting Description Factory Default
HEX Specifies WEP keys in hex-decimal number form HEX
ASCII Specifies WEP keys in ASCII form
Key length
Description Factory Default
64 bits Uses 40-bit secret keys with 24-bit initialization vector 64 bits
128 bits Uses 104-bit secret key with 24-bit initialization vector
Key index

Description Factory Default

1-4 Specifies which WEP key is used Open

ASCII type:

64 bits: 5 chars

128 bits: 13chars
HEX type:

64 bits: 10 hex chars
128 bits: 26 hex chars

A string that can be used as a WEP seed for the RC4
encryption engine. The passphrase cannot contain the None
following special characters: ™ '" | ; & $
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WPA/WPA2-Personal

WPA (Wi-Fi Protected Access) and WPA2 provide significant improvements over the WEP encryption method.
WPA is a security standard based on 802.11i draft 3, while WPA2 is based on the fully ratified version of
802.11i. The initial vector is transmitted, encrypted, and enhanced with its 48 bits, twice as long as WEP.
The key is regularly changed so that true session is secured.

Even though AES encryption is only included in the WPA2 standard, it is widely available in the WPA security
mode of some wireless APs and clients as well. The AWK-1131A also supports AES algorithms in WPA and
WPA?2 for better compatibility.

Personal versions of WPA/WPA2, also known as WPA/WPA-PSK (Pre-Shared Key), provide a simple way of
encrypting a wireless connection for high confidentiality. A passphrase is used as a basis for encryption
methods (or cipher types) in a WLAN connection. The passphrases should be complicated and as long as
possible. There must be at least 8 ASCII characters in the Passphrase, and it could go up to 63. For security
reasons, this passphrase should only be disclosed to users who need it, and it should be changed regularly.

WILAN Secuilfty Setings

6] MoK
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St
WPA type
Setting Description Factory Default
Personal Provides Pre-Shared Key-enabled WPA and WPA2 Personal
Enterprise Provides enterprise-level security for WPA and WPA2
Encryption method
Setting Description Factory Default
TKIP** Temporal Key Integrity Protocol is enabled
AES Advance Encryption System is enabled AES

Mixed* Provides TKIP broadcast key and TKIP+AES unicast key for

some legacy AP clients. This option is rarely used.

** This option is only available with 802.11a/b/g standard
* This option is available for legacy mode in AP/Master only, and does not support AES-enabled clients.

Passphrase

Master key to generate keys for encryption and decryption
The passphrase cannot contain the following special
characters: " '" | ; & $

Check Show Password to display the password in clear text.

8 to 63 characters None

Key renewal (for AP/Master mode only)

60 to 86400 seconds

(1 minute to 1 day) Specifies the time period of group key renewal 3600 (seconds)

/7  NOTE

The key renewal value dictates how often the wireless AP encryption keys should be changed. The
security level is generally higher if you set the key renewal value to a shorter number, which forces the
encryption keys to be changed more frequently. The default value is 3600 seconds (6 minutes). Longer
time periods can be considered if the line is not very busy.

AirWorks AWK-1131A Series User Manual 28



WPA/WPA2-Enterprise (for AP/Master mode)

By setting WPA type to Enterprise, you can use EAP (Extensible Authentication Protocol), a framework
authentication protocol used by 802.1X to provide network authentication. In these Enterprise-level security
modes, a back-end RADIUS (Remote Authentication Dial-In User Service) server is needed if IEEE 802.1X
functionality is enabled in WPA /WPA2. The IEEE 802.1X protocol also offers the possibility of carrying out
an efficient connection authentication on a large-scale network. It is not necessary to exchange keys or
passphrases.

WILAN Sacuir ||'!,' Satbings

SSID MDA

SaCiiriby masls '.'-:'i:‘l;l T

WA type Enferprse ¥

Encry pion method AES ¥

EAPGL varsion iy

Primary RADILS sarver [P | i
Primary RADTLS sarver port :EL: '

Primary RADILUS shared key
Secnmlary RARILS server 1P
Saeddiidary RADILS Safyer porl 1812

satgidary RADIUS shared Key

by remewal JE00 60~ 86900 seconds]
Enbmk
WPA type
Personal Provides Pre-Shared Key-enabled WPA and WPA2 Personal
Enterprise Provides enterprise-level security for WPA and WPA2

Encryption method

TKIP** Temporal Key Integrity Protocol is enabled
AES Advance Encryption System is enabled AES
Mixed* Provides TKIP broadcast key and TKIP+AES unicast key for

some legacy AP clients. This option is rarely used.

** This option is only available with 802.11a/b/g standard
* This option is available for legacy mode in AP/Master only, and does not support AES-enabled clients.

Primary/Secondary RADIUS server IP

The IP address of

RADIUS server Specifies the delegated RADIUS server for EAP None

Primary/Secondary RADIUS port
Description

Factory Default
Specifies the port number of the delegated RADIUS server 1812

Port number

Primary/ Secondary RADIUS shared key

Setting Factory Default

Max. of 31 characters |The secret key shared between AP and RADIUS server None

Key renewal

Description

Factory Default
60 to 86400 seconds

(1 minute to 1 year) Specifies the time period of group key renewal

3600 (seconds)
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WPA/WPA2-Enterprise (for Client)

When used as a client, the AWK-1131A can support three EAP methods (or EAP protocols): EAP-TLS,
EAP-TTLS, and EAP-PEAP, corresponding to WPA/WPA2-Enterprise settings on the AP side.

WLAN SoCiriDy Saflings

551N i LA EE
Seourity neole Whaz =
WHPA type Enterprize ¥
Encryption inativid T®IR »

L

[=aa
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EAP prastincnl ms r

Certificate lssued bo T
Lok - L

Certificate issued by 3Enp

Cortiflcate cepiration data

Sk miik

Encryption method

Factory Default

Description
TKIP** Temporal Key Integrity Protocol is enabled
AES Advance Encryption System is enabled

TKIP

**This option is only available with 802.11a/b/g standard.

Factory Default

EAP protocol

Description
TLS Specifies Transport Layer Security protocol
TTLS Specifies Tunneled Transport Layer Security

PEAP

Protected EAP

Specifies Protected Extensible Authentication Protocol, or

TLS

Before choosing the EAP protocol for your WPA/WPA2-Enterpise settings on the client end, please contact
the network administrator to make sure the system supports the protocol on the AP end. Detailed

information on these three popular EAP protocols is presented in the following sections.
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EAP-TLS

TLS is the standards-based successor to Secure Socket Layer (SSL). It can establish a trusted
communication channel over a distrusted network. TLS provides mutual authentication through certificate
exchange. EAP-TLS is also secure to use. You are required to submit a digital certificate to the
authentication server for validation, but the authentication server must also supply a certificate.

You can use Basic WLAN Setup > WLAN Certificate Settings to import your WLAN certificate and enable

EAP-TLS on the client end.

WLAN Secirily Satbings

SEID

Sedirily e

WA Ty =

Encry ptiom makioed

EAPDL wersion

EAP protocol
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You can check the current certificate status in Current Status if it is available.

¢ Certificate issued to: Shows the certificate user

e Certificate issued by: Shows the certificate issuer

¢ Certificate expiration date: Indicates the expiration date of the certificate
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EAP-TTLS

It is usually much easier to re-use existing authentication systems, such as a Windows domain or Active
Directory, LDAP directory, or Kerberos realm, rather than creating a parallel authentication system. As a
result, TTLS (Tunneled TLS) and PEAP (Protected EAP) are used to support the use of so-called “legacy
authentication methods.”

TTLS and PEAP work in a similar way. First, they establish a TLS tunnel (EAP-TLS for example), and validate
whether the network is trustworthy with digital certificates on the authentication server. This step
establishes a tunnel that protects the next step (or “inner” authentication), and consequently is sometimes
referred to as “outer” authentication. The TLS tunnel is then used to encrypt an older authentication
protocol that authenticates the user for the network.

As you can see, digital certificates are still needed for outer authentication in a simplified form. Only a small
number of certificates are required, which can be generated by a small certificate authority. Certificate
reduction makes TTLS and PEAP much more popular than EAP-TLS.

The AWK-1131A provides some non-cryptographic EAP methods, including PAP, CHAP, MS-CHAP, and
MS-CHAP-V2. These EAP methods are not recommended for direct use on wireless networks. However,
they might be useful as inner authentication methods with TTLS and PEAP.

Because the inner and outer authentications can use distinct user names in TTLS and PEAP, you can use an
anonymous user name for the outer authentication, with the true user name only shown through the
encrypted channel. Keep in mind that not all client software supports anonymous alteration. Confirm this
with the network administrator before you enable identity hiding in TTLS and PEAP.

WLAN Security Settings

SRl o DU RS
SRCuFity mode Wraz v
WPA bypn Enferprize *
Encryption meatlosl TEIP ¥
EAPOL wersiog 1r-

EAF protooal |'|L5 w |

TS drdsisr snetloe il Boa thisd Mo-CHAP-2 »

A pap
NON OIS TS T CHAP
LB nesmia M5-CHAF
Password
Subinit

TTL inner authentication

PAP Password Authentication Protocol is used

CHAP Challenge Handshake Authentication Protocol is used

MS-CHAP Microsoft CHAP is used MS-CHAP-V2
MS-CHAP-V2 Microsoft CHAP version 2 is used

Anonymous

Description

Factory Default
Max. of 31 characters |A distinct name used for outer authentication None

User name & Password

User name and password used in inner authentication which
cannot contain the following the special characters: * '" | ; & |None

$
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PEAP

There are a few differences in the TTLS and PEAP inner authentication procedures. TTLS uses the encrypted
channel to exchange attribute-value pairs (AVPs), while PEAP uses the encrypted channel to start a second
EAP exchange inside of the tunnel. The AWK-1131A provides MS-CHAP-V2 merely as an EAP method for
inner authentication.

WLAN Sacority Setbings

S%I0 MO

Lt T |lr||:-|| Fuimibe 'n'i-"il-:'llz _"f-

WPA Lyjes Enteiprss T
Encryption mathod THID ¥

EAPOL wersion 1|

EAF protocol FEAP w

Inner EAP protocol E::I’__H.EFT\"E_"I
ADDI Y LS e

sar nanie

Fassword

Submit

Inner EAP protocol

Description Factory Default

MS-CHAP-V2 Microsoft CHAP version 2 is used MS-CHAP-V2

Anonymous

Max. of 31 characters |A distinct name used for outer authentication None

User name & Password

Description Factory Default
User name and password used in inner authentication which

cannot contain the following the special characters: * '" | ; & |None

$
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Advanced WLAN Settings

Additional wireless-related parameters are presented in this section to help you set up your wireless
network in detail.

Advanced WLAN Settings

Transmission rate Auto v
Minimum transmission rate D (0~11Mbps, 0 to disable)
Multicast rate 11M ~
Maximum transmission power
Beacon interval 100 (40 to 1000 ms)
Auth/Assoc timeout {30 to 200 ms)
DTIM interval 1 (1 to 15)
Inactive timeout 60 (8 to 240 second)
Fragmentation threshold (256 to 2346)
RTS threshold (32 to 2346)
Antenna
= Regarding Wi-Fi performance, we recommend you to use two antennas to ensure high throughput.
WHMM Enable v
Turbo Roaming [C) Enable
MAC clone
Remote connection check (] Enable

Transmission rate

The AWK-1131A senses and adjusts the data rate
automatically

Users can manually select a target transmission data rate but |Auto
Available rates does not support when RF type are G/N mixed, B/G/N mixed
and A/N mixed.

Auto

Minimum transmission rate

By setting a minimum transmission rate, the AWK-1131A will
0 to 64 Mbps avoid communicate with weak signal wireless links to maintain
(0 to disable) overall wireless performance and optimize the wireless
frequency usage.

0 (Disable)

Multicast rate

Description Factory Default
You can set a fixed multicast rate for the transmission of

broadcast and multicast packets on a per-radio basis. This
Available rates parameter can be useful in an environment where multicast |6M

video streaming is occurring in the wireless medium, providing

the wireless clients are capable of handling the configured rate

Transmission power

Users can manually select a target power to mask max output
Available power power. Because different transmission rates would have their |10 dBm
own max output power, please reference product datasheet.

Beacon interval (for AP/Master mode only)

Description Factory Default

Beacon Interval

Indi he fi i | of th . 1
(40 to 1000 ms) ndicates the frequency interval of the beacon 00 (ms)

Auth/Assoc timeout (for Client mode only)

Description Factory Default
Specifies how long before the authentication/association
management times out.

30 to 200 ms 30 ms
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Inactive timeout (for AP mode only)

Setting

8 to 240 seconds

Description
Specifies how long before the access point starts sending out
client alive packets

Factory Default

60 seconds

Setting
Data Beacon Rate
(1 to 15)

DTIM interval (for AP/Master mode only)

Description
Indicates how often the AWK-1131A sends out a Delivery
Traffic Indication Message

Factory Default
1

Fragmentation threshold

Description

Factory Default

Fragment Length
(256 to 2346)

Specifies the maximum size a data packet before splitting and
creating another new packet

2346

RTS threshold

RTS/CTS Threshold
(256 to 2346)

Description

Determines how large a packet can be before the access point
coordinates transmission and reception to ensure efficient
communication

Factory Default

2346

7/ NOTE

You can refer to the related glossaries in Appendix A for detailed information about the above-mentioned
settings. By setting these parameters properly, you can better tune the performance of your wireless

network.

Antenna

Factory Default

A/B/Both

Description
Specifies the output antenna port. Setting “Antenna” to “Both”
allows 2x2 MIMO communication under 802.11n and 2T2R*

communication in legacy 802.11a/b/g modes.

Both

* 2T2R is different from 802.11n’s multiple spatial data stream (2x2 MIMO), which doubles the throughput.
2T2R transmits/receives the same piece of data on both the antenna ports.

WMM

Enable/Disable

WMM is a QoS standard for WLAN traffic. Voice and video data
will be given priority bandwidth when enabled with WMM
supported wireless clients.

NOTE: WMM will always be enabled under 802.11n mode.

Enable

AP-based disconnection

Description

Factory Default

Enable/Disable

Enable or disable AP-based disconnection. This feature aims to
make sure the client is always associated to the AP with the
best SNR/signal strength. The associated client will be forced
to connect to another AP when the SNR/Signal strength drops
below the configured threshold during the specified monitoring
period.

Disable

When AP-based disconnection is enabled, the following parameters will be shown:

e Threshold: Specify either the signal-to-noise (SNR) or signal strength threshold to determine when
clients will roam to another AP once the respective value drops below the set threshold.

¢ Client-signal monitor time: Specify the duration of the signal check (in seconds). The default is 3

seconds.

Wireless link health check

Factory Default

Enable/Disable

Description
Enable or disable wireless link health check. When enabled,
this feature will help detect and recover unstable connections.

Disable
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When Wireless link health check is enabled, the following parameters will be shown:

¢ Threshold: Specify either the signal-to-noise (SNR) or signal strength threshold to determine when the
AP will perform a health check on the wireless client connections.

e Count: Specify the number of ping packets that will be sent in a check.

¢ Timeout: Specify the duration (in ms) of receiving no response before the check times out.

¢ Interval: Specify the ping interval (in ms).

Turbo Roaming (for Client mode only)

Moxa’s Turbo Roaming can enable rapid handover when the

AWK-1131A, as a client, roams among a group of APs. Disable

Enable/Disable

When Turbo Roaming is enabled, the following parameters will be shown:

¢ Roaming threshold: Determines when to start looking for new AP candidates. If the current
connection quality (SNR or Signal Strength) is lower than the specified threshold, the AWK will start
background scanning and look for next-hop candidates.

/  NOTE

While the AWK is background scanning, the wireless performance will be reduced by 1/3 of its normal
performance.

¢ Roaming difference: Determines if roaming should be executed. After background scan has been
triggered, the roaming will only occur if the AP candidate(s) provide a better (Roaming difference)
connection quality than the current connection. If multiple access points fulfill the criteria, the AWK will
pick the best one to roam to.

e Scan Channels: This function is used to check the usable channels for roaming. Select All to check all
channels or select Partial to check up to 11 pre-defined communication and roaming channels.

/7  NOTE

The more channels are configured, the longer the scan will take to complete. This may increase the risk of
disconnection if applied to fast moving clients. In high-density client environments, it may also cause
performance drops.

e AP alive check: Allows the turbo roaming function to recover the network connection faster when an
AP has a sudden disconnection (such as losing power).

/7  NOTE

Enabling this feature causes the AWK-1131A to send out alive check packets every 10 ms when there is no
traffic; the high transmission frequency of small alive check packets could potentially affect your other
wireless communications that use the same channel, so only enable this feature when you have full control
of the designated radio channel.
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¢ AP candidate threshold: After the “AP alive check” declares the current access point is no long
available, the surrounding access points must have good enough connection qualities (SNR/Signal
Strength) in order to be the qualified as AP candidates for association.

Inrho Epanming o STET S
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Mk Seanning

Mot Scanning
M Soann g T
Mot Scanning ¥
Mot SCanning ¥
Mok Sosnning 7
Mot Seanning ¥

Mot =cEnning Y

A e chissck Dtsable

7/ NOTE

The Turbo Roaming recovery time (<150 ms) listed in the product documentation is an average of test
results documented, in optimized conditions, across APs configured with interference-free 20-MHz RF
channels, WPA2-PSK security, and default Turbo Roaming parameters. The clients are configured with 3-
channel roaming at 100 Kbps traffic load. However, a combination of factors affect the AP handover
recovery time of a roaming client, including but not limited to the following:

¢ On-site RF interference

¢ Velocity of the moving client devices

e Application traffic throughput

e Turbo Roaming parameters configured. i.e., Roaming threshold, Roaming difference, and AP candidate
threshold.

Therefore, a site survey prior to device deployment is recommended to evaluate the ideal parameter
settings on both clients and APs so that you can come up with an optimal deployment plan for your
applications.

MAC clone (for Client mode only)
Setting Descripton ________[Factory Default
Enabling this feature allows the AWK client to clone and use
the MAC address of the device connected to the LAN. This
MAC clone overcomes the limitation of the IP-bridged behavior in a MAC- |Disable
sensitive network (MAC-based communication or MAC-
authenticated network).

e Auto: The AWK client uses the MAC address of the device
connected to the LAN if only one device is connected to
the AWK.

e  Static: The AWK client shares the assigned MAC address
with multiple devices connected to the LAN. This allows
for multiple devices to connect to the AWK via the LAN
and only one of them needs to be assigned a MAC

MAC clone method Auto

address.
MAC clone static Specifies the static MAC address that the connected AWK )
address devices should use.

/7  NOTE

Auto MAC Cloning cannot be used together with Link Fault Pass Through.
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Remote connection check (for Client/Client-router/Slave mode only)

Description Factory Default
Enable remote connection check to automatically check the
Enable/Disable status of the connection and re-establish the connection when |Disable

a connection failure occurs

When Remote connection check is enabled, the following parameters will be shown:

Remole connaction chech Enable
Re-establish WLAN connaction Brisbla
Davice reboot Enahle
Remote host fexc 152,168 127.285)

Checl inberval

(=]

(1 B 30 gacandE)

=

Tlimisaiil

184 (100 to 10000 rms)
Ratry ot 3 (1 ke B}
Retry interval i (1 te 30 seconds)
Hebootl couint i [0k 5

. Re-establish WLAN connection: Re-establish the WLAN connection in the event a connection failure.
e Device reboot: Reboot the device in the event of a connection failure.

/ NOTE

If Re-establish WLAN connection and Device reboot are both enabled, the AWK-3313A will attempt to
restore the WLAN connection first. If re-establishing the WLAN connection fails, the device will reboot.

Remote host: Enter the IP address of a remote host to ping. This is used for the WLAN connection alive
and packet-level connection checks.

¢ Check interval: Specify the time interval when the AWK-1131A checks the connection. The range is
between 1 to 30 seconds, the default is every 10 seconds.

¢ Timeout: Specify the duration the AWK-1131A must wait before terminating the connection. The range
is between 100 to 10,000 ms, the default is 1000 ms.

e Retry count: Specify the number of times the AWK-1131A the will check the connection status. If the
connection fails more than the specified humber of tries, the device will attempt to recover the WLAN
connection. The range is between 1 to 5, the default is 3 retries.

¢ Retry Interval: Specify the time interval in between each retry. The range is between 1 to 30 seconds,
the default is 1 second.

¢ Reboot count: If Device reboot is enabled, specify the number of times the device will reboot after
failing to re-establish the connection.
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WLAN Certificate Settings (for EAP-TLS in Client mode only)

When EAP-TLS is used, a WLAN Certificate will be required at the client end to support WPA/WPA2-
Enterprise. The AWK-1131A can support the PKCS #12, also known as Personal Information Exchange
Syntax Standard, certificate formats that define file formats commonly used to store private keys with
accompanying public key certificates, protected with a password-based symmetric key.

WILAN Cortificatn Sobtings

Cartificats private password

Sabinct certilcate ey Tils HroiwsR
Saibem i

Status

Certileonbe isswed to

Cartiiscals swres] by

Cagtitaate e pidathon dnle

Current status displays information for the current WLAN certificate, which has been imported into the
AWK-1131A. Nothing will be shown if a certificate is not available.

Certificate issued to: Shows the certificate user

Certificate issued by: Shows the certificate issuer

Certificate expiration date: Indicates when the certificate has expired

You can import a new WLAN certificate in Import WLAN Certificate by following these steps, in order:

1. Input the corresponding password (or key) in the Certificate private password field and then click
Submit to set the password.

2. The password will be displayed in the Certificate private password field. Click on the Browse button in
Select certificate/key file and select the certificate file.

3. Click Upload Certificate File to import the certificate file. If the import succeeds, you can see the
information uploaded in Current Certificate. If it fails, return to step 1 to set the password correctly
and then import the certificate file again.

Step 1:

Certificate private password |

Submit I

Step 2:

Select certificate fkey file | Browse... |

Upload Certificate File |

/  NOTE

The WLAN certificate will remain after the AWK-1131A reboots. Even though it is expired, it can still be
seen on the Current Certificate.
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Advanced Setup

Several advanced functions are available to increase the functionality of your AWK-1131A and wireless
network system. The DHCP server helps you deploy wireless clients efficiently. Packet filters provide security

mechanisms, such as firewalls, in different network layers. And, SNMP support can make
management easier.

DHCP Server (for AP mode only)

network

DHCP (Dynamic Host Configuration Protocol) is a networking protocol that allows administrators to assign
temporary IP addresses to network computers by “leasing” an IP address to a user for a limited amount of

time, instead of assigning permanent IP addresses.

The AWK-1131A can act as a simplified DHCP server and easily assign IP addresses to your DHCP clients by

responding to the DHCP requests from the client ends. The IP-related parameters you set on this page will

also be sent to the client.

You can also assign a static IP address to a specific client by entering its MAC address. The AWK-1131A
provides a Static DHCP mapping list with up to 16 entities. Be reminded to check the Active check box

for each entity to activate the setting.

You can check the IP assignment status under Status > DHCP Client List.

CEHICP Serwer | For AP avdde omnly )

DM Gkt it Cizabda v
[l @l T Gt ewisy

Citlsimil Wrask

Primary DMNE server

wecomiary DML sarver

Start I aikilress

Maximmm muneher of wsers

Climpt legas Eime 19400 {Z2=14400 minytes)y

Statikc DIHCP Majajaeig

M, Retive 1P Aibfress MAL Address

1

1

4

5

(1]
DHCP server
Setting Description _______________________[Factory Defaut
Enable Enables AWK-1131A as a DHCP server Disable
Disable Disable DHCP server function
Default gateway

Setting

IP address of a default |The IP address of the router that connects to an outside
gateway network

Factory Default

None

Subnet mask
Setting Description
Identifies the type of sub-network (e.g., 255.255.0.0 for a

subnet mask Class B network, or 255.255.255.0 for a Class C network)

Factory Default

None

AirWorks AWK-1131A Series User Manual

40




Primary/ Secondary DNS server
Description Factory Default

The IP address of the DNS Server used by your network. After
IP address of Primary/ |entering the DNS Server’s IP address, you can use URL as
Secondary DNS server |well. The Secondary DNS server will be used if the Primary
DNS server fails to connect.

None

Start IP address

Description Factory Default

IP address Indicates the IP address which AWK-1131A can start assigning|None

Maximum number of users

1to 128 Specifies how many IP address can be assigned continuously |None

Client lease time

Description Factory Default
2 to 14400 minutes The lease time for which an IP address is assigned. The IP 14400 minutes
address expires after the lease time is completed. (10 days)

Packet Filters

The AWK-1131A includes various filters for IP-based packets going through LAN and WLAN interfaces. You
can set these filters as a firewall to help enhance network security.

MAC Filters

The AWK-1131A’s MAC filter is a policy-based filter that can allow or filter out IP-based packets with
specified MAC addresses. The AWK-1131A provides 60 entities for setting MAC addresses in your filtering
policy. Remember to check the Active check box for each entity to activate the setting.

MAC Filters
MAC filters function Disable v
Policy Drop ¥

No. Active Name MAC Address

W N U R W N e

Lo
o

50
51
52
53
54
55
56
57
58
59
60

Submit
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MAC filters

Setting Description Factory Default
Enable Enables MAC filters Disable

Disable Disables MAC filters

Policy

Setting Description Factory Default
Accept Only the packets fitting the entities on list can be allowed. Accept

Drop Any packet fitting the entities on list will be denied.

/\  ATTENTION

Be careful when you enable the filter function:
Drop + “no entity on list is activated” = all packets are allowed

Accept + “no entity on list is activated” = all packets are denied

IP Protocol Filters

The AWK-1131A’s IP protocol filter is a policy-based filter that can allow or filter out IP-based packets with
specified IP protocol and source/destination IP addresses.

The AWK-1131A provides 60 entities for setting IP protocol and source/destination IP addresses in your
filtering policy. Four IP protocols are available: All, ICMP, TCP, and UDP. You must specify either the
Source IP or the Destination IP. By combining IP addresses and netmasks, you can specify a single IP
address or a range of IP addresses to accept or drop. For example, “IP address 192.168.1.1 and netmask
255.255.255.255" refers to the sole IP address 192.168.1.1. “IP address 192.168.1.1 and netmask
255.255.255.0" refers to the range of IP addresses from 192.168.1.1 to 192.168.255.

Remember to check the Active check box for each entity to activate the setting.

IP Protocol Filters

IP protocol filters function Disable v
Policy Drop v
No. Active Protocol Source IP Source Netmask Destination IP Destination Netmask
1 Al v
2 Al v
3 Al v
4 Al v
5 All v
6 All v
7 All v
8 All v
9 All M
10 All M
50 All v
51 All v
52 All v
53 All v
54 All v
55 All M
56 All M
57 All M
58 All M
59 All M
60 All M
Submit
IP protocol filters
Description Factory Default
Enable Enables IP protocol filters Disable
Disable Disables IP protocol filters
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Policy

Factory Default

Accept

Description
Only the packets fitting the entities on the list can be allowed

Drop

Any packet fitting the entities on the list will be denied

Accept

/\  ATTENTION

Be careful when you enable the filter function:

Drop + “no entity on list is activated” = all packets are allowed

Accept + “no entity on list is activated” = all packets are denied

TCP/UDP Port Filters

The AWK-1131A’s TCP/UDP port filter is a policy-based filter that can allow or filter out TCP/UDP-based
packets with a specified source or destination port.

The AWK-1131A provides 60 entities for setting the range of source/destination ports of a specific protocol.
In addition to selecting TCP or UDP protocol, you can set either the source port, destination port, or both.
The end port can be left empty if only a single port is specified. Of course, the end port cannot be larger

than the start port.

The Application name is a text string that describes the corresponding entity with up to 31 characters.
Remember to check the Active check box for each entity to activate the setting.

TCP/UDP Port Filters

TCP/UDP port filters function

Policy

Disable v

Drop ¥

No. Active Source Port Destination Port Protocol Application Name

W ON U R W N e

L
o

50
51
52
53
54
55
56
57
58
59
60

~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v

~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v
~ ~ TCP v

Submit

TCP/UDP port filters

Enable Enables TCP/UDP port filters Disable
Disable Disables TCP/UDP port filters
Policy

Description

Factory Default

Accept

Only the packets fitting the entities on list can be allowed.

Drop

Any packet fitting the entities on list will be denied.

Accept
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/\  ATTENTION

Be careful when you enable the filter function:
Drop + “no entity on list is activated” = all packets are allowed

Accept + “no entity on list is activated” = all packets are denied

SNMP Agent

The AWK-1131A supports SNMP V1/V2¢c/V3. SNMP V1 and SNMP V2c use a community string match for
authentication, which means that SNMP servers access all objects with read-only or read/write permissions
using the community string public/private (default value). SNMP V3, which requires you to select an
authentication level of MD5 or SHA, is the most secure protocol. You can also enable data encryption to
enhance data security.

SNMP security modes and security levels supported by the AWK-1131A are shown in the following table.
Select the security mode and level that will be used to communicate between the SNMP agent and manager.

Protocol |Setting on Authentication ([Data

Version |UI web page |Type Encryption

V1, V2c . .
. . Use a community string match for
Read Community string |No authentication
SNMP Community

V1, V2c |V1,V2c
Write/Read Community string |No
Community

Use a community string match for
authentication

Use account with admin or user to access
objects

Provides authentication based on HMAC-MD5,
or HMAC-SHA algorithms. 8-character
passwords are the minimum requirement for

No-Auth No No

Authentication
MD5 or SHA based on MD5 or |No

SNMP V3 SHA authentication.
Provides authentication based on HMAC-MD5
Authentication Data or HMAC-SHA algorithms, and data encryption
MD5 or SHA based on MD5 or encryption key key. 8-character passwords and a data
SHA encryption key are the minimum requirements

for authentication and encryption.

The following parameters can be configured on the SNMP Agent page. A more detailed explanation of each
parameter is given below the following figure.
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SNMP agent

Setting Description Factory Default
Enable Enables SNMP agent .
_ i Disable
Disable Disables SNMP agent
Remote management
Setting Description Factory Default
Enable Allow remote management via SNMP agent Disable
Disable Disallow remote management via SNMP agent

Read community (for V1, V2c)

Description Factory Default
Use a community string match with a maximum of 31

V1, V2c Read characters for authentication. This means that the SNMP agent .

Community can access all objects with read-only permissions using this public

community string.

Write community (for V1, V2c)

Use a community string match with a maximum of 31
V1, V2c Read /Write characters for authentication. This means that the SNMP agent
Community can accesses all objects with read/write permissions using this
community string.

private

SNMP agent version

Description Factory Default

V1, V2c, V3, or
V1, V2c, or Select the SNMP protocol version used to manage the switch. |V1, V2c
V3 only

Admin auth type (for V1, V2c, V3, and V3 only)
Setting ____ [Description __________________________[Factory Default |
No Auth Use admin account to access objects. No authentication
Provide authentication based on the HMAC-MD5 algorithms. 8-
MD5 character passwords are the minimum requirement for
authentication. No Auth
Provides authentication based on

SHA HMAC-SHA algorithms. 8-character passwords are the
minimum requirement for authentication.

Admin private key (for V1, V2c, V3, and V3 only)

Setting Factory Default

Disable No data encryption
DES DES-based data encryption Disable
AES AES-based data encryption

Private Key
A data encryption key is the minimum requirement for data encryption (maximum of 63 characters)
Private MIB Information Device Object ID

Also known as OID, this is AWK-1131A’s enterprise value, which is a fixed value.
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Link Fault Pass-Through (for Client mode only)

This function means if Ethernet port is link down, wireless connection will be forced to disconnect. Once
Ethernet link is recovered, AWK will try to connect to AP.

If wireless is disconnected, AWK restarts auto-negotiation on Ethernet port but always stays in the link
failure state. Once the wireless connection is recovered, AWK will try to recover the Ethernet link.

System log will indicate the link fault pass through events in addition to the original link up/down events.

Link Fault Pass- Tlvowgh (For Client mode anly)

Limk Faull Pass-Throwsgh Enabla ™ plzakla

Cubrmik

Link Fault Pass-Through

Description Factory Default
Enable Enables Link Fault Pass-Through Disable
Disable Disables Link Fault Pass-Through
g
/  NOTE

Auto MAC Cloning cannot be used together with Link Fault Pass Through.

Gratuitous ARP (for Client/Client-router mode only)

Gratuitous ARP is a broadcast packet that the client (the device) sends to all nodes to share or update the
latest IP/MAC mapping table to prevent nodes from dropping packets.

Graoftuatouws ARP [Client or Cliont-Bouwter mngds anly)

Giatsituus ARP efusiie Enabie
Diroimltags AR o LAN Enabla
Saenin e e 151 {10-1000 sar)
W, TP fidairess MAL Alibress
F
]
d
Suyasek

Gratuitous ARP enable
Description Factory Default

Enable or disable Gratuitous ARP functionality. Enabling this

Enable/Disable
able/Disab function helps detect and prevent unstable connections.

Disable
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When enabled, the function behaves differently depending on the operation mode of the device. Refer to the
following descriptions:

e Client mode: You can enter the IP/MAC address of the legacy device connected to the Ethernet port of
the AWK device. The AWK will send the GARP packet:
a. To LAN with the user-defined IP/MAC address. Sending GARP packets to LAN is configurable.
b. To WLAN with a user-defined IP address and its own MAC address.

e Client-Router mode: You need to enable NAT for GARP first to allow the server on the AP side to
access the devices connected to the Ethernet ports of the AWK device. The AWK will send the GARP
packet to WLAN as:

a. N-to-1: With its own WAN IP and MAC address.

b. 1-to-1: With its own WAN MAC address and the 1-to-1 IP configured by the user in the NAT
configuration.

When Gratuitous ARP is enabled, the following options will be shown:

Gratuitous ARP to LAN

Description Factory Default
Enable/Disable Enable or disable sending Gratuitous ARP packets to LAN Disable

Send Period

Setting Descripton _________________|Factory Default

Specify the interval at which GARP packets are sent (in

10-1000 seconds 180
seconds).
IP Address/MAC Address
Setting Description Factory Default

The corresponding IP/MAC address of the devices under the Empty

IP/MAC address client. You can specify up to 4 entries.

/\  ATTENTION

When specifying an IP or MAC address, you must provide the associated IP or MAC address for that entry.

Logs and Notifications

Since industrial-grade devices are often located at the endpoints of a system, these devices will not always
know what is happening elsewhere on the network. This means that these devices, including wireless APs or
clients, must provide system maintainers with real-time alarm messages. Even when system administrators
are out of the control room for an extended period, they can still be informed of the status of devices almost
instantaneously when exceptions occur.

In addition to logging these events, the AWK-1131A supports different approaches to warn engineers
automatically, such as SNMP trap and e-mail.
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System Logs

System Log Event Types

All the event group types are shown on this page. Select the event types (groups) that you want to enable
by checking the Enable logging box next to the event types. By default, all event types are enabled
(checked).

The system events log can be viewed at Status ( System Logs.

Systean Log Event Types

Event Type Enabde Logpging
System-related events # Arhive
Metwork-ralaiod ovents o Arhye
Confignratims-relaied evenks Y ATV
Poier s ks | Artyve
Submi |

System-related events Event is triggered when...

The AWK-1131A is rebooted, such as when its settings are

System warm start changed (IP address, subnet mask, etc.).

System cold start The AWK-1131A is rebooted by power down.
Watchdog triggers reboot The AWK-1131A is rebooted by watchdog
Network-related events Event is triggered when...

LAN link on The LAN port is connected to a device or network.

The port is disconnected (e.g., the cable is pulled out, or the

LAN link off
1Ko opposing device shuts down).

Client joined/ left

A wirel li i i i i .
(for AP/Master mode) wireless client is associated or disassociated

WLAN connected to AP

(for Client/Slave mode) The AWK-1131A is associated with an AP.

WLAN disconnected

(for Client/Slave mode) The AWK-1131A is disassociated from an AP.

RSTP changed The RSTP topology has changed

RSTP new root bridge ID The RSTP changes its root bridge ID

A client roams from a previous AP to the current AP if the signal
strength of the current AP is greater than the previous AP by a
certain value.

Client Roaming from previous AP to
current AP (for Client/Slave mode)

The AWK-1131A has the same IP address as another device

P fli
address conflict connected to the same subnet.

Link fault pass-through LAN/WLAN The WLAN/LAN link is up and the Link fault pass-through (LFPT)
connected because of WLAN/LAN up enables the LAN/WLAN functionality.
Link fault pass-through LAN/WLAN The WLAN/LAN link is down and the Link fault pass-through

disconnected because of WLAN/LAN down [(LFPT) disables the LAN/WLAN functionality.

The channel availability check (CAC) is started on channel
[channel] at [frequency] GHz for 60 sec./

Channel availability check over DFS The channel availability check (CAC) task has been completed on
frequency (for AP/Master mode) channel [channel] at [frequency] GHz./
A radar signal is detected on channel [channel] at [frequency]
GHz.
The AeroLink protection state changes.
AeroLink protection state AeroLink states: Initialize (init)/ Discovery/ Idle/ Negotiation

(nego)/ Back up/ Active/ Changed/ Undefined (undef)
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Configuration-related events Event is triggered when...

Configuration Changed A configuration item has been changed.
Configuration file import via Web Console [The configuration file is imported to the AWK-1131A.
Console authentication failure An incorrect password is entered.

Firmware upgraded The AWK-1131A’s firmware is updated.

The configuration is successfully loaded/there is an error loading
the configuration from ABC-01.

The configuration is successfully saved/there is an error saving
the configuration to ABC-01.

Loaded the configuration from ABC-01

Saving configuration to ABC-01

ABC-01 failure AWK-1131A cannot detect an ABC-01 at the console port.
Configuration reset to default The configuration is reset to factory default.

Power 1/2 transition (On -> Off) The AWK-1131A is powered down in PWR1/2.

PoE transition (On -> Off) The AWK-1131A is powered down in PoE.

Power 1/2 transition (Off -> On) The AWK-1131A is powered via PWR1/2.

PoE transition (Off -> On) The AWK-1131A is powered via PoE.

Syslog

This function provides the event logs for the Syslog server. The function supports up to three configurable
Syslog servers and Syslog server UDP port numbers. When an event occurs, the event will be sent as a
Syslog UDP packet to the specified Syslog servers.

Syslog Event Types

The event type groups are shown on this page. Select the Enable Logging checkbox next to the event type
to enable logging of the event. By default, all event types are enabled (checked).

Syslog Event Types

Ewent Type Enable Logging
Systam-raliled aviEnls ¥ Active
Mebwork-rolatad events o fitive
Contiguration- rentad owvanis o Ackive
Power evenls # ACIVE
HESI report evenls Aictive

Sohmit

Syslog Server Settings

You can configure the parameters for your Syslog servers in this page.

Sysleg Sarver Settings

Sysbing setver |
Sysbiug ol 514
Swshng sprger 7
Syshog part 514
Sysing sorear 3

Swshog port 51

Swibwmik

AirWorks AWK-1131A Series User Manual 49



Syslog server 1/ 2/ 3

Setting Description Factory Default
IP address Enter the IP address of the 1st/ 2nd/ 3rd Syslog Server None
Syslog port

Port destination

(1 to 65535) Enter the UDP port of the corresponding Syslog server 514

/7  NOTE

RSSI report events (Only for Client mode) event type is useful for the site survey stage. However, this
function increases the traffic load because it needs to use a special utility to retrieve the RSSI values in a
tabular format. So, we recommend disabling this function during normal usage.

E-mail Notifications

Notification Event Types

Check the Active box next to the event type to enable the event type for email notification. By default, all
event types are deactivated (unchecked).

Hotification Event Typas

Evenlt Type Enable Nolification
Cold s1art | Active
Warm start | Actjee
Power 1 transition | Omn-—=0f) | et
Powveer 1 bramsstion {OEF— =0n} active
Pavweisr & TR miSETions [Ons— =00} . P T
Powvenr 2 tramsEtion | Ot -- »0mn ) Ativa
Configu ration changad | Active
Consols autlentication Taflure | Active
LM Hink o | Artjee
LAN lnk okl ! Active
Submit
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E-mail Server Settings

You can set up to 4 e-mail addresses to receive alarm emails from the AWK-1131A. The following
parameters can be configured on the E-mail Server Settings page. In addition, a Send Test Mail button
can be used to test whether the Mail server and e-mail addresses work well. More detailed explanations
about these parameters are given after the following figure.

E-imail Sarver Settings

Hasll seirver [SMTR )
ST T B
Posswani

From e-miadl address
Tow @-qienil aihilimess |
To o-muall addrass 1
Tin e diall adoliess 1

T E-mall adoress 4

Submit || Sand Test Hal

Mail server (SMTP)
Setting Description Factory Default
IP address The IP Address of your email server. None

User name & Password

Setting Factory Default

User name and password used in the SMTP server None

From e-mail address

Description Factory Default

Enter the administrator’s e-mail address which will be shown
Max. 63 characters . . "o . . None
in the “From” field of a warning e-mail.

To E-mail address 1/ 2/ 3/ 4
Description Factory Default

Max. 63 characters Enter the receivers’ e-mail addresses. None
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Trap
Traps can be used to signal abnormal conditions (notifications) to a management station. This trap-driven
notification can make your network more efficient.

Because a management station usually takes care of a large number of devices that have a large nhumber of
objects, it will be overloading for the management station to poll or send requests to query every object on
every device. It would be better if the managed device agent could notify the management station by
sending a message known as a trap for the event.

Trap Event Types

Irap Event Types

Event Type Enalie NotGlicatien
Codid siart Artive
Warpn start S
Fower 1 transition [ Dn--=066f) ictive
Powar 1 iransidon [ OF-—-=0n) | Actiye
Poweer 3 tramsition [ Dmn--={04F) | active
Posner 2 trasition (OT--=0n ) | Active
Cosifiguiration changsd i Active
Console authentication failwrs | fckive
L&HN link on - Artmes
L&N lmk off | active
Submit

SNMP Trap Receiver Settings

SNMP traps are defined in SMIvl MIBs (SNMPv1) and SMIv2 MIBs (SNMPv2c). The two styles are basically
equivalent, and it is possible to convert between the two. You can set the parameters for SNMP trap
receivers through the web page.

SHMP Trap Receiver Settings

15t tFap vershon
151 rap server IP fnanke

151 B o ly

Fnd trop version
Ind trap server 1P fname | '

Z2oed Erap cormmmenn ity |alsrt

submi |

1st / 2nd trap version

Setting Factory Default
V1 SNMP trap defined in SNMPv1 Vi

V2 SNMP trap defined in SNMPv2

1st / 2nd trap server IP/name

Setting Factory Default
IP address or host Enter the IP address or name of the trap server used by your None

name network.
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1st / 2nd trap community

Description Factory Default
Use a community string match with a maximum of 31
characters for authentication.

Max. of 31 characters Alert

Status

Wireless LAN Status

The status for 802.11 Information parameters, such as Operation mode and Channel, are shown on the
Wireless Status page. The status will refresh every 5 seconds if the Auto Update box is checked.

Certain values for 802.11 Information might not be displayed based on the different operation modes
selected. For example, the Current BSSID, Signal strength, and SNR parameters are not available in the
AP mode.

It is helpful to use the continuously updated information on this page, such as Signal Level, Noise floor,
and SNR, to monitor the signal strength of the AWK-1131A in Client mode.

Wirehrss LAN SEatiis

) e Update

&lvivey staties of [WLAN [GSI0: MOXA W

A1 Information

Operation mode CHent
Chaninal Bt comnectad
Chusiwndl sk LTE-Y

RF [y a T PRoed
=511 A

BLALC Q0-S0:ER: G BE: 40
Sercuarly s QOPEN
Cirrgad BoS T P,

AP 1P adddress Bdi'h,

Sigrred el il

Shypral sErengits -8 dBm
Moiss fhoor ~98 JdBm
SMRE BB
Transmissiom Informatinn

Raie BB

Powar 18 dBmi
Oistgoing Packets

Tt s a

Packols with ermors a

Paclials droppaeil 240
Tnooming Packets

Tl P 0

Park=ts wmifh =rrors a

Packets dropped a
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Associated Client List (for AP mode only)

The Associated Client List shows all the clients that are currently associated with a particular AWK-1131A.
This page provides useful information for easier network diagnosis:

MAC Address: Displays the associated client MAC address. If DHCP server is enabled on this AP, the IP
address will also be displayed.

Connection Duration: States how long the client has been connecting to this AP.

SNR: States the Signal-Noise Ratio of the associated client. This is especially useful for identifying a weak
signal client that is potentially reducing the overall wireless performance.

Tx (Bytes/Pkts): Records the AP-to-client traffic after a client is associated.
Rx (Bytes/Pkts): Records the client-to-AP traffic after a client is associated.

A i # Cllant s

Sl TR RS i &M 5T i_FAGHIL T

L] Pl Ardrony Lo resciien Duradon i Ta o lgtma T Dpledn Hu By} Hu { plaa]
= EREEE S dugn Jdboadr was =5 LR 5L (LR ] 11%L71
B Yl VAT I T e L 1} LT L | EETHIE 129
L +ABR5E () L] R B : 1SALE h] L15]

i Beod ol DD 3 chrn 3 Bb=20er =i 1d b H1D 1RSI hEL
Fadimal

DHCP Client List (for AP mode only)

The DHCP Client List shows all the clients that require and have successfully received IP assignments. You
can click the Refresh button to refresh the list.

DHCP Clieal List

FLAC ity

3 D150 06 S0 2G: 162 168.41.219
& DLliag:10:83:7: 152 .168.41.142
| 019 4E R 19r 166,41 .216
4, D1:B<4:0EiFa 182.166.91.144
5. DL:A0:B5ISE:T 192, 168.41.184
L] 01:8C-70 5349 FF:5E 192.188.41.127
7. D1:6@:0E:37-00:41:43  192.360.4%.143
B, DLSCC50S: 7507 19216041140
G, LB AAEIRTRC . 19k 16R.d1.18d
i MARCHELOIFICGER  892.16B.41,137
11 i 1%92,168,41,220

13 Ol :ED:BAO-FI:BE2 6% 1F 1932 I88.91.222
i3 13490 F T 3AC23FB E9Z.16E.41.222

4. 0L::PSIEEATILSOE 19316841125
15. OLiBCHSHAFMBINA E0L16641.213
16, - DLIMTSII2F50Fe  192.9658.41.125
17, DLiTERRCIGIEFRFINE 192.166,41.144 +
IB. D1:AC:E1-IX:5%:65:1F I02.156E.41.154

Select all | Refresh

You can press Select all button to select all content in the list for further editing.

[ |

Select Al
Print

Select all Refresh
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System Logs

Triggered events are recorded in System Log. You can export the log contents to an available viewer by
clicking Export Log. You can use the Clear Log button to clear the log contents and the Refresh button to
refresh the log.

Sy shedn Limjs

[ 9E3I} 2080526, 04h-12m (545 Syskormn warm skart, restarted by consele ®
§ 904 F 20150520 Fh:19m;: 10= LAN link off

(985} 20050528 B4nii9m 215 LAN link on

i QER } 2015/05/2E,07hzd5m 1505 Configuration changed

{9E7} 2018,/0%/ 20, 07ha448m ;2 3= Power 1 transkicn (0FF - On |

(OB 2015 0528 07ha40m 1 20 LAN Hrk oa

{ QR0 2045052 07 h:45m B4 Sysham warm stat, restated by conscle

{A00} 2015/0%/2E,BEh-14m 07 LAN link off

{991} 20150520 Dih:14m 00 LAN link on

{902 2005 0526 Dih: X 1m 555 Configuration <hanged

{ 953} 2015/05/26,00h:22m 205 Power 1 kranskion (OFF -» On |

[ AR} 208%/0%2E, 08h-22m (265 WLAN dioonmechsd, connect temef0sec], [reassn a)

§ OG5 20050520 00h:X2m: 26= LAN link on

OBt 20050528, 00N 2 2m 2% Sysiam warm ST, restated by console

{ 907} 2015/05/2E,0EBh224m : 245 Corfiguration changsd

{92} 201%/0%' 20, 00h-249m 4 9= Power 1 transkion (OFF -» On|

90 b A0S 0528 ik Tam 55 LAN Hrk en o
CI000) 201505/ 28,080 24 595 System warm start, restarted by console B

L Expoft Leg || Claar Log || Refresh |

Power Status

The status of power inputs and digital inputs is shown on this web page. The status will refresh every 5
seconds if the Auto Update box is checked.

Paiaier Slatiis

o Autn Updabe
Input Status Om [ OFF

Power 1 simkns
PFawaer ? status

85
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System Status

The system status section indicates the status of the device memory and CPU usage in the current device.

/7  NOTE

A CPU overload can result in a watchdog-triggered reboot of the system. Factors such as a high number of
firewall rules (IP/MAC/Protocol filters) and traffic PPS (packet per second) contribute to the rise in CPU
usage.

Sysbam Status

Memory [Info

Total (KEB] 116724
Used (kB) 4EBOS
Frea LEE] TEL2]
CRU Tnfo

lls=nge (%) 4.33
Refr=sh

Network Status

The network status section indicates the network status of the device with respect to ARP, bridge status,
LLDP, and the routing table.

ARP Table

Address Resolution Protocol (ARP) Table - indicates the current IP to MAC address mapping for the device.

ARP Talbils

P Adidress MAC Address

HO2 16012718 CDEIFLIDDALIED
Rafresh

Bridge Status

Indicates the current status of the network bridge on the device. The interfaces and the corresponding MAC
addresses in this section are the entry points for ingress traffic.

Uridge Stalus

Interlace MALC Address

LAN LA R e R
athol Q0:D-ES 4ERATR
LAN AMDE:F1: DDAl ED
Refresh
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LLDP Status

Displays information on neighboring devices collected via LLDP (Link Layer Discovery Protocol).

LR manilies
i s Ciifarmation
Entarface
System Kame 1] ™ Fart Part Descraphion
LA ARAT-31TL_ BT """""";':;"_‘-_ Lot 192150127353 T{LOCH I
WLl LR 37910 ST EEN ET 153 TAH.2 7357 16 LA i
Suadad
Routing Table
Displays the routing information for the current device.
Miziitiong Talila
Dastination Gabewray Mgk Intorfaco
192, 108.327.0 255.255.253.0 -
dafailk L9 166,137,251 0.0.0.0
Rafied:

Maintenance

Maintenance functions provide the administrator with tools to manage the AWK-1131A and wired/wireless
networks.

Console Settings

You can enable or disable access permission for the following consoles: HTTP, HTTPS, Telnet, and SSH
connections. For more security, we recommend you only allow access to the two secured consoles, HTTPS

and SSH.
i s
Lt s
-

i (Tl T Lt asi BT s S o
- ¥ "] o
ey o - -

ik & o
0 i S W i, i L . ' i Ir

v [
bk by
. ' wer & .
Tt
] T
4 o . -
™
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Ping Command

Ping helps to diagnose the integrity of wired or wireless networks. By inputting a node’s IP address in the
Destination field, you can use the ping command to make sure it exists and whether or not the access
path is available.

If the node and access path are available, you will see that all packets were successfully transmitted with no
loss.
Pinag

Desknation 192,166,41.233
Pirg

Otherwise, some, or even all, packets might get lost, as shown in the following figure.

Pinag

Derstinntinm |

Fing

PING 192 168 41,233 (192 168 .41 333): 56 dala bytes

64 by bes Iroin 192.168.41.2323: seg=0 =54 Ene=0.596 ms
B Dy les Trgiin 192.1668.41.233: s6g=1 =64 Bina=0.54% jiis
61 Dyles from 192.1668.41.233: sag=2 [HI=64 Gne=0.565% ins
B bytes Troin 192 1668 .41 333 seg=73 ttl=64 thine=0 567 ms

T2 168401333 plnag statisias
4 pecloets transmiftted, 4 packets racalved, 1% packet loss
ronnd-trip min fawgfmoy = 0540 /0594 /0,696 ms

Firmware Upgrade

The AWK-1131A can be enhanced with more value-added functions by installing firmware upgrades. The
latest firmware is available at Moxa’s download center.

Before running a firmware upgrade, make sure the AWK-1131A is off-line. Click the Browse button to
specify the firmware image file and click Firmware Upgrade and Restart to start the firmware upgrade.
After the progress bar reaches 100%, the AWK-1131A will reboot itself.

When upgrading your firmware, the AWK-1131A’s other functions are forbidden.

Firmware Uipgrade

1 i
Seled | irinwiare IEle | | Biowse.

Firmivaar= Upgrade and R=star

/\  ATTENTION

Please make sure the power source is stable when you upgrade your firmware. An unexpected power
breakup might damage your AWK-1131A.
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Configuration Import and Export

You can back up and restore the AWK-1131A’s configuration using the Configuration Import & Export
function.

In the Configuration Import section, click Browse to specify the configuration file and click Import
Configuration button to begin importing the configuration.

Combiguratien Tnport & Exgeord

Configurationg Dmpor

Sebect comfigurattnn fike Select file
v it €Z0u0 il Ahoen

In the Configuration Export section, click the Export Configuration button and save the configuration
file onto your local storage media. The configuration file is a text file and you can view and edit with a
general text-editing tool.

Coisliguiration Expusr]

Enport Configuration

You can also back up or restore the ABC-01 configuration using Export Configuration or Import
Configuration.

AR -0 Tavipaert

[T Confgurathon

ABC-01 Exjmoit

Export Configuration

The SNMP MIB file is also available from SNMP MIB File EXPORT.

GHMPF MIB File Export
Export HIB

To download the configuration to the AWK:

Turn off the AWK.
Plug in the ABC-01 to the AWK’s RS-232 console.
Turn on AWK.

AL

AWK will detect the ABC-01 during the boot up process, and download the configuration from the ABC-
01 to the AWK automatically. Once the configuration downloads and if configuration format is correct,
the AWK will emit three short beeps and continue with the boot-up process.

5. Once the AWK has booted up successfully, it will emit the normal two beeps, and the ready LED will
turn to solid green.
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Load Factory Default

Use this function to reset the AWK-1131A and rollback all settings (except for Basic WLAN indoor/outdoor

settings) to the factory default values. If you want to keep wireless enabled, select the “Enable” option for

Wireless before clicking System Reset. You can also reset the hardware by pressing the reset button on

the top panel of the AWK-1131A.

|msi] Facanry Blefmiil

Crigoge the "Wirsiess Enable” seng M

Wl e

Sywinm Aesst

L=t i Espbee

Account Settings

RO TSP REEL” D0 el e eStarT e SEan T Nachory Etaid e el Dal i T wictkend anpbied

To ensure that devices located at remote sites are secure from hackers, we recommend setting up a high-
strength password the first time you configure the device.

Passmieil Palboy

ey s e beagd

i I - 13 charwchares

P il o P | i cualiy -

Pairiord il iy B0 o 380 dhrvs 0 bodE bk

Paswserd eebiy tavel ] [ 1.7 iw dessbla

Leakoan Tl L1ei] B0 - 3500 decorde)

Aot Lind

H= L B P fam ] Frpgun LLES ] HITR TIPS IWE I Mg Sardes  Dligerss
| simw drrm - y ) 7
F ddrmm (v < ¢ )
3 - "'| ? L
4 .:..Ll.ll = o v
i e -
B e - i ) i
L) = I | il &

5 wan - J T J &

= v tharsthers sbyasd m b Eraand Plaes e aipbststs mrsesds il won (B, penar anvt underarmes |

Falhiim

i [t i i
Edin

(=]

i

Eddi |

L= ]

Field Description Default setting
By default, passwords can be between 4 and 16 characters. For
Minimum improved security, we recommend changing the minimum 4
password length |password length to at least 8 characters the first time you
configure the device.
Password Enable the password strength check option to ensure that users Disable
strength check are required to select high-strength passwords.
The number of days after which the password must be changed.
Password validity |Passwords should be updated regularly to protect against 90 days
hackers.
The number of consecutive times a user can enter an incorrect
Password retry . L ., ) L
password while logging in before the device’s login function is 5

count

locked.

Lockout time

The number of seconds the device’s login function will be locked
after n consecutive unsuccessful login attempts, where n = the
password retry count.

600 seconds
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Click Edit to create a new, or edit an existing, user account. The items shown below can be configured.

Account Settings

Active Enable

User level Admin -

Account name admin (A-Z,3-z,0-9,'@", ', and "_")
New Password ssne

Confirm Password

® Your password must follow the password policy.
® The minimum password length is 4 characters.

Accessible Access Portal

HTTP/HTTPS @ Enable © Disable
Telnet/SSH/Console @ Enable ) Disable
Moxa Service @ Enable ) Disable
Diagnostic @ Enable © Disable
Field  [Descripton _____________________________|Default Setting
Active Select Enable to enable the user account. Disable
Administrator: Allows the user to access the Web UI, change the
device’s configuration, and use the device’s import/export
capability. .
| | A
User leve User: Allows the user to access the Web UI, but the user will not dmin
be able to change the device’s configuration or use the device’s
import/export capability.
Account name The username of the account. Admin
New Password The password used to log in to the device. moxa
Confirm Retype the password. If the Confirm Password and New
Password fields do not match, you will be asked to reenter the N/A
Password
password.

Changing the Password

Use the Change Password function to change the password of existing user accounts. First input the

current password, and then type the new password in the New password and Confirm password input

boxes.

/7  NOTE

To maintain a higher level of network security, do not use the default password (moxa), and be sure to
change all user account passwords regularly.

Change Password

Current password sees
New password

Confirm password

® Your password must follow the password policy.
® The minimum password length is 4 characters.
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/7  NOTE

If the Password-strength test option is enabled, you will be prompted to use passwords that adhere to the
following password policy:

e The password must contain at least one digit: 0, 1, 2, ..., 9.

e The password must contain both upper and lower case letters:

e AB,..,Zab,..,z.

e The password must contain at least one of the following special characters:
~@#$% AN, <>[1{

e The password cannot contain the following special characters:
&S

e The password must have more characters than the minimum password length (default = 4).

Locating the Device

When you click Start to Locate button, the AWK-1131A device uses a beeper and a blinking State LED
indicator to let you know its location.

Locate Device (Beeper & LED)

Status: Ready to locate

Start to Locate

Miscellaneous Settings
Additional settings to help you manage your AWK-1131A are available on this page.

Miscallanamis Sartings

Baset lmittan B Always eradle [rigabte factary reast function After B0 feconds,
Allow speciad characters Enable ® Dizabla
Susmit
Reset button
Setting Description Factory Default
Always Enable The AWK-1131A’s Reset button works normally.

Disable the Factory
Reset Function after 60
Seconds

The AWK-1131A’s reset to default function will be inactive 60 |Always enable
seconds after the AWK-1131A finishes booting up.

Allow special characters

Description Factory Default
Allow or prohibit the use of special characters (" '" | ; & $).

Enable/disable For security reasons, we recommend disabling special Disable
characters.

AirWorks AWK-1131A Series User Manual 62



Troubleshooting

This feature allows you to quickly obtain the current system status and provide diagnostics information to
Moxa engineers.

To export the current device information, click Export. If more detailed Wi-Fi information is required,
enable Wi-Fi Analysis and then click Export. Retrieving the additional information may take up to 3
minutes.

Troubleshooting

Export current device information Export Wi-Fi analysis (It takes about 3 minutes.)

Wi-Fi Mirror Port

A Wi-Fi mirror port can help you obtain the current Wi-Fi communication behavior of your network over the
current channel when it is not convenient to set up a Wi-Fi sniffer in the system operating environment.

Wi-Fi Mirror Port
Capture Wi-Fi Frames {1~-180s) | Capture

Remote Capture Enable '™ Disable

To setup a Wi-Fi mirror port, you will need a computer with the Wireshark tool installed, which will be used
to connect to the AWK device via the Ethernet.

NOTE

A Wi-Fi mirror port is useful for gathering information. However, the DFS function may not work properly
when you enable the Wi-Fi Mirror Port function. Hence, we recommend disabling the Wi-Fi Mirror Port
function during normal usage.

To set up a Wi-Fi mirror port for short-term monitoring, do the following:

1. Enter the duration in the Capture Wi-Fi Frames box.
You can enter a value between 1 to 180 seconds.

2. Click Capture.

3. Wait for a timeout on the web console.

You will be able to download a report from the web browser.
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To set up a Wi-Fi mirror port for long-term monitoring, do the following:

1. On the Wi-Fi Mirror Port page, set the Remote Capture option to Enable.
2. Run the Wireshark tool on your computer, click Capture and then click Options.
3. In the Input tab of the Wireshark tool, click Manage Interfaces.

i virsrarh - Coptan iriedati ]

Trgsit  Culpul - Opliors

Interface Traffic
Faaliek USE NEC: Locad Ethemnat
Mlicrosoft Blustooth Metwork Connection
Whtware Virtual Ethernet Adaptern Viware Netwerk Adapter Viina(t
Mlicrasatt Wi-Fi
Whbware Virtual Ethernet Adapter: Vidware Metwork Adapter Vidnstd
IrteliB) Ethernet Conneclion 219-Y: Public Ethermed

El Erable promiscunis mode on all interfaces Manage Inlesfaces...

Capture fiter for selected inberfaces: | [ | £t & capturs it ~ | Compile BRFs

Click Remote Interfaces and add a new interface.
5. Enter the information for your AWK device.

» Port: 2002

» Auth: Null authentication

» Host: <AWK IP>
6. Click OK.

Ml Marage steiace 7
Local Inberfaces Pipes Femobe Interfaces

Show  Most / Device URL
- 102.168.125.100
B rpcapy//1192.168.125,1001:2002/mond

g = fRemote SEtings

Tl v OF Hiivessfart Qe o Sl Feymeels TG
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7. Select Input > Interface > rpcap://...:2002/mon0.

I Citpae Oystiors

Iritertace
Fzalbel USE MIC Local Efhernet

Traffic

Mlicrosafe: Bluetooth Heteork Conneclion

Whdwang Wirlial E1harnet Adaptar. Vidwads Mibwock Adapla Widnat

Mligrosals: Wi-F

Wibarans Virtus! Ethernet Adaptec Yidware Nebwork Adapter Wadnels

iC I-.'I!'_-!:-rnel

b Frisdshe profnscasin moste o alf rderlares

Capdisne (iBer Tne selescheg] nteiaoes:

Coamile EFFS

Diagnostics

Close Help

For cases where advanced troubleshooting is required, Moxa Service Center will send you an encrypted
script file. The script file can capture additional details on the system.

To run the script, browse to and select the script file using Browse and click Run Script after you have

filled in the following details:

Trdubles hooting

Corrent device inlo

LHapnosiics

Hagnostic sorip

Export diggnostic resulis
TFTF senwver TP
DHagniostic soript mampe

Last siart thme
Last ond Hima

MHegmoshia stalus

[Hagoshia fesiall

| Run Senpt || Siap

S il

Export |

I_BI'IZI'F'EEI. |

= toa file to & TETR s=rver

Pl
e
P,

Ma

Diagnostic script

Setting Description

Use the Browse button to select the Moxa diagnosis script file.

Export diagnostic
results

Select if you want to export to a file or to a TFTP server

TFTP server IP

If you have selected the TFTP option, specify the IP address of the TFTP server.

Diagnostic script
name

Displays the name of the script file

Last start time

Displays the start time of the last script execution

Last end time

Displays the end time of the last script execution

Diagnostic status

Displays the progress of the system diagnostics
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Description

Displays the result of the system diagnostics.

If you have selected the export to a file option, the system log is encrypted and
Diagnostic result |packed into a file. The limit on the log file size is 1 MB. When the size of the log file

reaches 1MB another file is created. A maximum of 5 files (5MB) will be kept for

downloading. When the number of files exceeds five, the oldest file is deleted.

Remote Diagnostics

If technical support from a Moxa engineer is needed, admin level users can enable remote diagnostics
through HTTPS. This feature will generate a temporary account and password that will be used by Moxa
support engineers to perform remote diagnostics on your device. When completed, we recommend disabling
this feature again, which will remove all the temporary account information.

NOTE

Remote diagnostics is only available for administrator-level users.

Aamare Disgnostics

Fismiiid i THEe] ESr L T HE Chan-e
Pl g [Hajnegies 08 | Pewwen
Warring:

Cnwkdirsg this fasturs will generste & Bsmporery scoount snd pesarsard thes will Ba ossd by Hoxs sugperi g oeers be parforme remeba Siegneatics of
A S

Ciaxalieg this fessore will dizahls ramare dasgaarticn sno will Srese BT TRy 2003088 o SRR
Enstdirsgg this festurs will temporsrily fsebls Telnst unil this fssiurs goi Sestlesd

Darrpidim Securtly Sayp

Remote Diagnostics Enable this option to allow remote technical support from Moxa engineers.
When enabled, the Moxa engineer will request the admin to provide the
AWK's serial number and MAC address to generate a certificate file. Click
Remote Diagnostics CA Browse and upload the certificate file and then click Generate Security
Key. When completed, click Export Security Key to generate a file named
remoteSecurityKey and send this key to the support engineer.

Save Configuration

The following figure shows how the AWK-1131A stores the setting changes into volatile and non-volatile
memory. All data stored in volatile memory will disappear when the AWK-1131A is shutdown or rebooted
unless they are y. Because the AWK-1131A starts up and initializes with the settings stored in flash
memory, all new changes must be saved to flash memory before restarting the AWK-1131A.

This also means the new changes will not work unless you run either the Save Configuration function or
the Restart function.

Configuration . ) .
setting changes Restart |th0ut saving configuration
+ + + 3 4 .
volatile non-volatile The system reboots and
memory Save | memory Restart | initialize with the settings
—— | (flashmemory) | 4 in falsh memory.

W

Save and Restart |

AirWorks AWK-1131A Series User Manual 66



After you click on Save Configuration in the left menu box, the following screen is displayed. Click Save if
you want to update the configuration settings in the flash memory at this time. Alternatively, you can
choose to run other functions and put off saving the configuration until later. However, the new setting
changes will remain in the non-volatile memory until you save the configurations.

S Conllgiiration

Ao yoie sulbenil configurafion changes, you mest save 0 Chadtges and restart the system bo make B dhanges ke affeci
Click Save to =ave configuratien chasges in the sysbem mesmory

Sava

PMeTwork Seirhivgs Afrer Hetaoot

Motvead b Liilo
LAN TP aridress
LN ciglijul wmigch
LAM oabuwig

1932, 168,127,253
155,955, 155.0
4K ]

Restart

You must restart the device for any changes in the configuration setting to take effect. If you have
submitted configuration changes, you will find a blinking string in the upper right corner of the configuration
screen. After making all your configuration changes, click the Restart function in the left menu box.

If you made changes recently but did not save, you will be given two options. Clicking the Restart button
here will reboot the AWK-1131A directly, and all setting changes will be ignored. Clicking the Save and
Restart button will apply all changes and then reboot the AWK-1131A.

Hestart

11 Wariiig tE

Click "Restart” to discard copnlegpiratlon chaipes aind feskart the systamns,
Click "Save amtd Restart™ to save confipuraon changes and restart the system.

Festart | | Sawe and Restaet |

Motwork Sottings Aftor Roboot

MNebtwark Info

LAN 1P address 102,168 42,104
LAN subnui mask IS%.2155.25X0
LAMN goleway 162,468 43254
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If you run the Restart function without changing any configurations or saving all your changes, you will see
just one Restart button on your screen.

Restiart

HE Warning 1

Tha system will restart immediately after yon click "rRestart™. all Ethernet
comnactions will be disconnactad.

Pesstarm

Melwinik Saltings Alter Relidend

Metwork Tnfo

LAN 1P address

192.168.43.104
LN <ailsinel piensk

2552552520

LAN pateway 192.160.43.254

You will not be able to run any of the AWK-1131A’s functions while the system is rebooting.

Logout helps users disconnect the current HTTP or HTTPS session and go to the Login page. For security
reasons, we recommend you logout before quitting the console manager.

LD Ot

(ick Logoart ko log ouk of the web console.

| Logout
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4. Software Installation and
Configuration

Overview

AWK can be managed using the MXstudio tool and Wireless Search Utility. Both the Wireless Search Utility
and MXstudio can be downloaded from the Moxa website at www.moxa.com.

MXstudio

Please refer the MXstudio User's Guide for detailed instructions.

Wireless Search Utility

Installing Wireless Search Utility

Once the Wireless Search Utility is downloaded, run the setup executable to start the installation.
1. Click Next when the Welcome screen opens to proceed with the installation.

i Setup - Wireless Search Utility = 2

Welcome to the Wireless Search
Utility Setup Wizard
This will install Wireless Search Utility on your computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

Mext = || Cancel
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2. Click Next to install program files to the default directory, or click Browse to select an alternate
location.

ﬁ?}' Setup - Wireless Search Utility T - L] )

Select Destination Location
Where should Wireless Search Utility be installed?

* Setup will install Wireless Search Utility into the following folder,

To continue, dick Mext, If you would like to select a different folder, dick Browse.

Browse...

At least 3.2 MB of free disk space is reguired.

« Back |[ Mext = ][ Cancel

3. Click Next to create the program’s shortcut files to the default directory, or click Browse to select an
alternate location.

&E—J Setup - Wireless Search Utility | = | -

Select Start Menu Folder
Where should Setup place the program's shortouts?

i S i Setup will create the program's shortouts in the following Start Menu folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

| Moxa \Wireless\Wireless Search Utility

< Back |[- Mext = ][ Cancel
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4. Click Next to select additional tasks.

]}E—J Setup - Wireless Search UHility - —_—— o] )

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Wireless
Search Utility, then dick Mext.

Additional icons:
[] Create a desktop icon
[7] create a Quick Launch icon

< Back |[ Mext = ]| Cancel

5. Click Next to proceed with the installation. The installer then displays a summary of the installation
options.
EE—,' Setup - Wireless Search Utility =1 2B
Ready to Install
Setup is now ready to begin installing Wireless Search Utility on wour computer,
Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.
Destination location: -
C:'\Program Files (x38)\WMoxa\Wireless\Wireless Search Utility
Start Menu folder:
MoxaWireless\Wireless Search Utility
) ¥
« Back |[- Install ] | Cancel
6.

Click Install to begin the installation. The setup window will report the progress of the installation. To
change the installation settings, click Back and navigate to the previous screen.
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7. Click Finish to complete the installation of Wireless Search Utility.

i Setup - Wireless Search Utility =

Completing the Wireless Search |
Utility Setup Wizard

Setup has finished installing Wireless Search Utility on yvour
computer, The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

[¥] Launch Wireless Search Utlity

| Finish

Configuring Wireless Search Utility

The Broadcast Search function is used to locate all AWK-4131A APs that are connected to the same LAN as
your computer. After locating an AWK-4131A, you will be able to change its IP address. Since the Broadcast
Search function searches by TCP packet and not IP address, it doesn’t matter if the AWK-4131A is
configured as an AP or Client. In either case, APs and Clients connected to the LAN will be located,
regardless of whether or not they are part of the same subnet as the host.

1. Start the Wireless Search Utility program. When the Login page appears, select the “Device Search
only” option to search for devices and to view the configuration of each device. Select the “Device
management” option to assign IPs, upgrade firmware, and locate devices.

Search LHiliny - Login et g

Wireless Search Utility

7 Desars W ansgsmesnl

o OF X coresi |
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2. Open the Wireless Search Utility and then click the Search icon.

B EM Furckon Tooh Heo

|113 5.5.5:.:' & B . D E _ITT

;-I | Whadel rems | P ikl | Dardics WG addraa | =kt wwsk . | P aroon [ ;il-_
1

o = :

3. The “Searching” window indicates the progress of the search. When the search is complete, all AWKs
that were located will be displayed in the Wireless Search Utility window.

e Ec Funckn Took Help

& : 8 E ]
B s W e s o

________ = |_-|r-h|-ﬁ-ﬂ:l
113 | Modal nara A-E 2.

AR AE]L

15016612751
T3 EWEIIZWP TSERIETIR O ERE A BT BT

e .t.";:._. ._‘
L]
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4. Click Locate to cause the selected device to beep.

&fm ie-u?ﬁE-'Lo‘F:m z'i-'t-'LE-n M&P =

[

mnImEIEd
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1 AACHNEN 1IERINIS) OA0E B XA L8 255 22K 25 11280 " Spien i | Daveminks ] B 1] ®
1 AAIAED VRRIERII I ICEEAC N 27 22 1184 | 1
1 AAAIZNP TERIER] X Vol rae KW TR
Lacmba Davics rsrs [l 0
DA et
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et ST 21-EU
ST BT
F 156 1EE 127253 o 0 st
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Hatvsak.
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5. Make sure your AWK is unlocked before using the search utility’s icons setting. The AWK will unlock
automatically if the password is set to the default. Otherwise you must enter the new password

manually.
6. Go to Tools > Login Options to manage and unlock additional AWKs.

Fin Ed - Firation [ To | Hel

] Ity Login Oyt
| Lo Tedsora .

Pl ol CTFRoes

b Lin Vi,

-

TRETIT. TEOER AL a] 1104
1B IEE I M D:SOERE =73 a1 1128

I e |
1 Sprimnnia | [y infof @2 40

Fiockel narm
Neen rars
Do lod-tin
Dlawica descapten
le-L-L1
Syyafids U Uies

Farwams versan

oz 2 Ird B

7. Use the scroll down list to select the MAC addresses of those AWKs you would like to manage, and then
click Add. Key in the password for the AWK device and then click OK to save. If you return to the
search page and search for the AWK again, you will find that the AWK will unlock automatically.
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ATTENTION

Change the default password to ensure a higher level of security.

DO NOT continue to use the default password, moxa after the first login.

Login Options 1

A e

Frpared diiefak 192 1ER 127 342 - M 30EAAF 34 72
LastiP _[Iu'-mlw: addess Ucemama
[ i i
i1!E|21l;EI.1E'-‘1'E‘_'4 NEAEER 208 advin

LR 27 2[00 R 7 ke

To modify the configuration of the highlighted AWK, click on the Web icon to open the web console. This will

take you to the web console, where you can change the configuration of the AWK. Refer to Chapter 3, Web
Console Configuration for information on how to use the web console.
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Click on Telnet if you would like to use telnet to configure your AWKs.
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The three advanced options—Search, Connection, and Miscellaneous—are explained below:
Search

¢ Retry count (default=5): Indicates how many times the search will be retried automatically.
e Retry interval (ms): The time elapsed between retries.

Advanced Options - g )

Search ] Connection | Mise. |

Retry count: |5

Retry interval [ms): ]1 naa

Multicast retry count |3

of 0K I 3 Cancel

Connection

¢ Connection timeout (secs): Use this option to set the waiting time for the Default Login, Locate,
Assign IP, Upload Firmware, and Unlock to complete.

¢ Upgrade timeout (secs): Use this option to set the waiting time for the connection to disconnect while
the firmware is upgrading. Use this option to set the waiting time for the Firmware to write to flash.

Advanced Options - g )

Search Connection | Mise. |

Connection timeout [zec): i1 0

Uparade timeout [zec]; iEDD

Protocol imeout [meec): i2DD

of 0K I 3 Cancel

Misc.

Search on start: Checkmark this box if you would like the search function to start searching for devices
after you log in to the Wireless Search Utility.

Advanced Options @ " y

Search ] Connection  Misc.

[~ Search on start

of 0K I ¥ Cancel
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5. Additional Consoles

Overview

In addition to HTTP access, there are four ways to access AWK-1131A: serial console, Telnet console, SSH
console, and HTTPS console. The serial console connection method, which requires using a short serial cable
to connect the AWK-1131A to a PC’s COM port, can be used if you do not know the AWK-1131A’s IP
address. The other consoles can be used to access the AWK-1131A over an Ethernet LAN, or over the
Internet.

RS-232 Console Configuration (115200, None,
8, 1, VT100)

The serial console connection method, which requires using a short serial cable to connect the AWK-1131A
to a PC’s COM port, can be used if you do not know the AWK-1131A’s IP address. It is also convenient to
use serial console configurations when you cannot access the AWK-1131A over Ethernet LAN, such as in the
case of LAN cable disconnections or broadcast storming over the LAN.

/\  ATTENTION

Do not use the RS-232 console manager when the AWK-1131A is powered at reversed voltage (ex. -
48VDC), even though reverse voltage protection is supported.

If you need to connect the RS-232 console at reversed voltage, Moxa’s TCC-82 isolator is your best
solution.

/ NOTE

We recommend using Moxa PComm (Lite) Terminal Emulator, which can be downloaded free of charge
from Moxa’s website.

Before running PComm Terminal Emulator, use an RJ45 to DB9-F (or RJ45 to DB25-F) cable to connect the
AWK-1131A’s RS-232 console port to your PC’s COM port (generally COM1 or COM2, depending on how your
system is set up). After installing PComm Terminal Emulator, take the following steps to access the RS-232
console utility.

1. From the Windows desktop, open the Start menu and start PComm Terminal Emulator in the PComm
(Lite) group.

2. Select Open under Port Manager to open a new connection.

'1 1 PCsmm Terminal Emnlator
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4. The console login screen is displayed. Log into the RS-232 console with the login name (default:

5.

In the Communication Parameter tab of the Property window that opens, select the appropriate

COM port for console connection using 115200 for Baud Rate, 8 for Data Bits, None for Parity, and 1
for Stop Bits. Click on the Terminal tab, and select VT100 (or ANSI) for Terminal Type. Click on OK

to continue.
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admin) and password (default: moxa, if no new password is set).
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The AWK-1131A’s device information and Main Menu will be displayed. Follow the instructions on the

screen to select the administration task that you want to perform.
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/7 NOTE

To modify the appearance of the PComm Terminal Emulator window, select Edit > Font and then choose

the desired formatting options.
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/\  ATTENTION

If you unplug the RS-232 cable or trigger DTR, a disconnection event will be evoked to enforce logout for
network security. You will need to log in again to resume operation.

Configuration by Telnet and SSH Consoles

You can use Telnet or SSH client to access the AWK-1131A and manage the console over a network. To
access the AWK-1131A’s functions over the network from a PC host that is connected to the same LAN as
the AWK-1131A, you need to make sure that the PC host and the AWK-1131A are on the same logical
subnet. To do this, check your PC host’s IP address and subnet mask.

/ NOTE

The AWK-1131A’s default IP address is 192.168.127.253 and the default subnet mask is 255.255.255.0
(for a Class C network). If you do not set these values properly, please check the network settings of your
PC host and then change the IP address to 192.168.127.xxx and subnet mask to 255.255.255.0.

Follow the steps below to access the console utility via the Telnet command or using an SSH client.

1. Start the windows Run command (Windows start menu, type “run” and press Enter) and use the telnet
command to access the IP address of your AWK-1131A.

Note that you can also run the telnet command from the Command Prompt.

ot T e o i proggiire: Fokie . docursant, or infeinal
mrapre pl Wndeer il oy d o gy

[nee [:.u..-.-l'-_'-':a'.'--"ﬁ 1]

[ m Coest | Biowne |

If you are using an SSH client (ex. PuTTY), run the client program and then enter the IP address of your
AWK-1131A, specifying 22 for the SSH connection port.
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2. The console login screen is displayed. Refer to RS-232 Console Configuration (previous paragraph) for
login and administration details.

Configuration by Web Browser with HTTPS/SSL

To secure your HTTP access, the AWK-1131A supports HTTPS/SSL encryption for all HTTP traffic. Perform
the following steps to access the AWK-1131A’s web browser interface via HTTPS/SSL.

1. Open your web browser and type https://<AWK-1131A’s IP address> in the address field. Press Enter
to establish the connection.
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2. Warning messages will pop out to warn users that the security certificate was issued by a company they
have not chosen to trust.
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3. Select Yes to accept the certificate issued by Moxa IW and then enter the AWK-1131A’s web browser
interface secured via HTTPS/SSL. (You can see the protocol in URL is https.) Then you can use the
menu tree on the left side of the window to open the function pages to access each of AWK-1131A’s

functions.
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Disabling Telnet and Browser Access

If you are connecting the AWK-1131A to a public network but do not intend to use its management
functions over the network, we suggest disabling the Telnet console and the Web consoles at
Maintenance ( Console Settings.

Console Settings

HTTP console ¢ Enable @ Disable
HTTPS console & Enable © Dizable
Telnet console  Enable & Disable
S5H console & Enable © Dizable

Submit |
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A. References

This chapter provides more detailed information about wireless-related technologies. The information in this
chapter can help you administer your AWK-1131As and plan your industrial wireless network better.

Beacon

A beacon is a packet broadcast by the AP to keep the network synchronized. A beacon includes the wireless
LAN service area, the AP address, the Broadcast destination address, a time stamp, Delivery Traffic
Indicator Maps (DTIM), and the Traffic Indicator Message (TIM). Beacon Interval indicates the frequency
interval of AP.

DTIM

Delivery Traffic Indication Map (DTIM) is contained in beacon frames. It is used to indicate that broadcast
and multicast frames buffered by the AP will be delivered shortly. Lower settings result in more efficient
networking, while preventing your PC from dropping into power-saving sleep mode. Higher settings allow
your PC to enter sleep mode, thus saving power.

Fragment

A lower setting means smaller packets, which will create more packets for each transmission. If you have
decreased this value and experience high packet error rates, you can increase it again, but it will likely
decrease overall network performance. Only minor modifications of this value are recommended.

RTS Threshold

RTS Threshold (256-2346) - This setting determines how large a packet can be before the access point
coordinates transmission and reception to ensure efficient communication. This value should remain at its
default setting of 2,346. When you encounter inconsistent data flow, only minor modifications are
recommended.
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B. Supporting Information

This chapter presents additional information about this product. You can also learn how to contact Moxa for
technical support.

Firmware Recovery

When the LEDs that indicate FAULT, Signal Strength and WLAN all light up simultaneously and blink at
one-second intervals, it means that the system boot up process has failed. This might result from some
wrong operation or issues such as an unexpected shutdown during firmware update. The AWK-1131A is
designed to help administrators recover from such damage and resume system operation rapidly.

First, connect to the AWK-1131A’s RS-232 console with the settings 115200 bps and N-8-1. A message is
displayed on the terminal emulator at one-second intervals as shown below:

pl ease set-up TFTP server 192.168.127.1 contains awkll1l3la.romfor firmare
recovery.

pl ease set-up TFTP server 192.168.127.1 contains awkll3la.romfor firmare
recovery.

pl ease set-up TFTP server 192.168.127.1 contains awkll1l3la.romfor firmare
recovery.

pl ease set-up TFTP server 192.168.127.1 contains awkll1l3la.romfor firmare
recovery.

pl ease set-up TFTP server 192.168.127.1 contains awkll3la.romfor firmare
recovery.

pl ease set-up TFTP server 192.168.127.1 contains awkll1l3la.romfor firmare
recovery.

To recover the firmware, do the following:

Change the IP address of the laptop to 192.168.127.1.
Set up a TFTP server in your laptop.

Download AWK-1131A's firmware from Moxa Website
Change firmware file name to awk1131a.rom

Connect to the AWK-1131A's RJ45 Ethernet port

vk W e

If the settings are correct, the following message is shown on the terminal emulator. The AWK-1131A will
reboot when the firmware recovery process is complete.

Trying ethO

Usi ng et hO device

TFTP from server 192.168.127.1; our |P address is 192.168. 127. 253

Fil ename 'awk1131la.rom .

Load address: 0x80060000

Loadi nQ: *###H##BHHHHHHHHHHHHH B HH TR HH T H PR
HHBHHHHBHBH B HBH B R B R R R R R R
HHHBHBHHRHBH IR R R R R R AR R
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DoC (Declaration of Conformity)

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, might cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
e Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure continued compliance, (example - use only shielded interface cables when
connecting to computer or peripheral devices). Any changes or modifications not expressly approved by the

party responsible for compliance could void the user’s authority to operate this equipment. This transmitter
must not be co-located or operated in conjunction with any other antenna or transmitter.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with a minimum distance of 20 cm between the radiator & your
body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

FCC 15.407(e): Within the 5.15-5.25 GHz band, U-NII devices will be restricted to indoor operations to
reduce any potential for harmful interference to co-channel MSS operations.

RED Compliance Statement

Moxa declares that the apparatus AWK-1131A complies with the essential requirements and other relevant
provisions of Directive 2014/53/Eu.

The 5150 to 5350 MHz frequency range is restricted to indoor use only. Outdoor operation in this range is
strictly prohibited.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However,
special attention must be paid to the dangers of electric shock and static electricity when working with
electrical equipment. All guidelines of this and of the computer manufacturer must therefore be allowed at
all times to ensure the safe use of the equipment.

EU Countries Not Intended for Use

None.
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