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Chapter 1 Brief Introduction of Product

1.1 General

F2X16 series IP MODEM is a kind of cellular terminal device that provides
data transfer by public cellular network.

It adopts high-powered industrial 32 bits CPU and embedded real time
operating system. It supports RS232 and RS485 port that can conveniently and
transparently connect one device to a cellular network, allowing you to connect
to your existing serial devices with only basic configuration. It has low power
consumption states in which the power consumption could be lower than

5mA@12VDC.

It has been widely used on M2M fields, such as intelligent transportation,
smart grid, industrial automation, telemetry, finance, POS, water supply,
environment protection, post, weather, and so on.
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Figure 1-1 IP MODEM Application Topology
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1.2 Features and Benefits

Design for Industrial Application
€ High-powered industrial cellular module

€ High-powered industrial 32 bits CPU

€ Support low power consumption mode, including multi-sleep and trigger
modes to reduce the power consumption

€ Housing: iron, providing IP30 protection.

€ Power range: DC 5~36V

Stability and Reliability
€ Support hardware and software WDT
L 4

Support auto recovery mechanism, including online detect, auto redial
when offline to make it always online

RS232/RS485/RS422 port: 15KV ESD protection

SIM/UIM port: 15KV ESD protection

Power port: reverse-voltage and overvoltage protection

Antenna port: lightning protection(optional)

L 2R 2R 2R 4

Standard and Convenience

¢ Adopt terminal block interface, convenient for industrial application

€ Support standard RS232 and RS485(RS422 optional) port that can connect
to serial devices directly

€ TTL logic level RS232 interface can be customized

€ Support intellectual mode, enter communication state automatically when
powered

€ Provide management software for remote management

€ Support several work modes

€ Convenient configuration and maintenance interface

High-performance
€ Support TCP server and support multi TCP client connection(optional)

€ Support double data centers, one main and another backup

€ Supply 3 I/0 channels, including 1 analog input(4-20mA) and 2 digital
input/output

€ Support multi data centers and it can support 5 data centers at the same

time

Support multi online trigger ways, including SMS, ring and data

Support domain name and IP address as data center

Design with standard TCP/IP protocol stack

Support private APN
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1.3 Working Principle

€ The principle chart of the IP MODEM is as following.

SRAM&
FLASH : : MCU <——>| RTC Module
Indicator <——>| WDT Module
Lights ﬁ ﬁ
RS232/RS485/RS422 Cellular K——>  Antenna
Module Module
<—>  SIM/UIM
H Interface
User Interface » Power Module

Figqure1-2 IP Modem principle chart
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1.4 Specifications

Cellular Specification

Item

| Content

F2416 WCDMA IP MODEM

UMTS/WCDMA/HSDPA/HSUPA/HSPA+
850/1900/2100MHz, 850/900/1900/2100MHz(optional)

Standard GSM 850/900/1800/1900MHz
GPRS/EDGE CLASS 12
DC-HSPA+: Download 42Mbps, Upload 5.76Mbps
Bandwidth HSPA+: Download 21Mbps, Upload 5.76Mbps
HSDPA: Download 7.2Mbps, HSUPA: Upload 5.76Mbps
UMTS: 384Kbps
TX power <24dBm
RX sensitivity | <-109dBm
RX sensitivity | <-97dBm

F2816 FDD-LTE IP MODEM

Standard

LTE/FDD 2600/2100/1800/900/800MHz,
700/1700/2100MHz(optional)
DC-HSPA+/HSPA+/HSDPA/HSUPA/UMTS
850/900/2100MHz, 800/850/1900/2100MHz(optional)
EDGE/GPRS/GSM 850/900/1800/1900MHz

GPRS CLASS 10

GPRS CLASS 12

Bandwidth

LTE FDD: Download 100Mbps, Upload 50Mbps
DC-HSPA+: Download 42Mbps, Upload 5.76Mbps
HSPA+: Download 21Mbps, Upload 5.76Mbps
HSDPA: Download 7.2Mbps, Upload 5.76Mbps
UMTS: 384Kbps

TX power

<23dBm

RX sensitivity

<-93.3dBm

Hardware System

Item Content

CPU Industrial 32 bits CPU
FLASH 512KB(Extendable)
SRAM 256KB
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Interface Type

Item Content

Serial 2 RS232 and 1 RS485 , 15KV ESD protection

Data bits: 5, 6,7, 8

Stop bits: 1, 1.5, 2

Parity: none, even, odd, space, mark

Baud rate: 1200~230400 bps, (110~600bps optional )

Indicator "Power", "ACT", "Online"
Antenna Cellular: Standard SMA female interface, 50 ohm
Lighting protection(optional)
SIM/UIM Standard 3V/1.8V user card interface, 15KV ESD protection
Power Terminal block interface, reverse-voltage and overvoltage
protection
[ alial i -
Terminal
@
| B L — >
SIM/UIM <= | s Antenna
——— Interface

Power Input

Item Content
Standard Power | DC 12V/0.5A
Power Range DC 5~36V

Power Consumption

Working States Power Consumption

Communication | 45~165mA@12VDC

(2G:45~55 mA3G:80~165 mA 4G:75~95mA )
105~365mA@5VDC

(2G:105~115 mA  3G:165~365 mA 4G:150~200mA )

Standby 35~50 mA@12VDC
55~105 mA@5VDC

Sleep 3mA@12VDC
6mA@5VDC
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Physical Characteristics

Item Content

Housing Iron, providing IP30 protection
Dimensions 91x58.5x22 mm

Weight 205¢g

Environmental Limits

Item Content

Operating -35~+750C (-22~+167°7T)
Temperature

Storage -40~+85°C (-40~+185%T)
Temperature

Operating 95% ( Non-condensing)
Humidity
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Chapter 2 Installation Introduction

2.1 General

The IP MODEM must be installed correctly to make it work properly.
Warning: Forbid to install the IP MODEM when powered!

2.2 Encasement List

Name Quantity | Remark

IP MODEM host

Cellular Antenna

Power adapter

RS232 data cable optional

RS485 data cable optional

Manual CD

RlRr|R(R|R|R|-

Certification card

Maintenance card 1

Table 2-1 Encasement List

2.3 Installation and Cable Connection

Dimension: (unit: mm)

22 4 iRy
4 28
—] o—

n o4
0 of |—
q:_’.ﬁ_.. O as 25
0 0| |—=

28

| 58. §

Figure 2-1 Installation Chart

Installation of SIM/UIM card
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Firstly power off the IP MODEM, and press the button of the SIM/UIM card
outlet with a needle object. Then the SIM/UIM card sheath will flick out at once.
Put SIM/UIM card into the card sheath (Pay attention to put the side which has
metal point outside), and insert card sheath back to the SIM/UIM card outlet.
Warning: Forbid to install SIM/UIM card when powered!

Installation of antenna

Screw the SMA male pin of the antenna to the female SMA outlet of the IP
MODEM tightly. Warning: The antenna must be screwed tightly, or the signal
quality of antenna will be influenced!

User Interface Signal Definition

Pin NO. Name Function Extensible Function
1 PWR Power input N/A
anode

2 GND Power Ground N/A

3 RX1 RS232 RX N/A

4 TX1 RS232 TX N/A

5 GND System Ground | N/A

6 RX2 RS232 RX Reserved compatible ADC
and RS232 RX (TTL logic
level)

7 TX2 RS232 TX Reserved compatible ADC
and RS232 TX (TTL logic
level)

8 A RS485 anode Reserved compatible ADC

9 B RS485 cathode | Reserved compatible ADC

10 I01 GPIO Reserved compatible pulse
wave input counter, ADC,
and pulse output

11 102 GPIO Reserved compatible pulse
wave input counter, ADC,
and pulse output

12 ADC1 ADC N/A

Installation of cable
F2X16 adopts industrial terminal block interface.
The recommendatory cable is 28-16AWG.
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The detail description of standard layout adapter and communication cables

as is following:

Adapter (Rating Output 12VDC/0.5A)

Cable Color Power Output Polarity
Black &White Anode
Black Cathode
RS232 Cable
Cable Color DB9-M Pin Number
Brown Pin 2
Blue Pin 3
Black Pin 5
RS485 Cable
Cable Color Signal definition
Red RS485(A)
Black RS485(B)

Power adapter and communication cable connection

Connect via RS232 Connect via RS485
PWR 1 +  Anode PWR 1 + Anode
GND 2 Cathode GND 2 Cathode
Rxl 3 Rxl 3
Txl 4 1 Txl 4
GND 5 2 RX GND 5
RX2 6 3 TX RX2 6
X2 7 4 TX2 7
A g 5 GND A 8 A
B 9 6 B 9 B
01 1 7 101 g
102 11 8 02 11
ADC1 12 9 ADCIl 12 User
F2X16 User F2X16
2.4 Power

The power range of the IP MODEM is DC 5~36V

We recommend user to use the standard DC 12V/0.5A power adaptor.
Warning: When we use other power, we should make sure that the power
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can supply power above 4W.

2.5 Indicator Lights Introduction

The IP MODEM provides three indicator lights: “Power”, "ACT"”, “Online”.

Indicator State Introduction

Power ON IP MODEM is powered on
OFF IP MODEM is powered off

ACT BLINK Data is communicating
OFF No data

Online ON IP MODEM has logged on network
OFF IP MODEM hasn't logged on network
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Chapter 3 Configuration

3.1 Connection

Before configuration, It's necessary to connect the IP MODEM with the PC by the
shipped RS232 or RS232-485 conversion cable as following.

RS232 or RS485 cable

Power Adapter PC

3.2 Configuration Introduction

There are two ways to configure the IP MODEM:

Configuration software tool:
All the settings are configured through the shipped software tool.
It's necessary to have one PC to run this tool.

Extended AT command:

All the settings are configured through AT command, so any device with serial
port can configure it.

Before configuration with extended AT command, you should make IP MODEM
enter configure state.

The steps how to make IP MODEM enter configure state, please refer to
appendix.
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The following describes how to configure IP MODEM with the configure software

tool. At the same time, it gives out the corresponding AT command of each
configuration item.

3.3 IP Modem’s Parameters Configuration

3.3.1 Run the Configure Tools

Serial Help
Com Egml B3 Eaud.ﬁaleigﬁg =]

Check  BHL - \ Open Clear

Log information

The “Serial” area shows the current serial port settings.

To configure IP MODEM, please choose the correct serial port which connects to
IP MODEM, and the baud-rate is 115200 with no parity, then open the serial port.
If the button text is“Close”, it shows the serial port now has been opened.

If the text is "Open”, you should open the port first.

When the port opened, the “"Output Info” column will display:

“Port(COM1) Has Opened, Please Re-Power the IP MODEM,
Waiting IP MODEM Enter Configure State...”

3.3.2 Re-Power IP Modem
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Serial Configure

Workiode Data Center SerialFort Ifo Dial GlobalFaram DewiceManagze
Con com = BaudRate ] 15200 & I

Protocol

Check  GH1 Close cl ———
= E ser Fratocol [FROT |=|

Devicell |T4B5T3T4 Phone Ho. |13912345678
Log information Transfer Meaning [fes ~|

|T103 workmode: [ | ! p
|DI03 interface Triggex Settinmy

|DIO3 SMS ramber ST — P

|1I03 reported methods: 0 Trigger Typefhute [~

|TI03 protocel: 255

|DI03 reported times i

|The D103 data format i Debug

|TI03 query conmand: .

|DI03 high level information Debug Level Level 1 |~ | Debug Port [ONML =
|II03 Low level information = - ——is
|DI03 eutput contrel result
|TI03 and mapping center
|DI03 upper threshold:

|TI03 lower threshold:

|ADC1 workmode

[Mobus workmode

Mobus address: 1
|sms Fhonel Ho 12345878901
|sms FhoneZ Ho 12345678901
|sms Phoned Ho 12345676901
|smz Phoned Ho 12345678901
|sms PhoneS Ho 12345678901
|sms hex:

|=mz baclup functien:

|Show Phone HO

|Encode Hex SHS

|Dtu Ho Receive Time:

|6rps disconnet To Trigger Mode il

125 password 123456

| abcdefge f2ein

cocooo

coooo

175 T WriteFaven  ReadParam Readlog Factory QueryVer
|Enable WIF Log a

0K | Tuit Inpert Export CheckCard  QuerySignal Cleck

After Re-power IP MODEM, The configure tool will make it enter configure state.
At the same time, the software will load current settings from IP MODEM and
displays on the right configure columns. It's now ready to configure.

Note: To enter configure state for 4G device may need more time. It is about 40
seconds.

3.3.3 Work Mode
3.3.3.1 App protocol

The IP Modem can be configured many communication protocols to adapt for
different applications.

Note : The tool will show the reference parameters according to the
communication protocols setting.

PROT

It uses TCP Protocol to send or receive data. In this mode, ID and phone number
MUST be set.

Protocol Setting
Work Mode FROT |-
Devies I | | Phone No. |
Character Escapes | | - |
Device ID ID number for the device. 8 characters
Phone No. Phone number
Character This item is only valid when the Work Mode is PROT. If this
Escapes item is set to No, IP MODEM will transfer meaning to 0xfd
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and Oxfe. To know detail transfer meaning method, please
refer “IP MODEM Transfer Meaning Explanation In the
PROT work mode”. If this item is set to Yes, all the
transmission is transparent.

DCTCP
This protocol is used in electric power field, with TCP protocol.

App FProtocol

App Protocal IDCTCP | - |

Phone Ho. 13912345678 |

PhoneNo. | Phone number

DCUDP
This protocol is used in electric power field, with UDP protocol

App Protocol

bpp Frotocol I]JCUIIP | - |

Fhone No. 13912345678 |

PhoneNo. | Phone number

TRNS
The device work as MODEM for sending/receiving SMS, CSD and GPRS dialing.

App Protocol

App Protocaol iTEHS - |

SMSCLI
IP MODEM work as a SMS DTU. All data will send to binding phone number via
SMS. The SMS from the binding phone number will send to Serial port.
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Protocol Setting
Work Mode ISHECLI | bt |

Fhone Fo 1=t Group | 12340578901

Fhone Fo Znd Group | 12346675901

Fhone Fo 4th Group | 12345730901

|
|
Fhone No 3rd Group | 12345675901 |
|
|

Fhone Ho Bth Group | 123455 78901

Show Phone Fumber |]'[ide | - | Hex To Text I]:lisa]:-le | - |

Send M5 Hex |"fe5 | - |

Pone No 1st Group Bind phone number. Max phone number is 5 for one
Pone No 2nd Group group

Pone No 3rd Group
Pone No 4th Group
Pone No 5th Group

Show Phone Number | If send phone number to serial port or not

Hex To Text If convert HEX data to ASCII data or not
Send SMS Hex If send SMS with Hex format or not
SMSSER

IP MODEM work as a SMS DTU. All the data paced with special format send to
any phone number. The SMS from phone number will send to serial port.

Protocol Setting

Work Mode SMSSER ||
Show FPhone Humber Hide | - | Hex To Text Mizable | - |
Send M5 Hex |"1’e5 | - |

Show Phone Number | If send phone number to serial port or not

Hex To Text If convert HEX data to ASCII data or not
Send SMS Hex If send data with Hex format or not
HTTP

When IP modem connected to the HTTP server address, serial port data will be
packeted with Http format and sent to server.

Protocol Setting

Work Mode |]'[TTP | - |
HITF Eequest Mode: k}ET | - |
GET

Trigger Settim FOST
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HTTP Request Mode | Can select GET and POST Mode

MTCP/MRTU

IP MODEM will convert data from Modbus TCP to modbus RTU when recieve data
from server,also will convert data from Modbus RTU to Modbus TCP when
sending data to server via the serial port in device.

Protocol Setting
Work Mode MICEARTU | = |

Device ID | 123456 | Fhone No. 13912345673

Character Ezcapes ['fes | - |

Device ID ID number for the device. 8 characters

Hex To Text If convert HEX data to ASCII data or not

Send SMS Hex This item is only valid when the Work Mode is PROT. If this
item is set to No, IP MODEM will transfer meaning to Oxfd
and Oxfe. To know detail transfer meaning method, please
refer “IP MODEM Transfer Meaning Explanation In the
PROT work mode”. If this item is set to Yes, all the
transmission is transparent.

MQTT
IP MODEM will work as MQTT client,when configured and connected to MQTT

server,it can communicate with other MQTT client.(you can check the test guide
in the appendix.)

Protocol Setting
Work Made MQTT | - ]

Client ID: | TamClientID

User Hame: | admin

Pazsword: |P&1.11}"E=Ell'|.

Receive Topie: |IamRecTu:-pi-:

Send Topic: |IamSendTl:-pic

KEY: |
Client ID ID of MQTT client,can be Configured to the required string
User name and The usename and password of server(if need)
password
Receive Topic It should be configured with the send topic of another
client
Send Topic It should be configured with the recieve topic of another
client
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Custom protocol: Client mode
It support TCP and UDP protocol with custom heart and login packet.

Protocol Setting

Work Mode Custem |- |
Device Mode Client Mode | = | Protosel TCP |= ]
RezizterHeartheat Enable |-
Dats Format Text | = |
Register Packet | | Register Reply | |
Heartbeat Packet | | Heartbeat Reply | |
Base Protocol TCP or UDP
DeviceMode Client Mode: the IP Modem work as a client.

Login&Heartbeat | Enable: custom login and heart packet
Disable: no login and heart packet. The flowing items can

be ignored.
Data Format Text: the flowing items are Text format
Hex: the flowing items are Hex format
Login Packet Login packet
Login Reply Login packet respond

Heartbeat Packet | Heart packet

Heartbeat Reply Heartbeat packet respond

Custom protocol: Server mode

It supports TCP and udp server.

Protocol Setting

Work Mode Custom | - |

Device Mode Eerver Mode | - | Frotocol rl'CP | - |

Listen Fort 5001 |

Base Protocol TCP or UDP

Listen Port Listen port for service

3.3.3.2 Trigger mode

Normally, IP MODEM always keeps online and always be ready for data
transmission. But in some circumstances, it's important to reduce wireless data
flow. To realize this function, the software can makes IP MODEM into sleep state
in idle time. When there is application data to transmit, IP MODEM can be
triggered online ready for data transmission. There are total five methods to
make IP MODEM online.
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AUTO
IP MODEM always keeps online

Trigger Settimy

Trigzer Type lﬂutn | - |

SMSD

Send a special short message to make IP MODEM online.
Any phone number’s SMS can wake up IP Modem, if the trigger number is empty.
Otherwise only the trigger phone number’s SMS can trigger the IP Modem.

Trigger Setting

Trigzer Type ESMSD | - |

SMS Phone No. | |

SMS FPassword | |

SMS Phone No. Trigger phone number. If it is empty, sms received from
any phone no. can trigger the device

SMS Password The content of SMS to trigger. If it is empty, any content of
sms can trigger the device

CTRL

Make IP MODEM online through a phone call to IP MODEM.

Any phone number call can wake up IP Modem, if the trigger number is empty.
Otherwise only the trigger phone number call can trigger the IP Modem.

Note: if the trigger phone was set, the sim card in IP Modem Must have “caller
ID display” function.

Trigger Setting

Trigger Type FTRL | - |

CALL Fhone Ho. | |

CALL Phone No. | Trigger phone number

DATA
Send special serial data to make IP MODEM online
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Trigger Setting

Trigzer Type IDATA | - |

Data Trigzer On | den |

Trigzer Port FDHI | - |

Data Trigzer off |-:1-:-ff |

Data Format IText | - |

Data Trigger On

If it was empty, any data form serial can trigger the IP

Modem. The first frame data will be discarded because the
IP modem was in deep sleep state.

If it is not empty, only the data matching to the “online
data” can trigger the IP Modem.

Data Trigger Off If it was empty, the IP Modem kept online.
If it is not empty, only the data matching to the “offline

data” can made the IP Modem offline.

Trigger Port Set the trigger data source from PORT1 or PORT2

Data Format Format of the trigger data: Text or HEX

I/0: Sleep and Wake up

Made the IP Modem sleep or wake up via I/0 level. If the I/O was in high level
or suspend, the IP Modem was sleep. Otherwise, It would trigger the IP Modem
wake up.

Triggzer S5etting

Trigzer Type [/1 | - |

I/0 type ISleep;“l'l'al-:eup | - |

I/0 Fort T/01 |- |

Sleep/Wakeup Made the IP Modem sleep or wake up depended on the I/O

state

I/0 Set 1I/0 port to trigger the IP Modem to sleep or wake up

MIXD

The combination of SMSD, CTRL, DATA. IP MODEM will be online when meet one
of these three trigger methods.
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Trigger Setting

Trigzer Type HI}{D - |

CALL Fhone Ho. | | SMS Phone No. | |
Data Trigger On |don | Data Trigger off |doff |
Trigger Fort COML | w | Data Format Text | » |
I/01 Comtrol WIL || 1/02 Control ALL |~ |

I/03 Control |.|5J_L - | ZNE Passwnrd| |

CALL Phone No. Any phone number call can wake up IP Modem, if the
trigger number is empty. Otherwise only the trigger phone
number call can trigger the IP Modem.

SMS Phone No. Any phone number’s SMS can wake up IP Modem, if the
trigger number is empty. Otherwise only the trigger phone
number’s SMS can trigger the IP Modem.

Data Trigger On Online data

Data Trigger Off Offline data

Trigger Port Set the trigger data source from PORT1 or PORT2

Data Format Format of the trigger data: Text or HEX

3.3.3.3 Debug Level
Debug information is used to debug software when there is software problem.

Debug

Debug Lewel tLevel 1 | - J Debug Fort i:l:IMl | - J

Close: no debug information output
Debug Level Level 1: simple prompt information output
Level 2: detail debug information output

Port 1: debug info send to port 1
Debug Port Port 2: debug info send to port 2
485: debug info send to RS485

3.3.3.4 Clear Serial Buffer
When open “clearing Serial buffer” function, serial port data before connecting
to the network will not be sent to the center

Othex
Clear Serial Buffer l-:-pen | - |
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3.4 Data Service Center Settings

Settings on this page are the parameters related to Data Service Center (DSC).
3.4.1 Data Service Center
IP MODEM support two Data Service Center methods to transmit data.

Main and Backup: IP MODEM always tries to connect with the Main DSC. If fails
to connect with Main DSC, it will connect with Backup DSC at once

Note: If no Backup DSC exists, please configure the Backup DSC same as Main
DSC.

Multi Data Service Center:
IP MODEM can connect with at most five DSC at the same time. All the multi
DSC can receive the same application data .

Data Service Center 5ettings

Data Center Humber :1 | v-|
Main Center |120.42.46.95 | Port | 13000 |
Backup Center |www. four—faith. | Fort |50 |

Nain Backup Param

Eeconmect Int. (=) |3 |

Connect Betry Times |5 |

ﬁal:Ej‘E:ME;ﬂ Serwver IH.;. _Lil::::::

Reconnect Int.(s) reconnect time interval in second

Connect Retry Times reconnect times

Back To Main Server This item is only valid when you set “"Data Center
Number” as 1. In this mode, IP MODEM will switch to
backup center when main center have problems. If
this item is set to 1 , IP MODEM will check whether
the main center work fine timely. When it detects the
main server work fine, it will return back to the main
server at once.

If the Data Center Number is 0,there is no DSC working.

If the Data Center Number is 1, IP MODEM work in Main and Backup DSC
method.

When “Data Center Number” is greater than 1, IP MODEM works in Multi Data
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Service Center method. The back center is invalid. The IP Modem will connect to
mulit Data Center and transmit data.

Data Service Center 5Settings

Data Center Nunber 5 E2
Main Center (120,42 46.95 | Port | 19000 |
Znd Center 120.42.46.95 | Port 19001 |
3rd Center [120.42.46.95 | Port | 19002 |
4th Center 120.42.46.98 | Fort | 19003 |
Sth Center 120.42.46.98 | Port | 19004 |

3.4.2 Multi-Center Connection Check

This item is valid only when the “"Data Center Number” is greater than 1.
When one of the configured data center lost connection, IP MODEM will try to
reconnect after the configured reconnect interval

Huil-Center Connection Param

Reconnect Int. (=) |3 |

Connact Retry Times |5 |

Reconnect Int.(s) reconnect time interval in second

Connect Retry Times reconnect times

3.4.3 ICMP Link Check
ICMP link check send to server a icmp packet and wait reply to check the link
status. If the reply is lost, it means that the link may be broken.

ICHP Check

ICHP Check Enable ||

De=t Address | | Check Interwal (=) |EU

Check Times |5 |

ICMP Check Enable or Disable

Dest Address The destination address of ICMP packet to send

Check Interval(s) | The interval should not be too small. 60 is
recommended(in second)

Check Times >= 3 times
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3.5 Serial port

IP MODEM support three individual serial ports, Portl, Port2 and RS485. All
the three ports can enter configuration state. The default parameters of the port
with baudrate 115200, data property 8N1

The data from the three port can bind to Data center.

CON1
BaudRate 115200 | |
Check G |+ |
Map Center WL | v |
CON2
BaudRate 115200 |+ |
Check BHL | |
Map Center ALL ||
R5485
BaudRate 9600 | =
Check BHL | = |
Map Center WIL | v
baud: the baud rate of the PORT
1200 --- 1200 bps
2400 --- 2400 bps
CcoM1 4800 --- 4800 bps
9600 --- 9600 bps
14400 --- 14400 bps
19200 --- 19200 bps
38400 --- 38400 bps
56000 --- 56000 bps
57600 --- 57600 bps
115200 --- 115200 bps
Property: Databit, Parity, Stopbit
8N1 --- 8 Databit, No parity, 1 Stopbit
8E1 --- 8 Databit, Even parity, 1 Stopbit
801 --- 8 Databit, Odd parity, 1 Stopbit
Bind:
Centerl: the data from the port send to center 1
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Center2: the data from the port send to center 3
Center3: the data from the port send to center 3
Center4: the data from the port send to center 4
Center5: the data from the port send to center 5
ALL: the data from the port send to all centers
Close: send to none

COM2 The same as above

RS485 The same as above

3.6 10 function

IP MODEM support 2 digital I/O and 1 Analog input,can custom data string to
query data or trigger IO state.

3.6.1 Digital I/0

101

I/01: [Input | bt I Protocel Custam | - |

P-:nrtlﬁ.lL |V|

Report Type puery | - | C-:-mma.n-:ll |

Data Format lText | - |

High Level | | Low Level | |

I/01 Input:work as digital input port

Output:work as digital output port

Indication:will output low level when IP Modem connect
data center;output high level when disconnect from data
center

Port support COM/GPRS/ SMS

Protocol Modbus:you can query or control IO status through
modbus tcp command
Custom:you can custom command to query IO status

Report Type Query/Time/I0 Trigger

Command Random string

Data Format Text or Hex

High leve Status indicator string,when port is high level,will report it
to DSC

Low level Status indicator string,when port is low level,will report it
to DSC

3.6.2 Analog input
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ADC Setting

ADC ADC -

Fort "'|

AIC type |v-:-1tage By | - |

Top Limit ||:| | Low Limit |0
ADC Disable or enable ADC
Port support COM/GPRS/ SMS
ADC type Electricity:support 4~20MA current input

Voltage:support 0~5V,can customize to support 10V/15V

Report Type

Query/Time/I0 Trigger

Top Limit Sensor measurement range upper limit
Low Limit Sensor measurement range lower limit
3.7 Dial
3.7.1 PPP Dial
PPP Dial
DialWo |+004 | QueryNetMade |WCIMA |
AP | 3znet] | UserHame | |
Fazzword | | FFF Auth |.|5JJT|:I | - |
net mode m|
DialNo Network Dial number
GPRS/WCDMA/LTE | ¥99***1# . *99#,
*O8*1#
CDMA/EVDO #777
APN Network APN
GPRS/WCDM | cmnet. uninet
A/LTE
CDMA/EVDO empty
Network User name/password
Username/passw GPRS/WCDM | empty
ord A/LTE
CDMA/EVDO card/card
PPP Auth AUTO,PAP and CHAP
QueryNetMode Search the network mode for the 4G network
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Net Mode Net Mode

AUTO
EVDO
WCDMA
TD-SCDMA
CDMA

GSM

3.7.2 PPP Redial

PPP Ee—dial

Re-dial Interval(s) |30 |

Dial Retry Times |2 |

Re-dial Interval(s) | The interval between ppp dial in second

Dial Retry Times max times of ppp dial failure

3.7.3 DNS Parameters

When the DSC Internet access uses domain name, It’s necessary to set DNS
server resolving the DSC domain name. When the Data Center Number is 1,
Main and Backup Center DNS Server is used to resolve the Main center and
Backup center correspondingly.

DHES Setting

Main DNS |3.5.8.8 |

Baclup NS |5.5.8.5 |

Main DNS The DNS server IP address(must be IP address)

Backup DNS The DNS server IP address(must be IP address)

3.8 Global Parameters

3.8.1 Data Frame Parameters

Data Frame 5Setting

Bytes Interval MS) |20 | TV | 1450 |
Bytes The time interval used to determine whether the serial
Interval(MS) data frame transmission has completed, IP MODEM will
send the serial data to the center when two bytes transmit
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time interval larger than this item value.(in milliseconds)

MTU TCP Max packet length

3.8.2 Action for data send fail
When data send to server fail(there are not response from server),IP modem
will take a failed action after setting delay.

Action for Data Send Fail

Ee—=zend Int. (M) |1|:II:I|:I | RFe—zend Times | |

Failed Aeotion tl]ial hzain | - |Dela:,r Before hetion |2|:I |

Re-send int The time interval if re-send fail

Re-Times The max times of sending data failure

Fail Action You can decide what action to take if sending data
fail,including Dia again ,reconnect,reboot.

Delay before The time delay before Modem takes actions if sending

action data fail

3.8.3 Other Parameters

Others
SHS Centerl | Heartbeat Int. (=] |EEI |
SMS Center The local SMS center number. It should set according to

the local operation.

Heartbeat Int.(s) | Time interval sent heartbeat packet. (in second)

3.9 Device Manage

3.9.1 Device Manage Center Parameters

The IP Modem send device status information to the Device Manage Center.
The information include network signal, network status, traffic flow and so on.
The Device Manage Center also query and configure the device parameters.

Dewice Manage S5etting

Dewice Manage tEnable | - |
Dew ID For Manage | | Frotocol [TCP | v]
Service Address 12042 48.95 | Fort |44002 |
Device Manage Enable or Disable
Dev ID For Device ID for manage center. 8 character
Manage
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Protocol

TCP or UDP

Service Address

manage center server address

Port

manage center server port

3.9.2 Manage by SMS
Configure the IP Modem by SMS

S5E5 Hanage

SMS Configure Enable ||

Configure Fasswerd |12345E| |

Managze Phone Ho |

SMS Configure

Enable or Disable

Configure
Password

The password for SMS Configure

Manage Phone
No.

If it is empty, any number can configure the IP Modem
Parameters. Otherwise, only the "Administrator Number”
can configure the IP Modem Parameters.

3.10 Operation

Common operations

SIM Check Signal TimeSetting Loz Factory Ver Info
Reset IMET
SIM Check To check if simcard inserted or install ok?
Signal Inquery the signal strength of simcard network
Time Setting Synchronize local time
Log Read log information of IP Modem
Factory Factory the IP Modem’s parameters
Ver Info Query the version of IP Modem
Reset Reset modem to factory
IMEI Inquery IMEI of IP Modem
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Chapter 4 Application Case

4.1 Modem connect to data center

In this application,the client can communicate with the server side by gprs
network.

IP modem configuration

Configure server IP and port:

Configure

Worlk Mode Data Center | Serial Fort IO | Tial | Global Faram Device M & =

Data Service Center Settings

Data Center Humber Il | - |
Main Center |27.154.58.226 | Fort 9136
Backup Center |27. 154.58.226 | Port |9136 |

Fill in the APN from your simcard provider:
Configure

Work Mode Data Center Serial Port I/ | Dial | Global FParam Device M & -2

PFF Dial
Di alHo | #0294 | QueryHetMode | |
APW | 3zmet | UserHame | |
Password | | PFF Auth WT0 [+
net mode ATD [+ |

Repower modem,wait it connected to server.
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SYFETI Sl

Press s’ key contiuously to enter configure program
diu enters protecol mode,

Now siart at proc Max AT Command RetryAl Proc Error

name 27 154 58 226
Connect to 0 27.154.58.226:5248 ...

Connected |

ir O mbmdclen T mnd MW ——

V10228, 18.50Resolving server

i

Then you can send data to test the communication between modem with data
sever(here use Netassit software to simulate data server)

Cutpud Info

FR115200
oK

~A00E:PROT
oK

~aCTLAUTD
oK

0K
Resetiing ...

System slared
Press s’ key continuously %o enter configens program
o erers protodol mide.
Moww start at proc Max AT Command Retnypd Pro
Al Proc Secoess'Pop disd suce, God ipAddr 180
mame T 154 88 208

Conngct b D 27 154.58.206:9246 ..

Datn

: Bl b (R RA
T || R
RN R
TP Seewei

(2} miedat L
192.168.10 163 |

(3 WO E

Inl.'h.u IS SETOTL

I EtsiEgsEE ||
I #EErEE :: iz hhi-N | M1 Conneetions

ez, 1 ocan hewr you ]

4.2 Remote management platform

Four-Faith provide RMS for customer to manage device,you need enable Device
management setting in modem,do simple configuration following the next
picture (Note that ID for platform should be same with the Device code in

platform)

Page 33 of 53



Configure

Worlk Mode @ Data Center Serial Fort I/ Dial | Global Faram Device M & —3

Device Hanagement Setting

Device Management EEna]:nle | 'l"]
ID for Flatform | 12345678 | Protacel TCP [ ]
Service Address |27 154.63.226 | Port |20117 |

You can get platform account from Four-Faith:

DTU Platform address: http://27.154.58.226:20116 (pls contact engineer from
four faith to get your own account)

Fill in username and passform to login plafform:

e @ 27.154.58.226:20116/Device/Account/Login bd S

i - [#5 Language
LA ME  Device Management

User Login

& yonghuceshi1

In Device tab,you can add your device in platform,then repower device to wait
to connected to platfrom.

" Device Management @

Overview Device Report
_ fioMove @Delete fMimport @MExport [#Operate @ Refresh B Online: 1/49/50 | Code/Name/Sim Card No | Q
= CEIE N Card | Map |
8] FER [[] State Device Code Device Name Device Model Protocol Sim Card No Operator IMEl Install Address Last Online Time
O @ 03201271 fon 18091135202 studio_berra F2X14 20 Mobile 2019-11-12 14:33:17
O @ | 00200010 leon F2X14 20 & 2018-07-05 14:19:00
O @ | 03201268 magazzinod F2X14 2.0 Mobile 2018-07-09 21:37:50
O @ | 03201270 fon_delta_tex 934 F2X14 2.0 Mobile 2019-10-31 11:29:59
O @ | 03201272 fon_alansari_5521 F2X14 20 Mobile 2019-05-06 16:25:35
O @ | 03201273 magazzinol F2X14 20 Mobile 2018-07-09 21:14:18
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http://27.154.58.226:20116,when

Add Device -Group Name[ZRHi{E{] X

should be same with the ID you set in modem

* Device Code: | 12345678 4

* Device Name: ~ F2X16

* Device Model: 72416
* Protocol Type: 2.0 v

® Mobile O Telecom ) Unicom (O

Operator: Broadband

DeviceCard: 1388885885888
Imei:
Install Address:
Latitude: 22535245

Longitude: 114.057171 +

Installation Time: 2019-11-12 14:36:51

m B Wi data ©2019 | Terms of Use | Report a map error

Tips: Drag the red icon to select a location

4.3 SMS to configure modem

You can send SMS to configure modem via mobile phone

Step one
Enable SMS Manage function in modem: set SMS sender's phone number, the
password is the one set in the modem.it can be digit or letter.

5E5 Nanage
SMS Configure Enable | - |

Configure Pazsword |123456 |

Manage Phons Ho 13396014835 |

Step two

Send SMS according to the following format:

The message starts with the symbol '<' and ends with '>"' and is without 'AT+".
Example, AT command for the main center is AT+IPAD=120.42.46.98,and the
corresponding SMS

configuration should be IPAD=120.42.46.98. Add ‘reset’ at the end.

SMS format: <123456;IPAD=120.42.46.98;PORT=5007;reset>

If set succesfully,you will receive a return SMS with Config OK:
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<123456;IPAD=192.168.10.162;POR

T=42002 ;reset>

AT+IPAD=192168.10.162:
Config ok
AT+PORT=42002:

Config ok

AT+reset:

Config ok

Detail AT command pls check in Appendix 2.

4.4 Update firmware via download tool

If you need upgarde firmware,pls contact Four-Faith sale or technical support to
get the download tool and lattest firmware file.

Download tool:

## DtuDownload.exe

Follow the steps to upgrade:
connect your laptop with modem via serial cable
choose the com and set correct baudrate, and find the firmware version you
save in
your laptop, then click download, as the following show:
&% DtuDownload 1 - X
2 3
&0: [oouo -] gwm:[ns0 || ses || [CFE e
I Boot [ (&% I B
i |D:\henry\ @it \F2x14_Standard_V5.3.5_20181108.bin ]

click to download

112 farme choose the version you want

Finally,repower modem, you can see the download progress.
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fih DtuDownload — X

0 |CDM1(] vI mﬁﬁ:[nszou v] b7} |
[T Boot [ {&F 3= ol
i {D:\henry\Elf#\F2x14_Standard_v5.3.5_20181108.bin |

57 frame,21 sec

When download is complete, you will find the cost time (21 sec).

4.5 Save modem logs

When using modem and meet any problems,you can save logs and send it to
Four-Faith technical support.

In order to get detail log information,you should set debug level to “ level
2"first:

Contigure

Work Mode | Data Center Serial Port I/M0 | Dial  Global Faram Device M & —2

Protocol Setting

Work Mode EPEJ:IT | * |
Devies ID | 123456 | Phone Ho. 13912345675
Character Escapes fi’es | - |

Trigger Setting

Trigzer Type |.|1UTEI | - |

Debug

Debug Level Eevel 2 - |I Debug Fort i:l:[h{l | - ]

Then you can reproduce the problem and save the log to us:
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Log information

iy tao

zend

0k
save
zend

0k
save
zend

0k
save
zend

Uze the extended AT commands to configwre the TP Modem
Input “ATHLIST<er>” For help.

Four-Faith IF Modem COHFIGURE PROGEAM:

Usze the extended AT commands to configure the IF Modem
Input “AT+HLIST<er>” For help.

Fouwr—Faith IF Modem CONFIGUEE FROGEAM:

Uze the extended AT commands to confimwre the TP Modem
Input “ATHLIST<er>” For help.

enter configure program.

Four-Faith IF Modem COHFIGURE FROGEAM:
Uze the extended AT commands to confimwre the TP Modem
Input “AT+LIST<er>” For help.

out: AT HMBHATI=173456 75

SUCCess
out | AT HOHHTOMANA=] copy and save log

EUGCESE
out ! AT+ITIMANATP=2T. 154, B5. 226

SUGCESE
out: AT +ITIMAHAPORT=20117

K
SAVR

4.6 Modbus Protocol for GPIO&ADC Acquisition

ot b T H R

4.6.1 The Way of Cable Connection.

Analog input

a. Single-cable: Connect the analog output of the sensor to the analog

input(ADC) of F2X16 directly.

b. Double-cable: Connect the positive of analog output of the sensor to the
input(ADC) of F2X16, and connect the ground wire to GND(PIN2) of

analog
F2114.

Digital input

a. Low

level input: Connect the input of contact switch to GND of F2x16 and
connect the output of contact switch to the digital output of F2X16(101/102).
b. High level input: Connect 3.3V voltage output to I01/102, and connect the

ground wire to GND of F2X16.
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4.6.2 Modem setting:

Configure

Wark Mode Data Center Serial Fort I/0 | Dial | Global Faram Device M & —3

101
I/01: Input | - l Protaocal bﬁcﬂ:us - |
Fort Tisable
Input
Report Type Command | |
Output
102 Indication
I/02: [Input | - | Frotocel h[-:-d]:-us | - |
Fort Ithll. | - J
Report Type Ibuer],r | - | C-:umma.ndl |

ADC Setting

ADC ADC - |
P-:nrt|.|5.]..L |'|

AIC type lv-:-ltage BV | - |

Top Limit |U | Low Limit |0

I01: Digital input/output 0---3.3V

I102: Digital input/output 0---3.3V

ADC: current input 4--20MA

*Changes can be made in hardware to make ADC as voltage input.

For IO1&I02:

Disable---- Don’t use IO port

Input--- Use IO as digital input port.

Output---Use 10 as digital output port.

Indication---When connect to data center, it will output a high level to indicate
data transmission

You can choose the port for each port:

RS232-1----The value will be sent to com1, you can check the value in RS232-1.
RS232-2----The value will be sent to com2, you can check the value in RS232-2.
GPRS----The value will be sent to net, you can check the value in data center.

SMS----The value will be sent as a sms.

RS485----The value will be sent to RS485 port, you can check the value in
RS485
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101

I/01; lInput - |

Fort |.|5J_J..

Beport Tuvpe LML

Comz

102 GIES

Taz: |96

RE485
Port

Beport Type

Protocol th:-d]:-us

Command |

Protocol rﬂ-:n:“:-us

Command |

You can choose the protocol, and you also need set the query commands.
Modbus--you can use our modbus to query the value.
Custom---you can use the command of your own.

Set modbus address in Global param:

Work Mode Data Center Serial Port | I/0 Dial  Global Param | Device B &

Data Frame Setting

Bytes Interval (M5) |EI

Action for Data Send Fail

Re—zend Int. (MS) |1000

Failed Action l]]ial Again

| - |]:|ela:,r Before Action |2|:|

Other=s

M= Center

HODBUOS

MODEUS KO |1
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4.6.3 The modbus command for F2X16 I0& ADC:

Query digital Input

To read I0O1 status(digital input)

Request: 01 02 00 00 00 01 B9 CA
Response:01 02 01 01 60 48 (I01 is high level)
Response:01 02 01 00 A1 88 (IO1 is low level)

To read 102 status(digital input)

Request: 01 02 00 01 00 O1 E8 OA
Response:01 02 01 01 60 48 (I02 is high level)
Response:01 02 01 00 A1 88 (IO2 is low level)

Notes of the modbus commands. Take the command 01 02 00 02 00 01 18 OA
for example.

Modbus Function e i 5 1 i T
aide: ot EZISIEr a h egisier numober ChecKsum
01 02 00 | o2 oo | o 18 0A

Response 01 02 01 01 60 48

Maodbus Function

addr. s bytes Register status CRC checksum
01 02 01 01 (high level) 60 48
01 02 01 00 {low level) Al 88

Set digital output

To set 101 status(digital output)

Request: 01 05 00 00 FF 00 8C 3A(set 101 high level)
Response: 01 05 00 00 FF 00 8C 3A

Request: 01 05 00 00 00 00 CD CA(set I01 low level)
Response: 01 05 00 00 00 00 CD CA

To set 102 status(digital output)

Request: 01 05 00 01 FF 00 9C OA(set 102 high level)
Response: 01 05 00 01 FF 00 9C 0A

Request: 01 05 00 01 00 00 AC OA(set 102 low level)
Response: 01 05 00 01 00 00 AC OA

Notes of the modbus commands. Take the commmand 01 05 00 00 FF 00 8C 3A
for example.
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Modbus Function : Set high/low
ddr. e Register addr. level CRC checksum
& i b o FF 0o 8C 3A
0o 0o cD CA
Query ADC

To read ADC status(current input)
Request: 01 04 00 02 00 01 90 OA
Response:01 04 02 00 64 B8 DB

Notes of the modbus commands. Take the command 01 04 00 01 00 01 60 OA
for example.

Modb Funcu
odbus unction Register addr. | Register number | CRC checksum
addr. code
01 04 00 | o1 | oo 01 60 0A

Response 01 04 02 00 B8 B9 42

Modbus | Function Htas Acquisition CRC
addr. code yies value checksum
01 04 02 04 B8 BY 42

The acquisition value in HEX. You need to convert it to DEC and calculate with
the formula below.

Current type: 3.3/1023 *acquisition value/150 *1000= (mA)

Voltage type: 3.3/1023 *acquisition value/12.1*20.16= (V)

(The acquisition value should be converted to DEC)

4.7 MQTT Test

Modem can work as MQTT client.you need set work mode in MQTT,Client ID can
be configured to the required string,username and password are from the MQTT
server (some servers dont need). Receive topic is the Send topic in another
MQTT client, Send topic is the Receive topic in another MQTT client,as shown in
the figure:
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Configure

Work Mode

Data Center Serial Port I/ Dial | Global Param Device M & -2

Protocol Setting
Work Maode h[QTT | - ]

Client ID: | IamClientId

User Name: | admin

Fassword: |paul],realm

Eeceive Topic: |I=amRe-:Tu:upic

Send Topic: |IarnSen-:1T-:npic

FEY: |

You can download MQTTBox as another client, parametersconfiguration as the
following:

- - — - — i e
MQTTBox Sdit Help

= Menu 4+ MOTTCLIENT SETTINGS @ Ciient Settings Help

MOTT Client Nams MOTT Chent ig Appand Bmestamp 1o MOTT client 197 Broker |15 MQTT v2.1.1 compliant?
11 paulveahn_id o Mo # os
Pratocal Host Clean Session? Auto cannect on app launch?
mgel { iep v || 1921689180 5658 @ Yes | Mo
Username Password Reschedule Pings? Cuete sutgoing Gof zern messages?
aamm ||| e Ma Mo
Reconnect Penod (milliseconds) Connect Timeout {milliseconds) Heepalive [seconds)
1000 30000 i}
'Will - Tepic Wil - Qes Wil - Retain Wil - Payload
FRsaLIpE @ - AEmnost Once v Mo

m pekls

Clients will connect to MQTT server if parameters are configured correctly,you
can send data to test communication from MQTT Box:

The send topic of the MQTTBOX is set to the Receive topic of the terminal, and
the Receive topic is set to the send topic of the modem, and data can be sent to
each other at this time. As shown below:
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 SSCOMVS13.1 B8] i n + 52502 A200R S
!——I - ‘' MQTTBox

| MOTTBox Edit Help
44, 30, 54: J0RE- 3120, 42. 48 90: 5656 ] [FSH, ACK]Suqe0594 Ack=114B000T94 vnd=5829 1. .
i 5 1 e . =i = Menu - @ Add publisher &) Agd subscriber -]
[09:45:15. 441 Ijr =4 [10-33:511[10. 44 30 54- S C-120, 42 a6 56: SE5A] [FSH, K] Saq=11)
it a | A1 . maitsi/aes.1es.9, 1m0 sesE
ih ek ®
10. 44,30, 54: 33266120, 42, 45, 98:5656] (ACKIS 0625 Ack=1148900756 wndS0S len=0 Topic to publish i
784519, sermgendsmmesCl [
[ 45.19. 150}%22[;0 :‘n 95]1: fron 2301 lamRec Topic |
30 30 30 73 65 6F 64 |===25undsszss ====sends====
dita to uﬁl 131 5 UL e b STETHRE L
13 L ta Lam L
e Taace ‘51.‘ Qos
lew L Lan=31 . #
!E 4430, 54: 33266~ 1120, 42, 46 9856561 [FSH, ACKISeqmS625 Ackel14B5007T98 wnd=5925 Lenfl 1 - Alleast Once v qos - 1. retain  false, cmd . publsh, dup © faise 1
opie | lamSendTopic. messageld - 32843, length
45: -3 < . :
E.s.su;:ﬁlllu:—:[lu 33:551[10. 44 30 54 2120 42 46, 96 56551 [FSH, ACKIS e 110 - ! 29, Raw payload : G1616161115101 110100616
02 3 e o 1616161
| a
109:45:21. 01014 110, 44. 30, 54: 33266~ 2120, 42, 48, 905658 (ACK]Seqe005h Ackeitapoonfy | Payload Type
[06 4. ﬁl:_!gl_‘&;;“g S Mo OO B L8 Bty B0 dConidatl Sirings { JSON { XML / Characters .
[10:34: 127+ . {helio’"world}
109 :45: 40 W]I&‘-—Qllo 34151010, 44 30. 54 33089120, §2. 46, 961 56581 LFSH, ACKISeq=11[|
client 0 recv lem 24 Payload
tl 15 00 0B 48 BL D 52 65 63 54 6F 70 0. TaaBacTsp
gt publiz: TusfiecTopic, data len 8 T
132 33 34 35 36 3 30 30 [123458780 123456790
[DiraToCon Len & mask OxT
HAIUTSOCIL (L A A oA o AR | (it MKl A o adfl
(103483084 M08 420, 4248 . MY ACK i SERE -1 AOARY v - 873 1. o
L
;:WMHBEIEHEE&!EIE!TD |D . TasBacTap
1123456790
Publish
123455790
p Topic, qos:1.
i
123456730

4.8 MTCP/MRTU

When modem work in MTCP/MRTU mode,can support converting data from
modbus RTU to modbus TCP. This working mode is based on PROT
mode(transparent transmission)

Confizure

Work Mode | Data Center Serial Fort IO | Dial | Global Faram Device B & =3

Protocol Setting

Worlk H-:u:l% CFMETU - I

Deviee ID | 123458 | Phone Ho. 13912345675

Character Escapes |"1’e5 | - |

Modbus RTU frame format:

Error Check

Slave ID:
1 bytes, used to identify modbus frame transmitted on the TCP/IP stack
Function Code: 1 bytes, coding range 1-255

Data:
N*1 bytes, length and content are determined by the type of Function code
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Error Check:
2 bytes, CRC check, used to check whether the received data is correct.

Modbus TCP frame format:

- Modbus TCP/IP ADU >

MBAP Header:
7 bytes, Modbus application protocol header. used to identify the modbus
frame transmitted on the TCP/IP stack.

Function Code:
1 bytes, coding range 1-255
Data: N*1 bytes, based on the types of the function code.

MBAP Header:

- Modbus MBAP Header >

Transaction ID:2 bytes, Modbus request/respond transaction identifier.
Protocol ID:2 bytes,0=Modbus protocol

Length: follow-up bytes, include Unit ID and data field

Unit ID:1 bytes, the ID of remote slave station

Example 1:

Modbus TCP(Data Center send to modem):

00 01 00 00 00 @8 01 04 00 00 00 01 (06 length, 01 is modbus address, 04 is
function code, 00 00 00 O1 is the register start address 2 bytes + the number of
registers 2 bytes)

Modbus RTU(recieve in serial port of modem):

01 04 00 00 00 01 31 CA (31 CA is CRC code)

Response data from serial:

01 04 02 00 B8 B9 42 (02 is length, 00 B8 is data)

Data center will recieve modbus TCP data:

00 01 00 00 00§88 01 04 02 00 B8 (05 is data length)
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Example 2:

Data center send: 00 01 00 00 00 . 01 04 00080001
Dispaly in serial: 01 04 0008 00 01 BO 08

Response in serial: 01 04 04 00 08 00 B8 7A 34

Data center recieve: 00 01 00 00 00 07 01 04 04 00 08 00 B8

The communication test as the below picture:

ujwwwmujunwwwm FEREHE = s, =
aTolan les 8 mazk Ox7 W ilmIsT C20L6-11-08 10:13.59.1T4J FE

(001748, 384 1+ [10. 141195 50 35006~ 1120, 42 4B %5550 J [ACK]Sequ8S30 Achy | BEHE BERL {00 Dk &4 T3 FB DO

DE Z2]get time omt'val O

T
A0 L BErite modbus ﬂ,m {|o0 ow 8D C3 56 00
L 04 00 00 00 01 31 CA

L
1 00 00 OO OS 01 04 02 00 B3
EtUIlJ 195 £ 35905~ 2120 42, 46, 98 56501 [F=H,

@ ximmo ]¢

Hu\u\u (Hrite modbas data I~ WEEERT [Beceive from 117, 132 182 242 | 10T45] ¢
| 040000 00 0031 h Jociiits [20le-1108 IS BE5ITER HEZ I B AN LB UT BN ®

; [20iE-11-08 10: 1601275100 DI 00 00 00 06 OF A4 00 00 00 0
[10:17: 46 ‘fus]ﬁ-—g[”-ﬂbﬁﬁﬂ [Recsive From 117 122 195 239 - 225647 ¢
|| C20ME-11-08 10:17-42-383TE 88 34 12 31 33 3931 32 3 M 35 3 W W

bioco ot '[2013—11-0&1[1ln-amimmmmmcsmaqm!wm

":: SE =TT I TTy———

l‘ RTS F DTR EREEE: |115200 (o 0 1

i
fi ) o= TR 1 TR
:ﬁm 1311 RET-Thr endsh S PERF B 2 BF R DB E L8 o I

wvew.dania com |5:36 R:30EJE  |COMS E4TFF 115200bps 8,1 Nond L& S5

'ﬁﬁl—w 1(:301000000.;1‘[01000:0001 | i |

EE oo | ko wow Etal

Page 46 of 53



4.9 HTTP Protocol Test

Modem can work in HTTP mode,HTTP request mode you can choose GET or
POST.as the following setting.
You need configure data center address before test.

1 F-IN100 ConfigureTool ¥1.0.0 sl

Serial Configure

Work Mode | Data Center Serial Port I/  Dial Global Faram  Deviee M & =

ton  GEREEE e =
Protocol Setting
[ = Beg Work Mode HITP [=
HITE Request Moda: [ET =)
E Other GET
1 E 1 Trigger Settin FOST
- Language ;nglish 1= Clear P —
‘ Log information
Debug

=ms Phonel Ho.: 2
=ms Phone2 Ho.: E Debuz Level Level 2 =] Debug Port COML =
st Thongzille Level 2 | v o |
sms Phoned Ho.:

. |sms PhoneS No.:

sms hex: O

smeibachipobuneh ol Clear Serial Buffer floze =

Encode Hex SMS:0

Dtu Ho Receive Time:0

Grps disconmet To Trigger Mode: O

Bind Server’ = Port:0

25 password: 123456

IS ID: shedefge

Enable IDF Log: O

¢ net mode: O
HTTF Request Mode: 1

© |MRTT Client Id:

MATT User Name:

{MQTT Fassword
MATT Receive Topic:

i |MQTT Send Topic:

MQTT Product Key

. |Clear Serial Buf: O

Dev SH:

Tevice Type: FZxlé

Other

0K b ; quit Save LoadParan Restors Backup

POST mode:

If Modem dial successfully and connected to http server, Serial data will be
packaged with HTTP format then sent to the server.

HTTP data:

POST HITP/1. 1

Host: 120. 42. 46. 98:5650

User—Agent: Go—-http-client/1.1

Content—Length: 9

Content-Type: application/json

6666666

After sending data,modem should recieve response within 5 second,respond
format as:
HTTP/1. 1 200

0K

When modem recieve data,will transfer application data(OK) to serial port,as
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the foIIowing figure show:

onoect Lo 12042 48 55 55
[10. 5 L2, 162 E4044- 2120, 112 48, 5880] [SYH]Saq=0500 Aek=0 wnd=814d len=d

[20:58:54. 11s1l&-—¢[2L 47261 [10. 5 lee. 52 BADA44-120. 42, 48, % 5550] [STH, ACE]S|
franiin Lan 4, top lan 24, Lephdr len

(3
E=

[20:56: 57 41914 [20-47: 291010, 5 162, 152 64044412042 46 % 55501 [F5H, ACK]S
irecy http reply ok

racy body @

B ) e e e ) B 11
DatalsCom len B mask Oz7
FEFITTT|

[30:56.57. 466 Jifr+4# [10. 5. 182 182 64044~ 2120 4248, 86 5250 ] (ALK,

[20 5658 430l [zL 4T
vs_wbor_free. 3F . (LEEERSC, I
TH075" 162 1627 £A044-5150, 43, 4058 50501 (PTH, ACKISag-60A Acke0T13050658 wnd Do

[20:55: 00, G761~ [20-4T: 331010, 5 162, 152 BAD44-120. 42 46 9855501 [ACK]S

: M_I A

|111neead

HESEA
1 R

J 19,000,

L 1]

B l_w‘

¥ B0 | Centent=Length; O

Conmtent=-Type: applicatiossjxen

[Reraive Erom 117 132 19176 © B3E75] @

0z 04 0 50 Jo.cn ! @ BRI [2008-11-07 20;58:43:0437 FOST  MTTE/1.1
g‘ r{‘lz . Kext: 120 42, 46, 585550
ag Len &
5 50 (83 HERR Baer—hgent: Go-htty-clisstil, |
o110, 5 pik, 162 E4044-T120. 42 4B G SEE0] [PEH, ALK]S4q=0000 Ack=ETI3850014 wnd=E14] ™ BT Centent=Length, O
am‘ 1 5 RF H#E” Contant-Typs: spplicationizan
[20:56: 55, 607 -4 [20 4T 27] [10.5. 162, 162 BA444-100. 42, 4B 95 5850 ] [ACE]S gt i +;HMB'T:
[20:58:55. 561~ [20 4T 261[10.5. 162, 152:64044-120. 42, 46 98- S8SO1IFSH KIS | — mimpm s DRacaive Brom 117,132,101 78 - 638827 ¢
[20:56:55. 964 ]ifr+—4 [L0. 5. 182 182 64044~ 2120 42. 48, 065850 [ACK]Taq=RE44 Acke=2T| STl EEET La008-11-07 20:56:55 1841 FOST  MTTR1. 1

Mest: 120 42, 46, 585650
Brsr—hgest  Go-htty-clieatfl 1
Comtunt=-Longth! &
applicatioss jxon

Contant=-Typs

el

Smeim | ML Connectians -

HTTESL. 1 200

ik

FERRA

IRERRRARAY)

[ﬁﬂﬁm EEe ] *nm--au-pmwmnmmmm e i

GET mode:

HTTP data:

GET 6666666 HTTP/1. 1

120. 42. 46. 98:5650
User—Agent: Go—-http-client/1.1

Host:

[ EEE osd | Wl oS Eiis]

If data send to server successfully, modem aslo will recieve”ok” in serail port,as

the following figure show:

LLU. LUD. 11, £30. 2301 ~/LEU. %E. W0, B0 J0U) LTI, KLAJIEG-00UE NCR-CW00£00 100 VOO-DIYE LED-1T
5

[06:52:50. 03z W4 [09:46.24] [10. 108, TT. 238.53027<-120. 42. 4. 95: 5550] [PSH, ACE]Seqe2485261169 Aok=g
[08:59: 50 230 @ (0% 45250000 108, 77, 236 53272120, 42, 46, S8 SO ILACK]S =858 Ack=2485281200

[08:59.51. 2130+ [02. 46261 [10. 106. T7. £38-53027<-120. 42. 46 59: 55501 [PSH, ACE]SeqrE4E5261203 Aok
frece http reply ok

recy body

b1 31 31 51 51 31 31 31
MataToCon Lon & mask OnT
LLIILILE[LO. 106, T7. 239 3027~ 7120, 42. 46. 96 5650] [WCE]Seq-6560 Ack=2495E51213 wnd=6120 Ler=d

[m 50:52. 225 i+ [00: 4627 Jhetp ncv n)(
¥3, mbox_free, £££330c, 0), pR:l
Tlo-i08 77, 250 Bater->120 2 46 46 sisort [m ACKISeq=5538 Ack-Z485281213 vnd=5120 lensll

[06:58: 54 aTOMr+# (09 45:29] (10 106, 7T, 238- 53027 <-120. 42. 48. 53 5650 [ACK)Seq=2405281 215 Ack=0569

sogwn | e _mwee | it | | A
02 (oM TTER USB-te-Sevial © v r nmh— ﬂ;m; = Wnﬁl}‘{# I mzts r Eﬂ!ﬁll
@ xiwn|e  EsE0UE|
I” RS I DTR B [115200

™

[TESIRTE T

I gEmbEs L2010-11-08 06 56377531 GET AeBARBasivun, KT/ 1
— | [Most: 12042 48.96:5650
|| P
[Receive Eron 223. 104 255.204 - B1205] ¢
£2018-11-08 08-59:44:129 1 GET B6GSESSXIDY0A HTTRS1 1
fost: 120 42.46.98.5850 !
Uzer—dgent: Go-http-client/l.1 i
BEELE [Recsive fron 223104 255 204 - A197] :
; [2013-11-08 05:59:4%: 447 ] GET 6565665 ,ﬂ'ﬂ.-’l 1
[ BRSHITER. | e 100 42 46 65850
[ =Fr Frer—Agant: Go-http-cliemt/1.1
[ REFEES
I~ HitrliEeE -
I FHERENER TS | A1 Connsetions 2
BEAR 100 ¥ Gy 200 .
bacs T T ik
| | e
Lo b Eik 208 | Wl om0 Hinits]

If no data is sent, modem will send an HTTP request packet according to configured interval. The

format is the previous format, but the application data is missing. Such as:

GET HTTP/1.1
120. 42. 46. 98:5650
User—Agent: Go—-http-client/1.1

Host:

4.10 Clear Serial Buffer

If enable Clear Serial Buffer function,the serial data will be cleared until modem

connect to data ceneter.
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Configure

Work Mode | Data Center Serial Fort I/0  Dial | Global Faram Device M & =3

Protocol Setting

Work Mode MICEAMETU | = |

Device ID |123456 | Fhone No. |13912345673

Character Escapes |"1’e5 - |

Triggzer Setting

Trigzer Type IMJTEI - |

Debug

Debug Level I]..evel 2 - | Debug FPort E- i1 - |

Other

Clear Serial Buffer |open -
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Appendix 1

The following steps describe how to make IP MODEM enter configure state with
the Windows XP Hyper Terminal.

1. Press “Start”">"Programs”->"Accessories”>"Communications”>"Hyper
Terminal”

Connection Description

[ OF. H Cancel ]

2. Input connection name, choose “"OK”

3. Choose the correct COM port which connect to IP MODEM, choose “OK”

Connect To

Enter detailz for the phane number that pou want to dial:

Country/region:

Area code: | 123

Phone nurmber; | |

Connect uzing: i COk1

[ OF. H Cancel ]
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4. Configure the serial port parameters as following, choose “"OK”

Bits per second: 115200
Data bits: 8

Parity: None

Stop bits: 1

Flow control: None

COM1 Properties

Part Settings |

Bits per second: | 115200 v
Data bit: |8 |
Farity: |N-:-ne v|

Stop bits: |1 v

Flow cortrot. | [EER - |

Restare Defaults

0k ][ Cancel J’ Apply ]

5. Complete Hyper Terminal operation, It runs as following

& ff - HyperTerminal
File Edit Wiew Call Transfer Help

De &3 05

Connected 0:00:06 futo detect | Auto detect SCROL CARE UM
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6. Re-power IP MODEM, put mouse focus on the Hyper Terminal and press
“s” key continuously until IP MODEM enter configure state as following

“& ff - HyperTerminal
File Edit view Call Transfer Help

D @ & 0B

System started!

Press 's’ key continuously to enter configure program.
Four-Faith DTU CONFIGURE PROGRAM:

Use the extended AT commands to configure the DTU
Input "AT+LIST<cr>” For help.

Connected 0:00:46 Auto detect 115200 8-N-1 i NUM

7. IP MODEM has entered configure state, you can configure the parameters
through AT command.
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Appendix 2

AT command for DTU setting:

AT+APN=<apn> Set Access Point Name

AT+CENT=<center no.> Set Center call number
AT+USERNAME=<user id> Set PPP Authentication User

Id

AT+PASSWORD=<password> Set PPP Authentication

Password

AT+SVRCNT=< Total Servers> Set Total Servers

AT+IPAD=<Server's Ip Address> Set Server's Ip or Domain
AT+IPADn=<Aux Server's Ip Address(n=1,2..4)> Set Other Server's Ip or
Domain

AT+PORT=< Server's Port> Set Main Server's Port
AT+PORTn=<Other Server's Port(n=1,2...4)> Set Other Server's Port
AT+IPSEC=<Secondary Server's Ip Addr.> Set Secondary Server's Ip
AT+PTSEC=<Secondary Server's Port> Set Secondary Server's Port
AT+IDNT=<8-digit Hex ID No.> Set modem's ID number
AT+MODE=<Work mode> Set Work mode

AT+DEBUG=0/1/2 Set modem's debug level

AT+POLLTIME=<Poll time seconds.> Set heartbeat poll time .
AT+DNSSVR=<Dns Server's Ip.> Set Dns Server's Ip.
AT+DNSSV2=<Second Dns Server's Ip.> Set Second Dns Server's Ip.
AT+DNSSVRn=<Dns(n) Server's Ip.> Set Dns(n) Server's Ip.
AT+TCPACT=<Tcp Conn Act Poll Seconds> Set Tcp Connection Act Poll
Seconds.

AT+CTRLNO=<Control Phone No.> Set Control Phone No.
AT+SMSDPSWD=<Smsd pasword.> Set Sms Daemon

Password.

AT+STRAIGHT=0/1 Set deliver server's data

directly.

AT+QUIT Quit the at command config

program.

AT+RESET Reset the system.

AT+FACTORY Load the factory setting.

AT+VER Check SoftWare Version.

AT+IPR Set Serial Port Baudrate.

AT+CONNRGST Set Custom Register info

AT+LINKRGST Set Custom Keep OnLine info
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