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Safety Precautions
Before getting started, please read the following important safety precautions.

1.

Be sure to ground yourself to prevent static charge when installing any internal
components. Use a grounding wrist strap and place all electronic components in any
static-shielded devices. Most electronic components are sensitive to static electrical
charge.

Disconnect the power cord from the GOT315W-521-PCT series prior to any installation.
Be sure both the system and all external devices are turned off. Sudden surge of power
could ruin sensitive components. Make sure the GOT315W-521-PCT Series is properly
grounded.

Do not open the system’s back cover. If opening the cover for maintenance is a must,
only a trained technician is allowed to do so. Integrated circuits on computer boards are
sensitive to static electricity. To avoid damaging chips from electrostatic discharge,
observe the following precautions:

° Before handling a board or integrated circuit, touch an unpainted portion of the
system unit chassis for a few seconds. This will help to discharge any static
electricity on human body.

. When handling boards and components, wear a grounding wrist strap available
from most electronic component stores.

Trademark Acknowledgments

Axiomtek is a trademark of Axiomtek Co., Ltd.

Intel® and Pentium® are registered trademarks of Intel Corporation.

Windows 10, Windows 10 loT Enterprise are trademarks of Microsoft Corporation.

Other brand names and trademarks are the properties and registered brands of their
respective owners.



Table of Contents

DS C A M BT S e e e i

Safety PreCaUtIONS . ... ii

Section 1 Introduction....cccceeeeeeeessssssssnnnnnnnnnnnnnnnnnnnes 1

11
1.2
13
1.4
1.5

General DESCIIPLIONS ...t e e e e eeaanes 1
SPECITICALIONS ..o 2
Dimensions and OULHNES ..o 4
7@ 10 ) 1 =3 6
o] o T 13 S 7

Section 2 Hardware and Installation ........cccceeeeeeeeee 9

2.1
2.2

2.3
2.4
2.5

T F=T o [ I Y/ 0 U | S 9
Jumper and ConNector SEttiNgS .........uuuuuuiimiiiiiiiiiiiiiiiiieianes 10
221 Restore BIOS Optimal Defaults Jumper (JP4).......cccceiviiieeiiiiieeiiiieeees 10
22.2 Auto Power On JUMPET (JPB) ...ccouveiieiiiiiie it 11
2.2.3 COM POIt CONNEBCION.....ccciiieeieeeeeeeee e 11
Ethernet CONNECTON ......oociiiiiiie e 12
Mounting Methods ... 13
Hardware Installation ... 15
25.1 INSEAIlING @ HDD ... s 15
25.2 INSEAlliNG @ DRAM. .....ciiiiiiiiei i 16
253 INSEAIING @ CPU..ciiiiii e 17
25.4 Connecting the Power INput............cccoooii 18

Section 3 AMI BIOS Setup Utility.......cceeeeeieiieeeens 19

3.1
3.2
3.3

3.4

NaVIQatioN KEYS ....coii et 19
MaIN MENU ... 20
AAVANCEA MENU ..coiiiiiiiiiiiiiii it 21
3.3.1 178625 Super 1O COoNfIQUIALION ........coouiiiiiiiiie e 22
3.3.2 HArdware MONITOT .........uuviiiiiiiieiiieie ettt 24
3.3.3 TruSted COMPULING «.eeiueeeiieiiiieie ittt st e e e e et e e e e 25
I N @ o I ST 1 1] T T PO U PP UP R PU PR 27
3.3.5 CPU CONFIQUIALION.......uiiiiiieiiiiiieiet ettt e e e e e eeeeeas 28
3.3.6 SATA CONfIGUIALION.......uiiiiiiiiii e 29
3.3.7 PCH-FW Configuration..........oouiiiiiieeeee et 30
3.3.8 USB CONfIQUIALION ....cueiiiieiiiiei et 30
ChiIPSEt MENU...ouiiiiii e e 31



3.4.1 System Agent (SA) Configuration...........cccuvreriieeeis i 31

3.5 SECUNTY MENU...uiiiiiiiiiiiiiiiitiii e 35
3.6 B OOt MBINU e 36
3.7 SAVE & EXITE MEBNU .o e, 38
Section 4 Driver and Installation........cccceceenenneeees 41
4.1 Operating SYSIEIM ... e 41

411 (B VTR O D 0] a1 (=Y o | SRR 41
4.2 TOUCKH SCIEBN ... e, 42

Appendix A Watchdog Timer....cccceemsnmsnmsnnsnnsnnsnnsnnsns 43

A1 About Watchdog TIMer ......cooiiiiiiiie e 43
A2  Sample Program ... 43

Appendix B IAMT Settings ...ccccmemmsnmmsmsnssssssnsssnnsnnns 49

B.1 ENtering MEBX.....ccooiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 45
B.2 Setand Change PassSWord ........ccoooooviiiiiiiiiiiiii e 45
B.3  TAMT SENGS cooiieeeiiii e aaaa a7
B.4  IAMT WeED CONSOIE....iiii e 50

Appendix C TPM SettingS..ccccremmmsmmsnmmsmsnmssnssnsnsnnsnnss 93



This page is intentionally left blank.

Vi



GOT315W-521-PCT User’s Manual

Section 1
Introduction

This Section contains general information and detailed specifications of the
GOT315W-521-PCT, including the following subsections:

Figure 1-1 Front panel of the GOT315W-521-PCT

General Descriptions
Specifications
Dimensions and Outlines
I/O Outlets

Packing List

1.1 General Descriptions

The GOT315W-521-PCT adopts a 15.6-inch WXGA TFT LCD with 400-nit brightness and
support the 8th Gen Intel® Core® Processor Coffee Lake-S i5-8500T(Tj 100°C) or
GS5400T(Tj 100/88°C), up to 35W, providing excellent computing performance and thermal
resistance. This fanless platform is especially designed for operation under a harsh
environment including steel refinery, oil pipe, ship, machine maker, and many more. Having
abilities below surely makes GOT315W-521-PCT a most robust and cost-effective solution.

° Design for extended operating temperature range and ingress protection

The GOT315W-521-PCT is featured by a technology to sustain extended operating
temperature range between 0°C and +50°C by incorporating compact ID and fanless cooling
system with 8th Gen Intel® Core® Processor Coffee Lake-S i5-8500T(Tj 100°C) or
GS5400T(Tj 100/88°C) up to 35W. It also adopts an IP65 front bezel to protect itself from liquid
and dust. These designs help make the system a power-efficient solution.

° Reliable and stable design

The GOT315W-521-PCT- is specially designed for vibration-prone environments, best for the
transportation (vehicle, railway, marine) and industrial machinery markets. To suit the need of
high capacity storage, the GOT315W-521-PCT can work in operation mode under 1.0G
(10 ~ 500Hz) with a patent of anti-vibration design. The design behind the patent has improved
the system reliability and sustainability. (Note: Sometimes heavy-vibration may cause the LCD
screen to flash in white color; however, it won’t affect the function of the product.)

Introduction 1
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° WLAN antenna supported (optional)

The GOT315W-521-PCT comes with 2 Mini Card slots as an add-on option to connect a
wireless LAN card under 802.11 a/b/g/n protocols, or with other 3G/GPRS applications, etc.
These slots also come with 3 optional fixed rotational WLAN/3G antennas for wireless network
connection.

. Multi-Touch PCAP touch with 3H surface hardness

The GOT315W-521-PCT is designed with a user friendly multi- PCAP touch. Users can
operation it with direct touch. The surface hardness is up to 3H, good for applications of
anti-scratch purpose.

. Other features

The GOT315W-521-PCT utilizes one 260-pin DDR4-2133/2400 SODIMM system memory up
to 32GB at the maximum, one 2.5” wide temperature SATA HDD/SSD. It provides a full set of
I/O including RS-232/422/485, USB 2.0, USB 3.0, audio (line-out), HDMI out, DP out, VGA out,
and Gigabit Ethernet. Additionally, this slim unit supports panel mount as the standard
installation, as well as optionally wall mount, VESA mount and desktop stand mount.

1.2 Specifications

Main CPU Board

e CPU

e 8" Gen Intel® Core™ processor up to 35W
> Coffee Lake-S i5-8500T Tj 100°C
> Coffee Lake-S G5400T Tj 100/88°C

e System Memory
> 1 x DDR4 2133/2400MHz SO-DIMM socket
> Maximum memory up to 32GB

e BIOS
> AMI UEFI BIOS

I/O System

e Standard I/O

1 x 9-pin D-sub Male / Via cable(option) for RS-232
1 x COM for RS-232/422/485

2xUSB 2.0

2xUSB 3.0

1 x Switch for power on/off

1 x HDMI output

1 x DP output

1 x VGA output

VV VYV VYVYYVYYVY

e FEthernet
> 2 x RJ45 for Gigabit Ethernet (Intel i211AT)

e Audio
» 1x Line-out

2 Introduction
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e Expansion
> 1xM.2Key E slot
> 1 x Full size Mini-card slot

e Storage
> 1x2.5” wide temperature SATA HDD/SSD (support 7mm and 9.5mm, removable)

e Power connector
> 1x Phoenix power connector for DC power input

System Specifications

e 15.6” WXGA (1366x768) LCD with LED backlight
o Projected capacitive multi-touch

e A design of fanless heat dispensation

e |P65 aluminum front bezel

e Storage:
> 1x2.5” SATA HDD/SSD (support 7mm and 9.5mm, removable)

e Weight(Net/Gross)
> 6.5 kg(14.3 1b)/8.5kg(18.7 Ib)

e Dimensions (of the main body)
> 396.8 mm (15.6") (W) x 53 mm (2.08") (D) x 247.1 mm (9.73") (H)

e Operating temperatures
> 0°Cto 50°C(+32°F to +122°F)
e Relative humidity
> 20% to 90% @ 40°C, Non-condensing

e System power input
> DC power input : 24VDC with small Phoenix power connector

A NOTE: All specifications and images are subject to change without notice.
The performance of the system might be adversely affected at an operating

temperature above 40°C.
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1.3 Dimensions and Outlines

Below shows the dimensions and outlines of the front panel of the GOT315W-521-PCT

Front dimensions: 396.8 mm (15.6") (W) x 53 mm (2.08") (D) x 247.1 mm (9.73") (H)

JTUULUUULATIUULL T &
e & S l

o
T T

N
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Diagram 1-2 Back outline of the GOT315W-521-PCT

i g \ b 3\
| y°
| le |
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Diagram 1-3 Cutting-out dimensions of the GOT315W-521-PCT

410
385.6-0.0

CUT oUT

Cut out dimensions: 385.6 x 236.9 mm

2oy
J" NOTE: The limited of wall depth is 9 mm in panel mount.
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1.4 1/O Outlets

Please refer to Figures 1-2 and 1-3 for I/O locations of the GOT315W-521-PCT.

Figure 1-2 Bottom view of the GOT315W-521-PCT

. -4 o ot
I. = - =
y Yy vy 4 A, ¢ v
2 3 4 5 10 12 13 1
No. Note. No. Note.
1 Power button 8 2x USB3.0
2 Phoenix Small type connector 9 2x RJ-45 for Giga Ethernet
3 Grounding hole 10 | 1x COM for RS232/422/485
4 Remote power switch 11 1x DP out
5 AT/ATX switch 12 | 1x HDMI out
6 1x 9-pin D-sub / Via 13 1x Line out
cable(option) for RS232
7 2x USB2.0 14 | 1xVGA

v

v NOTE: DP/HDMI/VGA only support one for second display
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1.5 Packing List

A complete bundled package should contain the following items:

GOT315W-521-PCT unit x 1

Driver CD x1

Phoenix connector (DC power version only)
Panel mount kit

Please contact an Axiomtek distributor immediately if any of the above-mentioned items is
missing.

Introduction 7
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Section 2
Hardware and Installation

The GOT315W-521-PCT provides rich 1/O ports and flexible expansion for users to meet
different demands. This Section describes hardware installation, including the following
subsections:

Board Layout

Jumper and Connector Setting
Mounting Methods

Hardware Installation

Power Input

2.1 Board Layout
Please follow the steps below to open the GOT315W-521-PCT unit.

Step 1 Unscrew 4 screws (see red circles in Figure 2-1) on the back cover.

Figure 2-1 Back cover

Step 2 Remove the back cover.

®;
L
E)
-~
a
-
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2.2 Jumper and Connector Settings

Jumper is a small component consisting of jumper clip and jumper pins. Install jumper clip on 2
jumper pins to close the pins. And remove jumper clip from 2 jumper pins to open the pins.
Diagram 2-1 illustrates how to set up a jumper.

Diagram 2-1 Definitions of pin settings
jumper clip open

e

close pin 1-2 close all open

12

Before applying power to GOT315W-521-PCT, please make sure all of the jumpers and
connectors are in default position as listed in Table 2-1.

123 1

23

ey
')V NOTE: Once the default jumper setting needs to be changed, please do it under power-off

condition.

Table 2-1 Factory mode of jumper settings
Jumper Descriptions Setting

Restore BIOS Optional Defaults(Clear CMOS)
JP4 . 1-2 Close
Default: Normal Operation

AT/ATX Power Mode Select
JP6 1-2 Close
Default: ATX Mode

2.2.1 Restore BIOS Optimal Defaults Jumper (JP4)

This jumper allows you to clear the Real Time Clock (RTC) RAM in CMOS. You can
clear the CMOS memory of date, time, and system setup parameters by erasing the
CMOS RTC RAM data. The onboard button cell battery powers the RAM data in CMOS,
which includes system setup information such as system passwords.

To erase the RTC RAM:

1. Turn OFF the computer and unplug the power cord.

2. Remove the onboard battery.

3. Move the jumper clip from pins 1-2 (default) to pins 2-3. Keep the clip on pins 2-3
for about 5~10 seconds, then move the clip back to pins 1-2.

4. Re-install the battery.
5. Plug the power cord and turn ON the computer.
6. Hold down the <Del> key during the boot process and enter BIOS setup to re-enter
data.
Function Setting l ol
Normal operation (Default) 1-2 close 12 3 '
Restore BIOS optimal defaults 2-3 close

10 Hardware and Installation
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2.2.2 Auto Power On Jumper (JP6)

If JP6 is enabled for power input, the system will be automatically power on without pressing
soft power button. If JP7 is disabled for power input, it is necessary to manually press soft
ower button to power on the system

Function Setting I ol

Enable auto power on “ATX mode” (Default) | 1-2 close 12 3
Disable auto power on “AT mode” 2-3 close
RV

“NOTE: Either AT/ATX switch or JP7, just only one setting is “AT” that will be operated by AT
power.

2.2.3 COM Port Connector

This connector is a standard D-Sub connector for COM1 serial port interface which is
selectable for RS-232/422/485 mode by BIOS setting (see section 4.4). The pin assignments
of RS-232/422/485 are listed in table below.

Table 2-4 Pin assignment for RS-232/ 422/ 485

Pin | RS-232 RS-422 RS-485
1 DCD TX- Data-

2 RXD TX+ Data+

3 TXD RX+ N/C

4 DTR RX- N/C

5 GND GND GND

6 DSR N/C N/C

7 RTS N/C N/C

8 CTS N/C N/C

9 RI N/C N/C

Hardware and Installation 11
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2.3 Ethernet Connector

There are two RJ-45 connectors, LAN1 and LANZ2, inside the GOT315W-521-PCT. Ethernet
connection can be established by plugging one end of the Ethernet cable into this RJ-45
connector and the other end (phone jack) to a 1000/100/10-Base-T hub.

Please refer to Table 2-5 for detailed pin assignment for LAN1 and LAN2.

Table 2-5 Pin assignment for LAN1/ LAN2

Pin é%(;%_T é(;OS/éL_OT Description
L1 Bl_DA+ TX+ Bidirectional or Transmit Data+
L2 Bl_DA- TX- Bidirectional or Transmit Data- LAN1 LAN2
L3 | BI_DB+ RX+ Bidirectional or Receive Data+ = - = -
L4 Bl_DC+ N.C. Bidirectional or Not Connected ‘QME‘ QWE
L5 | BI_DC- N.C. Bidirectional or Not Connected LLLLLLLL LLLLLLLL
L6 BI_DB- RX- Bidirectional or Receive Data-
L7 BI_DD+ N.C. Bidirectional or Not Connected LAN1 with Intel® i211AT
L8 BI_DD- N.C. Bidirectional or Not Connected

Active Link LED (Yellow) LAN2 with Intel® i219V
A Off: No link

Blinking: Data activity detected

Speed LED
B 1000: Orange

100/10: Green/OFF

12 Hardware and Installation
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2.4 Mounting Methods

There are four ways to install the GOT315W-521-PCT, namely: panel/ VESA/ wall/ desktop
mount.

The GOT315W-521-PCT provides a standard panel mount kit. It can be installed by way of
panel mount (see Figure 2-1, 2-2).

Figure 2-1 Panel mount (back chassis)

@® @® ®
®| - @ @
® @ @ @®
) e
® @ . | @ ®
| m— " § ACT 2
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Alternatively, the GOT315W-521-PCT can be installed by way of VESA mount which is in the
dimensions of 100x100 mm. Simply fix four screws to fasten the kit from the back chassis, as
shown in Diagram 2-3. Additionally, users can otherwise go for wall mount as an option, as
shown in Diagram2-4.

Diagram 2-3 VESA mount (back chassis)

14 Hardware and Installation
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2.5 Hardware Installation
2.5.1 Installing a HDD

The GOT315W-521-PCT provides a convenient swappable Hard Disk Driver (HDD) bracket
for users to install a 2.5”(support 7mm & 9.5mm ) wide temperature SATA HDD. Please follow
the steps:

Step 1 Refer to Section 2.1 to open the back cover
Step 2 Unfastening the screw to slide open. (as shown in Figure 2-5)

Figure 2-5 Open the HDD tray

»
o)

Step 3 Take 2.5” HDD on the bracket and fasten the four screws in the other side.
And plug the “SATA + Power” connector to complete the installation.
Completing installation by fastening the screw.

Figure 2-6 Fastening a HDD to the bracket and completing the installation

Hardware and Installation 15
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2.5.2 Installing a DRAM

The GOT315W-521-PCT provides one 260-pin DDR4 2133/2440Mhz SO-DIMM socket that
supports system memory up to 32GB. Please follow steps below to install a memory module:

Step 1 Refer to Section 2.1 to open the back cover.
Step 2 Locate the DIMM socket (as shown in Figure 2-9) on mainboard .

Step 3 Insert a RAM into the DIMM socket, and then push it down firmly until it is
clipped with the socket

Figure 2-9 DIMM spot

16 Hardware and Installation
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2.5.3 Installing a CPU

The CPU socket type on main board that support 8th Gen Intel® Core™ processor up to 35W
Coffee Lake-S i5-8500T Tj 100°C
Coffee Lake-S G5400T Tj 100/88°Cr

Step 1 Move the iron bar
Step 2 Open the cover

Step 3 Put CPU in the socket
Step 4 Re-chuck the iron bar

™
™
)
=]
]
™

Iron bar

JVNOTE: If user took off the CPU protective cover, please put it back protect the socket pin

when the system need to RMA shipping.

Hardware and Installation 17
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2.5.4 Connecting the Power Input

The GOT315W-521-PCT is equipped with a Phoenix type of power connector which adopts
24VDC. Please follow the signs on the power connector to connect DC power source (see

Figure 2-16).

Figure 2-16 Power connector
+: Power positive —:Power negative

)
J'"NOTE: The safety ground must be connected to ensure that the unit works appropriately.

18 Hardware and Installation
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Section 3
AMI BIOS Setup Utility

This Section provides users with detailed descriptions about how to set up basic system
configurations through the AMI BIOS setup utility.

3.1 Navigation Keys

The BIOS setup/utility uses a key-based navigation system called hot keys. Most of the BIOS
setup utility hot keys can be used at any time during the setup navigation process. These keys
include <F1>, <F2>, <Enter>, <ESC>, <Arrow> keys, and so on.

hY;

“/NOTE: Some of navigation keys may differ from one screen to another.

Table 3-1 Descriptions of hot keys

Hot Keys

Description

> € Left/Right

The Left and Right <Arrow> keys allow you to select a setup screen.

The Up and Down <Arrow> keys allow you to select a setup screen or sub

A Up/Down

screen.

The <Enter> key allows you to display or change the setup option listed for a
Enter particular setup item. The <Enter> key can also allow you to display the setup

sub screens.

+— Plus/Minus

The Plus and Minus <Arrow> keys allow you to change the field value of a
particular setup item.

F1 The <F1> key allows you to display the General Help screen.

F2 The <F2> key allows you to Load Previous Values.

F3 The <F3> key allows you to Load Optimized Defaults.

Fa The <F4> key allows you to save any changes you have made and exit Setup.
Press the <F4> key to save your changes.

Esc The <Esc> key allows you to discard any changes you have made and exit the

Setup. Press the <Esc> key to exit the setup without saving your changes.

AMI BIOS Setup Utility 19
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3.2 Main Menu

When you first enter the setup utility, you will enter the Main setup screen. You can always
return to the Main setup screen by selecting the Main tab. System Time/Date can be set up as
described below. The Main BIOS setup screen is shown below

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced chipset Security Boot Save & Exit

BIOS Information Set the pate. Use Tab to
Build pate and Time 01/22/2019 10:07:26 switch between Date elements.
Project version MANOS521 X107 H310 pefault Ranges:
Year: 2005-2099
[sat /09/2019] Months: 1-12
System Time [21:51:28] Days: dependent on month
Access Level Administrator

Board Information

Processor Name CoffeeLake DT
Type Genuine Intel(R) CPU
ot . ggun ¢ 1.5001z ==: Select Screen
epping 1l: select Item
Bl N oo Enter: Select
i stz +/-: Change opt.
SKU H310 .
Cvenhi 80 Fl: General Help
_er ng F2: Previous values
Memory Size 4096 MB e
F3: optimized Defaults
Frequency 2400 MHz

F4: Save & Exit
ESC: Exit

version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.
BIOS Information
Display the BIOS information.

System Date/Time

Use this option to change the system time and date. Highlight System Time or System Date
using the <Arrow> keys. Enter new values through the keyboard. Press the <Tab> key or the
<Arrow> keys to move between fields. The date must be entered in MM/DD/YY format. The
time is entered in HH:MM:SS format.

Access Level
Display the access level of current user.

Board Information
Display the board information.

20 AMI BIOS Setup Utility
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3.3 Advanced Menu

The Advanced menu also allows users to set configuration of the CPU and other system
devices. You can select any of the items in the left frame of the screen to go to the sub menus

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

IGCUELTLEM Cchipset  Security  Boot Save & Exit

System Super IO Chip
» Hardware Monitor Parameters.

» Trusted Computing

» ACPI Settings

» CPU Configuration

» SATA And RST Configuration
» PCH-FW Configuration

> Use Configuration

==: Select Screen

1l: select Item

Enter: Select

+/-: change opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

IT8625 Super IO Configuration
Hardware Monitor

Trusted Computing

ACPI Settings

CPU Configuration

SATA And RST Configuration
PCH-FW Configuration

USB Configuration

VVVVVYVYYVYY

For items marked with “»”, please press <Enter> for more options.

AMI BIOS Setup Utility 21
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3.3.11T8625 Super 10 Configuration

You can use this screen to select options for the Super 10 Configuration, and change the value
of the selected option. A description of the selected item appears on the right side of the
screen. For items marked with “»”, please press <Enter> for more options.

Serial Port 1~2 Configuration

This option is used to enable or disable serial port 1~2

Aptio Setup utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced
IT8625 Super IO Configuration set Parameters of Serial Port
1 (CoMA).
Super IO chip IT8625

» Serial Port 2 configuration

=+~: Select screen

11: select Item

Enter: select

+/=-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

®  Serial Port 1 Configuration

Serial Port
Enable or disable serial port 1. The optimal setting for base I/O address is 3F8h and for
interrupt request address is IRQ4.

COM Port Type
Use this item to set RS-232/422/485 communication mode

Aptio Setup utility - Copyright (C) 2019 American Megatrends, Inc.

Advanced
Serial Port 1 configuration Enable or Disable Serial Port
(com) .
Device settings I0=3F8H; IRQ=4;
COM Port Type [rs232]

=+~: Select screen

11: select Item

Enter: select

+/=-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.
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® Serial Port 2 Configuration

Serial Port
Enable or disable serial port 2. The optimal setting for base I/O address is 2F8h and for
interrupt request address is IRQ3

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.

Advanced
serial Port 2 configuration Enable or Disable serial Port
(com} .
Device settings I0=2F8H; IRQ=3;

serial Port
Disabled

Enabled

=»~: Select Screen

11: select Item

Enter: Select

+/-: Change oOpt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.
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3.3.2 Hardware Monitor

Below shows a screen reflecting the health status of the hardware in real time.
This screen displays the temperature of system and CPU, cooling fans speed in RPM and
system voltages (VCC_CPU, +3.3V, +12V, +5V, +5V standby ,+3.3V standby and VBAT).

Case Open
Switch on or off case open
Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.

Advanced
Pc Health Status switch on/off case open
System temperature T +24 °C
PCH temperature : +31 °cC
CPU temperature : +43 °C
CPU Fan Speed ¢ N/A
System Fan Speed i N/A
VCC_CPU : +1.465 Vv
+3.3v : +3.394 v
+12v : +12.408 v
+5V : +5.087 v
+5V_SBY : +5.087 v
+3.3V_SBY 43,448 v

=»~: Select Screen

11: select Item

Enter: Select

+/-: Change oOpt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

VBAT : +3.036 Vv

» Smart Fan Function

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

)
JVNOTE: For Intel® Q370 SKU, the case open default setting in BIOS menu is close.
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3.3.3 Trusted Computing

This screen provides function for specifying the TPM settings.

Security Device Support

Enable or disable BIOS support for security device. OS will not show security device. TCG EFI
protocol and INT1A interface will not be available.

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.

Advanced
TPM20 Device Found Enables or Disables BIOS
Firmware version: 402.1 support for security device.
vendor: INTC

0.5. will not show Security
Device. TCG EFI protocol and
INT1A interface will not be

+ 1 PTT .
TPM Device Selection [ 1 available.

Active PCR banks SHA-1, SHA256
available PCR banks SHA-1, SHA256

Security Device Support
pPending operation .
2i2E Disable

Enable

»~: Select Screen

11: select Item

Enter: Select

+/-: Change oOpt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

TPM Device Selection
Select TPM device:
- dTPM: External extended Infineon’s TPM

TPM20 Device Found
Firmware version: 5.62
vendor: IPX

TPM Device Selection [dTeM]
Active PCR banks SHA-1, SHAZS56
available PCR banks SHA-1, SHAZ56
pending operation None
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- PTT: Intel® built-in TPM.

TPMZD Device Found

Firmware version: 402.1
vendor: INTC
security Device Support [EnabTle]
Active PCR banks SHA-1, SHA256
available PCR banks 5HA-1, SHAZ56

TPM Device Selection
pPending operation
= g operati dron
PTT

Pending operation

Schedule an operation for the security device, see image below.
- None
- TPM Clear: Clear all data secured by TPM.

TPM20 Device Found
Firmware version: 402.1
Vendor: INTC
Security Device Support [Enable]
TPM Device selection [pTT]
Active PCR banks SHA-1, SHA256
Available PCR banks SHA-1, SHA256
Pending operation

None

TPM Clear
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3.3.4 ACPI Setting

ACPI Sleep State

When the suspend button is pressed, the ACPI (Advanced Configuration and Power Interface)

sleep state is S3 (Suspend to RAM).

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.

Advanced

ACPI Settings

ACPI Sleep State

[S3 (Suspend to RAM)]

-
11:
Enter: Select

+/-: Change oOpt.
F1:
F2:
F3:
F4:
ESC: Exit

Select Screen
Select Ttem

General Help
Previous values
optimized pDefaults
Save & Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.
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3.3.5 CPU Configuration

Intel (VMX) Virtualization Technology
Enable or disable Intel Virtualization Technology. When enabled, a VMM (Virtual Machine
Mode) can utilize the additional hardware capabilities. It allows a platform to run multiple

operating systems and applications independently, hence enabling a single computer system
to work as several virtual systems.

Below shows a page of CPU configuration with item Intel Virtualization Technology
[enable/disable] highlighted.

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.

Advanced
cPu configuration when enabled, a VMM can
. utilize the additional
Type Genuine Intel(R) CPU hardware capabilities provided
0000 @ 1.60GHz by vanderpool Technology.
b)) 0x906EA
Speed 1600 MHz
L1 pata Cache 32 KB x 6
L1 Instruction cache 32 KB % 6
L2 cache 256 KB x 6
L3 cache Intel (VMx) virtualization Technology
L4 cache .
VMX Disabled

Intel(R) Speedstep(tm)
Turbo Mode

Enabled

[Disabled]

T Select Item
Enter: Select
+/-: Change oOpt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

Intel(R) SpeedStep(tm)
Enable or disable Intel® SpeedStep. It allows more than two frequency ranges to be supported.

cPu configuration

Type Genuine Intel(R) CPU
0000 @ 1.60GHz

0 0x906EA

Speed 1600 MHz

L1 pata Cache 32 KB X 6

L1 Instruction Cache 32 KB x 6

L2 cache 256 KB x 6

L3 cache Intel(R) Speedstep(tm)

L4 cache Disabled

VMX

Intel (vMx) virtualization
Technology

Turbo Mode

Enabled

[Disabled]

28
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3.3.6 SATA Configuration

This screen allows users to select options for SATA Configuration, and change the value of the
selected option.

SATA Controller
Highlight this item to set up SATA Controller to be Enable or Disable.

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.

Advanced
SATA And RST Configuration Enable/Disable SATA Device.
SATA Mode selection [aHCI]
serial ATA Port 0 Empty
serial ATA Port 1 Empty
serial ATA Port 2 Empty
serial ATA Port 3 Empty

SATA Controller(s)

Enabled
Disabled

»~: Select Screen

11: select Item

Enter: Select

+/-: Change oOpt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

SATA Mode Selection
Determine how SATA controller(s) operate.

SATA and RST Configuration Dete
cont

SATA Controller(s) [Enabled] This
RST

serial ATA Port O Empty

serial ATA port 1 Empty

serial ATA Port 2 Empty

serial ATA Port 3 Empty

SATA Mode Selection
| AHCI

Ente
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3.3.7 PCH-FW Configuration

This screen displays ME Firmware information.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.
Advanced

ME Firmware Version 12.0.5.1117
ME Firmware Mode Normal Mode
ME Firmware SKU Consumer SKU

++: Select Screen

tl: Select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

3.3.8 USB Configuration

Display all detected USB devices.

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.
Advanced

usB configuration

USE Module Version 21

USB Devices:
1 prive, 1 Keyboard

=-~: Select Screen

11: select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.
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3.4 Chipset Menu

The Chipset menu allows users to change the advanced chipset settings.
You can select any of the items in the left frame of the screen to go to the sub menus:

» System Agent (SA) Configuration
» PCH-I0 Configuration

For items marked with “»”, please press <Enter> for more options.

3.4.1 System Agent (SA) Configuration

This screen allows users to configure System Agent (SA) parameters. For items marked with
“»” please press <Enter> for more options.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

main  advanced ERFECIA Security Boot Save & Exit

System Agent (SA) Parameters
» PCH-T0 Configuration

=+ Select Screen

11: select Item
Enter: Select

+/=: change opt.

Fl: General Help

F2: Previous Values
F3: optimized pefaults
F4: Save & Exit

ESC: EXit

version 2.20.1271. copyright (C) 2019 American Megatrends, Inc.

Graphics Configuration
Select to open sub menu for parameters related to graphics configuration.

Memory Configuration
Select to open sub menu for information related to system memory.

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.
Chipset
SA PCIe Code Version 7.0,56.48 Graphics configuratian
vT-d supported

» Memory Configuration

=+ Select Screen

11: select Item
Enter: Select

+/=: change opt.

Fl: General Help

F2: Previous Values
F3: optimized pefaults
F4: Save & Exit

ESC: EXit

version 2.20.1271. copyright (C) 2019 American Megatrends, Inc.
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Graphics Configuration

Primary IGFX Boot Display

Select the video device which will be activated during POST (Power-On Self Test).

The

secondary boot display selection will appear based on your selection.

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.

Chipset

Graphics configuration

LvDS control
LVDS Panel Type

[Enabled]

[1280x768 18git]

Primary IGFX Boot Display
AUTO
VGA
DP
HDMI
LVDS

select the video Device which
will be activated during POST.
This has no effect if external
graphics present.

Secondary boot display
selection will appear based on
your selection.

vGA modes will be supported
only on primary display.

=»~: Select Screen
11: select Item
Enter: Select
+/-: Change oOpt.
Fl: General Help

F2:
F3:
F4:

Previous values
optimized pDefaults
Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

Secondary IGFX Boot Display

After selecting other than “AUTO” on “Primary IGFX Boot Display”, the Secondary IGFX Boot

Display will show up and its options are DP and HDMI

Graphics configuration

Primary IGFX Boot Display [veal
LVDS Control [Enabled]
LVDS Panel Type [1280x768 188it]

secondary IGFX Boot Display
DP
HDMI

32
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LVDS Control

Enable or disable LVDS Control. When installing Linux OS and if DP, HDMI or VGA display is

connected to your system, make sure to set this option to Disabled.

Chipset

Graphics configuration

Primary IGFX Boot Display [VGA]
Secondary IGFX Boot Display [DP]
LVDS Panel Type [1280x768 188it]

LVDS Control

Enabled
Disabled

LVDS Panel Type

Select the appropriate LVDS panel resolution; see the selection options in image above.

Chipset

Graphics configuration

Primary IGFX Boot Display [veal
Secondary IGFX Boot Display [DP]
LVDs Control LVDS Panel Type

B0Ox600 18Bit
1024x768 18Bit
1024x768 24Bit
1280x768 18Bit
1280x800 18Bit
1280x960 18Bit
1280x1024 48Bit
1366x768 1881t
1366x768 24Bit
1440x900 48Bit
1440x1050 48Bit
1600x900 48Bit
1680x1050 48Bit
1600x1200 48Bit
1920x1080 48Bit
1920x1200 48Bit

Brightness Setting

This option appears only when LVDS panel is connected. It allows user to adjust the

brightness level of the LVDS panel.
- Range: 0~255
- Default: 255

Chipset

Graphics configuration

Primary IGFX Boot Display [auTO]
LVDS Contraol [Enabled]
LVDS Panel Type [1280x768 188it]

AMI BIOS Setup Utility
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Memory Configuration
This screen shows the system memory information.

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.
Chipset

Memory Configuration

Memory RC Version 0.7.1.72
Memory size 4096 MB
channel 0 slot O Not Populated / Disabled
channel 1 slot O Populated & Enabled
Size 4096 MB (DDR4)
Number of Ranks 1
manufacturer unknown

=-~: Select Screen

11: select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

PCH-IO Configuration
This screen allows you to set PCH parameters.

Aptio Setup Utility - Copyright (C) 2019 american Megatrends, Inc.
Chipset

Enable/Disable onboard NIC.

wake on LAN Enable [Enabled]

PCH LAN Controller
Enabled

Disabled

=-~: Select Screen

11: select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: Exit

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

PCH LAN Controller
Enable or disable onboard PCH LAN controller.

Wake on LAN Enable
After enabling PCH LAN Controller, enabling or disabling integrated LAN to wake the system.
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3.5 Security Menu

The Security menu allows users to change the security settings for the system.

e Administrator Password
Set administrator password.

e User Password
Set user password.

Figure 3-15 Security Menu

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Main  Advanced chipset E{IT48<"M Boot Save & Exit

Password Description Set Administrator Password

If ONLY the Administrator's password is set,
then this only Timits access to Setup and is
only asked for when entering Setup.

If ONLY the User's password is set, then this
is a power on password and must be entered to
boot or enter Setup. In Setup the User will
have Administrator rights.
The password length must be
in the following range:
Minimum length

Create New Password
Maximum length 2 \ ++: Select Screen
1l: select Item

Enter: Select

+/-: change opt.

Fl: General Help

F2: Previous Values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

User Password

version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.
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3.6 Boot Menu

e Setup Prompt Timeout

Number of seconds to wait for setup activation key. 65535(0xFFFF) means indefinite

waiting.

e Bootup NumLock State

Use this item to select the power-on state for the keyboard NumLock.

e Quiet Boot

Select to display either POST output messages or a splash screen during boot-up.

The Boot menu allows users to change boot options of the system.
Aptio Setup utility - Copyright (C) 2019 American Megatrends, Inc.

Main Advanced Chipset Security Save & Exit

Boot Configuration

[ —

Bootup Numlock State [on]

Quiet Boot [Disabled]

Launch UEFI PXE OpROM policy [Disabled]

Boot Option Priorities

Boot Option #1 [windows Boot Manager
(PO: TS128GSSD370)]

Boot Option #2 [windows Boot Manager
(P1: TS128GSSD370)]

Boot Option #3 JetFlashTranscend 16GB

1100, Partition 1]

Boot Mode [UEFI Mode]

Number of seconds to wait for
setup activation key.

65535 (0xFFFF) means indefinite
waiting.

=++«: Select Screen

1l: Select Item

Enter: Select

+/-: Change Opt.

F1l: General Help

F2: Previous values
F3: optimized Defaults
F4: Save & Exit

ESC: Exit

version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.
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e Launch UEFI PXE OpROM policy
Control the execution of UEFI PXE OpROM. When enabled, you may select 1219, 1211 or
Disabled as PXE LAN port.

e Boot Option Priorities
These are settings for boot priority. Specify the boot device priority sequence from the
available devices.

Main Advanced Chipset Security Save & Exit

Boot Configuration

setup Prompt Timeout 3

Bootup Numlock State [on]
Quiet Boot [pisabled]
Launch UEFI PXE OpROM policy [Enabled]

Boot Option Priorities

Boot Option #1 on Board PXE LAN Select
1219

Boot Option #2 IZ11

Disabled

Boot Option #3

Boot Mode [UEFT Mode]

e Boot Mode
Use this option for boot mode settings.
- UEFI Boot: Select support to boot any UEFI-capable OS.
- Legacy Boot: Select support to boot non UEFI-capable OS that expects a legacy BIOS
interface.

Main  Advanced Chipset Security QLIS Save & Exit

Boot Configuration

Setup Prompt Timeout 3

Bootup Numlock State [on]
Quiet Boot [Disabled]
Launch UEFI PXE OpROM policy [Disabled]

Boot Option Priorities
Boot Option #1 windows Boot Manager
Boot Mode

Boot Option #2 UEFI Mode

Legacy Mode

Boot Option #3
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3.7 Save & Exit Menu

The Save & Exit menu allows users to load your system configuration with optimal or fail-safe
default values.

Figure 3-17 Save & Exit Menu

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

Main  Advanced chipset Security Boot REEUCECE=SE4

Save Options Exit system setup after saving
the changes.
Discard Changes and Exit

Save Changes and Reset
Discard Changes and Reset

Save Changes
Discard Changes

pefault Options
Restore Defaults
save as User Defaults
Restore User Defaults

==: Select Screen

1l: select Item

Enter: Select

+/-: change opt.

Fl: General Help

F2: Previous values
F3: optimized Defaults
F4: save & Exit

ESC: Exit

Boot Override

UEFI: Built-in EFI Shell

UEFI: Utl63 TS1GIFV10 0.00, Partition 1
Utl63 TS1GIFV10 0.00

version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

e Save Changes and Exit
When you have completed the system configuration changes, select this option to leave
Setup and return to Main Menu. Select Save Changes and Exit from the Save & Exit menu
and press <Enter>. Select Yes to save changes and exit.

e Discard Changes and Exit
Select this option to quit Setup without making any permanent changes to the system
configuration and return to Main Menu. Select Discard Changes and Exit from the Save &
Exit menu and press <Enter>. Select Yes to discard changes and exit.

e Save Changes and Reset
When you have completed the system configuration changes, select this option to leave
Setup and reboot the computer so the new system configuration parameters can take
effect. Select Save Changes and Reset from the Save & Exit menu and press <Enter>.
Select Yes to save changes and reset.

e Discard Changes and Reset
Select this option to quit Setup without making any permanent changes to the system
configuration and reboot the computer. Select Discard Changes and Reset from the Save
& Exit menu and press <Enter>. Select Yes to discard changes and reset.

e Save Changes
When you have completed the system configuration changes, select this option to save
changes. Select Save Changes from the Save & Exit menu and press <Enter>. Select Yes
to save changes.
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e Discard Changes
Select this option to quit Setup without making any permanent changes to the system
configuration. Select Discard Changes from the Save & Exit menu and press <Enter>.
Select Yes to discard changes.

o Restore Defaults
It automatically sets all Setup options to a complete set of default settings when you select
this option. Select Restore Defaults from the Save & Exit menu and press <Enter>.

e Save as User Defaults
Select this option to save system configuration changes done so far as User Defaults.
Select Save as User Defaults from the Save & Exit menu and press <Enter>.

o Restore User Defaults
It automatically sets all Setup options to a complete set of User Defaults when you select
this option. Select Restore User Defaults from the Save & Exit menu and press <Enter>.

e Boot Override
Select a drive to immediately boot that device regardless of the current boot order.
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Section 4
Driver and Installation

4.1 Operating System

The GOT315W-521-PCT is compatible with operating systems Windows 10 and Windows 10
IoT Enterprise. To facilitate the installation of system drivers, please carefully read the
instructions in this Section before any of such installation.

4.1.1 Driver CD Content

Please download the following GOT312W-521 driver from Axiomtek official website

01.Intel chipset

02.Intel Graphic_25.20.100.6615
03.Intel Lan_23.2

04.Intel ME
05.Realtek_Audio_6.0.1.8504
06.Intel SerallO

07.Intel IRST
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4.2 Touch Screen

The GOT315W-521-PCT is designed based on the technology of projected capacitive
multi-touch screen of which specifications are listed below. The touch driver will be installed
automatically and can drive the touch panel to get two fingers touch function that based on the
Windows 10 and Windows 10 loT Enterprise support.

Table 4-1 Touch screen specifications

Touch Screen Projected capacitive multi-touch

Touch Screen Controller TPK_USB Touch Screen Controller IC

Communications USB interface
Power Supply 5V
Power Consumption <100mA +10mA
Input Method Finger or Cap.Stylus
. 25ppi (Min.)_
ol Note: Base on WIN7 definition, ppi (Pixcel per inch)
Win7 USB Driver Non-Driver
Calibration Non-Calibration
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Appendix A
Watchdog Timer

A.l About Watchdog Timer

Software stability is major issue in most application. Some embedded systems are not
watched by human for 24 hours. It is usually too slow to wait for someone to reboot when
computer hangs. The systems need to be able to reset automatically when things go wrong.
The watchdog timer gives us solution.

The watchdog timer is a counter that triggers a system reset when it counts down to zero from
a preset value. The software starts counter with an initial value and must reset it periodically. If
the counter ever reaches zero which means the software has crashed, the system will reboot.

A.2 Sample Program

Enter ADU, and press <F4> to select the superior ITE

PORT setting 002E, 002F

Address 07h setting 07 GPIO

Address 72h to set the countdown, for example Sec: CO, Min: 40
Address 73h set the countdown time, for example 10sec: 0A

agrpwONE
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Appendix B
IAMT Settings

Utilizing built-in platform capabilities and popular third-party management and security
applications, the Intel® Active Management Technology (Intel® iAMT) has significantly lowered
a major barrier to IT management efficiency, helping IT professionals discover, repair and
better protect their networked computing assets.

In order to utilize Intel® IAMT you must enter the ME BIOS (<Ctrl + P> during system startup),
change the ME BIOS password, and then select “Intel® IAMT” as the manageability feature.

B.1Entering MEBx

1. You must go to BIOS to enable iAMT function.
2. Exit from BIOS after starting iAMT, and press <Ctrl + P> to enter MEBXx Setting.

. . :
“NOTE: It is advised to press <Ctrl + P> before the screen pops out.

B.2 Set and Change Password

1. You will be asked to set a password when first logging in. The default password is “admin”.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
copyright(c) 2003-12 Intel corporation. A1l Rights Reserved.

MAIN MENU

MEEX Login

> ME General Settings

> Intel(R) Standard Manageability Configuration
MEBX Exit

Intel(R) ME Password

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit
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2. You will be asked to change the password before setting ME.
Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
copyright(c) 2003-12 Intel corporation. A1l Rights Reserved.
MEEX Login
> Inte ME General Settings
> Intel(R) Standard Manageability Configuration
MEBX Exit
Intel(R) ME Password
Intel(R) ME Password
[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit
3. You must confirm your new password while revising. The new password must consist of
eight characters, including at least:
e One upper case
e One lower case
e One number
e One special symbol, suchas! ~ $ or ; - (-~ " , excepted)
The default value demonstrates an example of a valid password: '119qQQ
Underline ( _ ) and space are valid characters for password, but they won’t make higher
complexity.
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B.3IAMT Settings

Select Intel® iIAMT configuration and press <Enter>.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
Copyright(C) 2003-12 Intel Corporation. All Rights Reserved.

MAIN MENU

MEBX EX1t

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit

1. Select Network Setup to configure iIAMT.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
Copyright(c) 2003-12 Intel corporation. A1l Rights Reserved.

INTEL (R) STANDARD MANAGEABILITY CONFIGURATION

Manageability Feature Selection
> SOL/IDER
> User Consent

password Policy <Anytimes

> MNetwork Setup

Activate Network Access

Unconfigure Network Access <Full Unprovision>
> Remote Setup And Configuration
> Power Control

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit
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2.

Select TCP/IP to get into Network interface and set it to Enabled. Get into DHCP Mode
and set it to Disabled.

INTEL (R} ME NETWORK SETUP

> TCP/IP Settings

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
cCopyright(c) 2003-12 Intel corporation. All Rights Reserved.

Intel(R) ME Network Name Settings

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit

Intel(R) Management Engine BIDS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
Copyright(c) 2003-12 1Intel corporation. A1l Rights Reserved.

WIRED LAN IPV4 CONFIGURATION

DHCP Mode <Enabled>

Enable/Disable IPv4 DHCP Mode

[11] = Move Highlight [Enter] = Select Entry [Esc] = Exit

48
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3.

5.

If DHCP Mode is disabled, set the following settings:

e |P address
e Subnet mask

.
Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347

Copyright(C) 2003-12 Intel Corporation. All Rights Reserved.

WIRED LAN IPV4 CONFIGURATION

DHCP Mode <Disabled>

IPV4 Address 10.1.40.214
Subnet Mask aAddress
Default Gateway Address
preferred DNS Address
Alternate DNS Address

subnet mask (e.g. 255.2°

255.,255.25

Go back to Intel® iAMT Configuration, then select Activate Network Access and press
<Enter>.

Intel(R) Management Engine BIOS Extension v9.0.0.0024/Intel(R) ME v9.0.3.1347
cCopyright(c) 2003-12 Intel corporation. All Rights Reserved.

INTEL (R) STANDARD MANAGEABILITY CONFIGURAT.

Manageability Feature Selection <Enabled>
> SOL/IDER
> User Consent

Password Policy <Anytime>

> Network Setup

Activate Network Access
Unconfigure Network Access
> Remote Setup And Configurati

> Power Control

Activates the current network settings
and opens the ME network interface
Continue: (Y/N)

= Move Highl [Enter] = select Entry [Esc] = Exit

Exit from MEBXx after completing the iAMT settings.
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B.4iAMT Web Console

On a web browser, type http://(IP ADDRESS):16992, which connects to iAMT Web.

Example: http://10.1.40.214:16992

G._v, > |E htm:i10.1,40,2149:16992/l0gzn htm

e} % | 2] | coome A
wodr |ﬂ1mal® Active MEnagement Tecnoingy o B - B @ o- fEE) -0 TR - T
Intel® Active Management Techneclogy i@
Log On
Log on to Intel® Active Managerment Technology on this computer
LogOn..
& FFRE FA00% -
2. To log on, you will be required to type in username and password for access to the Web.
USER: admin (default value)
PASS: (MEBXx password)
50
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3. Enter the iIAMT Web.

17 S il PRI Vahoo! 2y

G’” w [ i 0103 40208 15952 uer SIS [xjforvoen o

BEE m wnm FEBRE) THD Mﬂdﬁ

T He-sel-O-0-0- 3-8 @@l v B-R- 0
L BESEE . o DITECOOFTWARELICEN o hilloga(l) ¢ PCORXPujet ¢TI0 HESEN =0 ol WARRE IR ¢ RECTREAWORs o ool Bobedtad AvmBoos 0 lnelLoga
B [ s Masageshiliy TP e ARG 2@ TRO- @ 7

Intel” Standard Manageability

Computer:

System Statiss System Status
Hardwrsre OrMEBon
Systam Povar On
g P addrass 10140214
1P oddrass Disabied
oty 03000200-0400-0600-0008-000700080008
Remote Control -
Powar Policies 7172033
Netwok Sattings 050 am

Sakmio
Dats
et W seun
i ehOre Setlinga
Systam Hame Settings

ger Accounts

Capyright @ 5053011 irtel Coepsestion Al Righie Raverced  Irtat® Stantdart Maragefity fevimars vocnitrt. & 03bisid 130)

< I'vl:'|

I - £ P e

4. Click Remote Control, and select commands on the right side.

‘, . fe ‘- uun"a . ..‘ = ' =] S el x ot ’-
BEE EHE ﬂ@ mw IR HH
<@ e ot - O« S-- 0 0-F-a-B @R U CBoR- il

A MRE o = ICER. s B £ T ERER - W o M i s ENOVROUST Awm Prooss. =1 1wl Loght
LoD Starducd Masagsobility ARl - FRD- FERED- IROD- @- 7
Intel™ Standard Manageability
Comparter:
System Sihus Remote Control
Hardwara Intormation
Pawer stats. On
Diak Send g ommand 16 NS computer
Event Log © Tumpower on
Remote Control -~
Power Policies B2 Lade pawver it anc ot
Netwoek Settings C Rezer
1PeB Netrror Sedings © Gracstl Shutown®
System Hame Setsng= &
Usar Accounts
e P
Serd Comvmand |
-
4l o
I T e Fa Fcmsa™s =

5. When you have finished using the iIAMT Web console, close the Web browser.
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Appendix C
TPM Settings

1. Setup BitLocker Drive Encryption main storage. Press <Win + R> and type “Control Panel”,
then select BitLocker Drive Encryption.

4 Run x
Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | control| i

Cancel Browse...

[E3 Al Control Pancl ltems

= Administrative Tools

I‘-‘&f BitLocker Drive Encryption l

= Datzand Time

] Region

B sisoftwere Sendre
B Storage Spaces
g Tablet PC Settings
82, User Accounts

355 Windows To Go

1 [E > Control Panel »

Adjust your computer’s settings

All Control Panel ltems »

[¥3 Autopray
Bl Color Management

[@ Defautt Programs

% RemoteAop and Deskiop Connections
i sourd

@ Sync Center

ﬂ Taskbar and Mavigation

@ Windows Defender Firewal

] Work Felders

Wb Backup and Restore (Windows 7
@ Credentizl Manager

& Device Manager

e Devices and Printers @ =aseof Access Center E File Bxolorer Options
& File History Flash Player [32-Eit) A Fonts

*4 Hometioup = Ind=xing Options f Infrared

B Intel ® Graphics Settings € Internet Options [£] Jeva

E= Keyboord €2 Language @ Mouse

% Network end Sharing Center J Penond Touch [l Phone end Modem
3 Power Options [ Programs and Features @ Reco

¥ Sccurity end Maintenance
& Specch Recognition

A yctern

(38 Troubleshecting

[ Windows Mobiiity Center

Small icons ¥
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% BitLocker Drive Encryption

€ 4 S > ControlPanel » All Contrel Panel ltems + BitLocker Drive Encryption v Search Certrol Pane R

Contrel Panel Hom 2 i
Rk diadic BitLocker Drive Encryption

Help protect your files and folders from unauthorized sccess by protecting your drives with BitLocker,

Operating system drive

Windows {C:) BitLocker off

& Turn on Bitlocker

L

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USE flash drive to use BitLocker To Go,

G TP Administration
9 Disk Management

Puvacy statement

2. Insert an external storage device, for example USB Storage. Back up BitLocker recovery
key in a new file and save it to the USB Storage.

T S o Al Control Panel kems. s Bitbacker Onve Encrostion wi B4} | Search Control Fang

4 Senvm RitLncker recovery bey ax

B Bitlacker Deive Eneryp

+ Ii' -+ 1668 D

How do you want to back up your recovery key? Organyze = Mew fojder

Areccvery bey con be ued bo sccess your fles and folders i you'ie having peat 4]
It's & good ides te have mede then one and keep each n 2 sale place cther than LOCALE

PASSMARK BurrinTest Pro 44
- SBCBAGLD
& Crelie
¥ This PC
= 156

o Metpeork 3

. €

File s | BitLockar Racevery oy FIOURETS (40FAAIE- ALAC . JRDIOAZDDT

Seve asypE TSRETERS o

- Higk Fakdors

W Dk Menagerment

Privacy sistement

[El O Tyoe hiere to search
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3. Please follow the steps below to encrypt your storage device:

&« %@ BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

| (® Encrypt used disk space only (faster and best for new PCs and drives) |

(O) Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel

B %e) BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will enly be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode

I (®) New encryption mede (best for fixed drives on this device) I 1

(O Compatible mode (best for drives that can be moved from this device)

| Cancel
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&« %@J BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.

[]Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive,

BitLocker will restart your computer before encrypting,

Mote: This check might take a while, but is recornmended to ensure that your selected unlock method
waorks without requiring the recovery key.

Start encrypting Cancel

Now, the system prompts that the operating system drive encryption is in progress, and
the encryption progress is checked.

SB3DTest . USB2tester_

Operating system drive

23
‘d

Fixed data drives

Removable data drives - BitLocker To Go

Fl O Type here to search
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Select and click the icon in the lower right corner to complete the encryption.

© TP Ackmimstration

© ook

F-l O Type here to search

» Cortrot Panal

All Control Pansd temv + BitLocker Drive Encryptic
BitLocker Drive Encry
Help protect your files & from unnuthoriced access by protecting your drives with BitLocker.

@ Fon i sy, Soens settiong e wiaaingedi by'yous sysemy adbmimidhalox

Operating system drive

Fixed data drives

Removable data drives - BitLocker To Go

All Control Panst e 1 Bitlockes Drive Encrypti

BitLocker Drive Encryption

Help protect your files and fokiers from unscthorized access by protecting your drives wath BitLocker.

@ For yuue secunty, some settings e managed biy your system sdministrator

Operating system drive

] ¢ BitLocker Drive Encryption

&
~

Fixed data drives

Removable data drives

G s eTo@F o %
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Confirm the completion of encryption.

¢ BitLocker Drive Encryption

« « 4 &g > Control Pane

Control Pane Home

& TPM Administration
& Disk Management

Privacy statemant

» All Control Panel ltems » BitLocker Drive Encryption v O

BitLacker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with EitLocker.

o For your security, some settings are managed by your system administrator,

Operating system drive

Windows (C:) BitLocker on
I 2 &) Suzpend protection
: ~ Q Back up your recovery key

& Turn off BitLocker

Fixed data drives

Removable data drives - BitLocker To Go
D: BitLocker off

pe
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5. Disable TPM function in BIOS Setup Utility.

Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.

TPM20 Device Found Enables or Disables BIOS
Firmware version: 402.1 support for security device.
vendor: INTC 0.5. will not show Security

Device. TCG EFI protocol and
INTLA interface will not be
available.

=~: Salect Screen

tl: Select Item

Enter: Select

+/-: Change opt.

Fl: General Help

F2: Previous values
F3: optimized pefaults
F4: Save & Exit

ESC: EXit

=

Version 2.20.1271. Copyright (C) 2019 American Megatrends, Inc.

6. When the system is powered on and you see the following screen, it means the TPM
module function is working fine. Note that BitLocker cannot be executed if your system
does not have TPM function.

BitLocker recovery

Enter the recovery key for this drive

For more information on how to retrieve this key, go to
http://windows.microsoft.com/recoverykeyfaq from another PC or mobile device.

Use the number keys or function keys F1-F10(use F10 for 0).

Recovery key ID: 995386D1-889B-4ADA-BA42-DCD3929AF074

Press Enter to continue
Press Esc for more recovery options
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N

1.

2.

'JV'NOTE: System with no TPM function support is as below:

TPM information is not found in Device Manager.

& Device Manager
File Action View Help
e mERE

v M DESKIOP-TIPTQ7P

i Audio inputs and outputs

& Computer

w Disk drives

4l Display edapters

B Firmware

b Human Interface Devices

=m IDE ATA/ATAPI controllers

=3 Keyhoards

G Mice and other pointing devices
0 Menitors

 Network adapters

B Portable Devices

@ Ports (COM & LPT)

7= Print queues

I Processers

I 5D host adapters

B Software devices

i Sound, video and game controllers
Sy Storage controllers

£ System devices

§ Unwversal Senal Bus controllers

8 Bitlocker Drive Encryption

1 % > Control Panel » All Control Ponclitems » BitLocker Drive Encryption

Contro! Pane Home : Gy :
eptiot anet bioone BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLo|

Operating system drive

C: BitLocker off

Fixed data drives

Removable data drives - BitLocker To Go

TRANSCEND (D) BitLocker off

B Bitlocker Drive Encryption (C:)

Starting BitLocker

€ This device can't use 2 Trusted Platform Module. Your administrator must set the “Allow Bitl ocker
without a compatible TPM® option in the "Require additional authenticetion et startup” pelicy for 05
volumes,

What ere Bitb ocker's system requirerments?

When trying to turn on Bitlocker, the following error message shows up.
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