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Preface

NP series serial device server user manual has introduced:
e Product features

¢ Network management method

e Network management relative principle overview

W
Note

The description of this manual is from the NP318T-8DI (3IN1). Other types of products in
addition to the support of the serial port type (RS-232, RS-422, RS-485), the number of
serial ports and the number of network ports are different, the interface functions and
operations are the same.

Audience

This manual applies to the following engineers:
¢ Network administrators

e Technical support engineers

e Hardware engineers

Conventions

Format Description

“r Words with the symbol “” mean that those are interface

words. Fox example “Port number”.

> Multiple paths are separated by the symbol >’.
Light blue Font Click light blue font to hyperlink The font color is as follows:
‘Light Blue'.

About This Chapter | The section ‘about this chapter provide links to various
sections of this chapter, as well as links to the Principles

Operations Section of this chapter.

Symbols
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Format Description

A Notice

Indicates a potentially hazardous situation which, if not
avoided, could result in equipment damage, data loss,
performance deterioration, or unanticipated results.

NOTICE is used to address practices not related to personal

injury.

A Warning

Ndicates a potentially hazardous situation which, if not

avoided, could result in death or serious injury.

Calls attention to important information, best practices and
tips.
NOTE is used to address information not related to personal

injury, equipment damage, and environment deterioration.

The tips of configuration and operation.

\ll
Q Tips

Pay attention to the operation or information to ensure

success device configuration or normal working.

Revision History

Version No. Date ‘ Revision note

01 2017-05-25 Layout Adjustment

02 2017-10-10 Add Password Verification Funciton
3onedata proprietary and confidential 2
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Part One: Operation

Login the WEB Interface

1.1 System Requirements

Using the serial device server, the system should meet the following conditions.

Hardware and software System requirements

CPU Pentium 586 or above
Memory 128MB or more
Resolution 1024x768 or above
Color 256 color or above
Browser Internet Explorer 8.0 or above
Operating system e  Windows XP

e Windows 7

1.2 Set the IP address of the Computer

The default management of the serial device server is as follows:

IP Settings Default Values

IP address 192.168.1.254
Subnet mask 255.255.255.0

When configuring a serial server through the Web:

—

3onedata proprietary and confidential
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o Before making remote configuration, make sure that the route between the
computer and the switch is reachable.
e Before making a local configuration, make sure that the IP address of the

computer and the serial server are on the same subnet.

Note:
When the serial server is first configured. If it is configured locally, make sure the current
computer network segment is 1.

For example, suppose that the IP address of the computer is 192.168.5.60, need to
change the IP address of the network segment "5" to "1"
Operation steps
The steps are as follows:
Step 1 Open “Control panel > Network connection > Local area connection > Properties >
Internet protocol version (TCP/IPv4) Properties”.

Step 2 Change the "5" selected by the red frame in the figure to "1".

Internet Protocel Version 4 (TCP/IPvd) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(@ Use the following IP address:
IP address: 192 . 168 |E| . &0

Subnet mask; 255 ,255 .255 ., 0

Default gateway: 192 | 168 . EI 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: 202 .96 122 . 168

Alternate DNS server: 202 .95 134 . 133

[ validate settings upon exit

Ok ] [ Cancel ]

Step 3 Click "OK".
Step 4 End.

3onedata proprietary and confidential 2
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1.3 Login the WEB Configuration Interface

Operation steps

Log in to the WEB configuration interface as follows:

Step 1 Run the computer browser.

Step 2 Enter the address of the serial server "http://192.168.1.254" in the address bar of the
browser.

Step 3 Click the Enter key.

Step 4 Pop-up dialog box as shown below, enter the user name and password in the login

window.

Windows Security

The server 192.168.1.254 is asking for your user name and password. The

server reports that it is from Communication Device,

Warning: Your user name and password will be sent using basic

authentication on a connection that isn't secure.

|admin

[7] Remember my credentials

|| Concel

Note:

The default username and password for the serial server are "admin", which is strictly
case-sensitive when typing.

The default user password is with administrator privileges.

WebServer will provide three opportunities to enter the user name and password. If you
enter the error 3 times in succession, the browser will display "Access denied" to deny

access to the information. Please refresh the page and try again.

Step 5 Click “OK”.
Step 6 End.

After successful login, you can configure the relevant parameters and information of
the WEB interface as needed.
Note:

After logging in to the device, you can modify the IP address of the serial server for ease of

use.

3onedata proprietary and confidential 3
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1.4 WEB Timeout Processing

When the user does not operate for more than 300 seconds in the Web interface, the

system will do the timeout processing:
e Keep the configuration of this login;

e Logout this login

Note:
After the system times out, if you need to continue operate in the WEB interface, please

re-login.

3onedata proprietary and confidential
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Device Information

Function Description

On the “Device Information” page, you can view information such as device name,
device model, device description, device number, hardware version, and software

version.
Operation Path

Device information> basic information
Interface description

Basic information interface screenshot

Current Location==Main Menu==Device Description

Expand ALL

sic Settings
= Main Menu Basic Seftings
o THENE Name : SerialServer Hardware Ver : ¥1.0.0
= Network Setting
Serial Server
. Module @ 8COM Firmware Ver : 1.0.0 Build20170829501R
State monitor
& Access Ctrl
- Description © 2LAN Contact :
System Manage
Serial Mo @ 201708290001 Number of LAN : 2
Default LAN : Lan1

The main element configuration instructions in the basic information interface

Interface Elements Description

Name Display device name.
Module Display device module.
Description Displays the number of network ports
Serial NO. Display device serial number.
Default LAN Display the default network port.
Hardware Ver. Display device hardware version.
3onedata proprietary and confidential 5
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Network information interface screenshot

MNetwork Information

Lan1
Gets IP mode Static IP Address : 192.168.5.211
Subnet Mask : 255.255.0.0 Gateway : 19216851
Gets DNS mode Use the following DNS server address DNS Server : 20296134133
MAC Address : 00-22-6F-45-3C-068

Lan 2
Gets IP mode Static IP Address : 192.168.8.254
Subnet Mask : 255.255.255.0 Gateway : 192.168.8.1
Gets DNS mode @ Use the following DNS server address DNS Server : 202.96.128.166
MAC Address : 3E-4B-69-4E-3C-D1

The main element configuration instructions in the network information interface

Interface Elements ‘ Description

Gets IP mode Shows how the device gets the IP address.
Subnet mask Display device subnet mask.
Gets DNS mode Display device gets the way for DNS.
MAC address Display device MAC address.
IP address Display deivce IP address information.
Gateway Display device gateway address.
DNS server Display device DNS server address.
3onedata proprietary and confidential 6
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Setting Network

Function Description

On the "Network Settings" page, you can configure the way to obtain the IP address
or DNS server address, manually configure the device IP address, network mask,

gateway address and DNS server address and other information.
Operation Path

Open “Network Settings> Network Settings” in sequence.
Interface description

Network settings interface screenshot

LN
Note

The dual-port device displays the "Lanl" and "Lan2" columns. The single-port device
displays only the "Lan1" column.

3onedata proprietary and confidential 7
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Current Location==Main Menu==Network Setting A

Metwork Settings

Default Lan :

Lan 1 hd
Lan1
® Use the following IP address O Automatically obtain IP address
IP Address @

[192.168.1.211 |

Subnet Mask :

|255. 255. 0. 0 |
Gateway: [192.168.1. 1 |
® Usethe following DMNS server address Automatically obtain DNS server address
DNS Sener s [202.96.134.133 |
Lan 2
® Use the following IP address O Automatically obtain IP address
IP Address :

[192. 168.8.25¢ |

Subnet Mask : |255. JEE 985 O |

Gat .
aeway [192. 188. 8.1 |
v
® Usetne following DNS server address Automatically obtain DNS server address
DMNS 5 :
Emer 202. 96. 128. 166
IP Report
Server Address : |192 168. 5. 79 |
Server Port [4002 | (1-65535)
Repeat Time 110 | ¢10-68535)
| Zubmit | | Cancel |
v

Network settings interface main element configuration instructions
Default LAN Enable the data from the different network segment of the
device to transmit from the default network port.

Note:

Single-port devices do not support this function.

Lan1 Network port 1 network configuration column.
Note:
The default IP for Lan1 is 192.168.1.254.

The way to get the | ¢  Use the following IP addresses: Manually configure the

3onedata proprietary and confidential 8
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Interface Elements ‘ Description
IP address IP address, subnet mask, and default gateway address.

e Obtain an IP address automatically: Obtain an IP
address, subnet mask, and default gateway address
automatically.

IP address Configure the IP address manually in the “IP Address” text
box.

Subnet mask Configure the subnet mask manually in the “Subnet mask”
text box.

Gateway Configure the gateway address manually in the “Gateway

Address” text box.

The way to get the | ¢ Use the following DNS server address: Manually

DNS server address configure the DNS server address information.

e Automatically obtain DNS server address:
Automatically obtain DNS server address information.

Lan2 Network port 2 network configuration column.
Note:
e  The default IP for Lanl is 192.168.8.254.

o  Refer to the corresponding section of Lanl in this table for

the description of interface elements.

IP Report IP Report configuration column.

Note:

When the serial server adopts the "automatic IP address", it
reports the IP address of the user by intermittently, so that the user

knows the new IP address of the serial server in time.

Sever Address The server that receives the IP address report.
Sever Port The port that sends the IP address report.
Repeat Time The sending frequency of IP report.

LN
Note

When the DHCP server assigns a new IP address to the serial server, the host needs to
detect the new IP address of the serial server when the serial server is in a network
environment that dynamically assigns an IP address. When the dynamic IP address
changes, the serial server reports its own IP address to the user by intermittently, so that the

user knows the new IP address of the serial server in time.

3onedata proprietary and confidential 9
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4 Serial Server

About This Chapter

Content Hyperlink

This chapter 4.1 COM Settings

4.2 Checking COM Information
4.3 COM Mode Settings

4.4 COM Mode Information
4.5 Reboot Port

4.1 COM Settings

Function Description

On the “COM settings” page, you can configure basic parameters such as baud rate,
data bit, stop bit and parity bit corresponding to the serial port number. You can also
configure whether the corresponding serial number is enabled for FIFO function, RTS

control, DTR control and Packing length and other advanced parameter information.
Operation Path

Open “serial server > COM settings” in sequence.
Interface Description

COM settings interface screenshot

3onedata proprietary and confidential 10
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Current Location==Main Menu==Serial Server==Fort Setfing

Port Setting

port:

Alias —|
BaudRate 115200 W
DataBits g bits v
StopBits 1 bits W
FarityBits None W
Flow Control Ne Y
‘Work Mode R5485 i

Advance Settings ¥

FIFO Enable O Disable ® Enable

RTS Ctrl Auto L]

DTR Cirl Auto v
Pack length 500 | (0-1460 )
Delimiter Disable v
Delimiter1 00 ({ HEX:DO0-FF )
Delimiter2 00 { HEX:DO-FF )
Character Handing Retain V|
Transmit Time 20 | (0-65535ms )

Apply to Al Port 1l

Submit Cancel

The main elements configuration instructions in COM settings

Interface Elements ‘ Description

Port Select the serial number of the device.

Alias Enter the alias for the corresponding serial number in the

“Alias” text box.

BaudRate Select the baud rate for the corresponding serial number.
The options are:
300/600/1200/2400/4800/9600/19200/38400/57600/115200

DataBits Select the data bit for the corresponding serial number. The

options are:
e 5bits
e 6 bits
e 7 bits
e 8 bits

StopBits Select the stop bit for the corresponding serial number. The

options are:
e 1 bits
e 2 bits

3onedata proprietary and confidential 11
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Interface Elements ‘ Description

ParityBits Select the parity bit for the corresponding serial number.
The options are:
e None
¢ Odd
e Even
e Mark
e Space
Flow Control Flow control is used in two data transmission speed of
different devices in the control of data flow technology to
ensure that two devices communicate with each other to
avoid data loss. Click the "flow control" drop-down list box,
select the flow control parameters, the options are:
e No
e RTS/CTS
e XON/XOFF
e DTR/DSR
Work mode It's jointly determined by software and hardware, 3IN1
products RS232 and RS485/RS422 optional, RS485/RS422
and RS232 can be automatically identified by the hardware.
FIFOEnable Enable or disable the FIFO function, if the serial device does
not support data transceiver cache FIFO, FIFO function can
be disabled to avoid data transmission errors.
RTSCtrl RTS pin can be controlled, the options are:
e AUTO
e Force ON
e Force OFF
DTRCtrl DTR pin can be controlled, the options are:
e AUTO
e Force ON
e Force OFF
Pack Length Serial data to Ethernet data frame length, in the set time
range, the data is greater than or equal to set the frame
length will be forwarded, the value range of 0 ~ 1460. When
the frame length is 0, it indicates that the data transmission
length is not limited.
Note:
Actual pack length exists a small amount of deviation to the

3onedata proprietary and confidential 12
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Interface Elements ‘ Description

setting value.

Delimiter If the packet length or forced transmission time is 0 and the
number of delimited characters is greater than 0, the system
will receive the serial data and perform delimiter detection.
Whenever a matching delimited character (or combination
of characters) is received, the system immediately sends all

the cached data to the serial port over the network.

Character Handing Select the character handling method. The options are:

e Retain: The system sends the received delimited
characters along with other data over the network.

e Delete: The matching delimited character (or character
combination) will be deleted and the system will only
transfer data other than delimiters.

Transmit time If the forced transmission time is greater than 0, the system
sends the serial data received within the specified time
through a packet, in the range of 0 to 65535 ms. When the
transfer time is 0, it means that the data transmission

interval is not restricted.

Apply to all Port Check the “Apply to all port” check box to apply the current

settings to all serial ports.

A Notice

e "Work mode" and model corresponds to RS232, RS485 and RS422 option.
o If there is no matching characters, the data will be sent when the serial data cache is
full of 1460 bytes.

4.2 Checking COM Information

Function Description

On the "COM Information" page, you can view parameter information such as serial

number, alias, baud rate, data bit, stop bit, parity bit and flow control.
Operation Path

Open "Serial server> COM Information" in sequence.

3onedata proprietary and confidential 13
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Interface Description

COM information interface screenshot

Current Local=>Main Menu=>COM Server=>COM Information

Expand ALL -
= Main Menu (e ]
= Owvervien
N»:Z::T‘:etﬁn LR
o - g Port Alias BaudRate DataBits StopBits ParityBits Flow Confrol FIFO Work Mode
& Serial Server
. COM Settings 1 115200 8 1 None None Enable RS435
= COM Informatio 2 115200 8 1 MNone None Enable RS485
 COM Mode Settings 3 115200 8 1 N N Enabl RS435
+ COM Mode Information one one nanie
» Reboot Port 4 115200 8 1 MNone None Enable RS485

COM information interface, the main elements of the configuration instructions

Interface Elements ‘ Description

Port Display device serial port number.

Alias Display serial port alias.

BaudRate Display serial port baud rate.

DataBits Display serial port data bit.

StopBits Display serial port stop bit.

ParityBits Display serial port parity bit.

Flow Control Display whether the serial port flow control function is
enabled.

FIFO Display whether the serial port FIFO function is enabled.

Work Mode Display serial port work mode.

4.3 COM Mode Settings

Function Description
On the “COM Mode Settings” page, you can configure the operating mode of the
device's serial port number.
The serial server support the working modes such as: RealCom mode, TCP server
mode, TCP client mode, UDP server mode, UDP client mode, Pair mode, UDP rang

mode, and UDP multicast mode.
Operation Path

Open in sequence: "Serial Server>COM Mode Settings".
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ﬂ COM3=IP Port

®

RS-232/485/422

4.3.1RealCom Mode

RealCOM

In RealCom mode, the serial port server and Windows / Linux operating system with
the RealCOM drive work cooperatively. RealCom COM / TTY driver establishes a
transparent network transmission connection between the host and the serial device
in the operating system. Map the serial port of the serial port server to the local
COMI/TTY device of the host according to the user configured serial server IP address
and serial port number and other parameters. The original serial device software or
communication module without modification can be used directly without modification.
The RealCom driver gets the data be sented to the local COM / TTY device of the host,
then sends it over Ethernet in the form of TCP / IP packet. At the other end of the
transparent transmission, the serial server will receive the TCP / IP packet and
analyse the packet, and after unpacking send the original data to the serial device

through the corresponding serial port, and vice versa.
Interface Description

RealCom Mode interface screenshot
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Current Location==Main Menu==Serial Server==Mode Setfing

Work Mode

Port : COM1 e

COM1

‘Work Mode RealCom Mode v

Session Number 1 4

TCP Alive Time 60 |[D-65535 s)
Ignore Jammed Enable W

Cmd Type dizable W

Quueue Access Disable Y

Response Timeout 100 (10-65535 ms)
Frame Break 100 (10-65535 ms)
Apply fo All Port O

Submit | Cancel

Main element configuration instructions in RealCom Mode interface

Interface Elements ‘ Description
Session number The number of hosts that a serial port is connected at the
same time.

e Each host according to the "first in first out" in the order
and serial port communication.
e The system supports up to 4 connections.

TCP alive time If there isn't any TCP activity within schedule time, the
system will automatically send connection detection
message and check whether the TCP connection is valid. If
the reply packet of opposite side hasn't been received after
sending probe packet for 3 times, system will regard the
opposite side as down and forwardly close the

communication connection.

Ignore jammed Enables or disables ignore jammed connections. The

options are:

e Enabled: The system ignores blocked network
connections and continues to send data to other normal
network connections.

e Disabled: If the network connection is blocked or the
response is lost, the system will wait until the data is
successfully sent to all network connections before
sending the next data.

Cmd type Compatible with other companies of the virtual serial port

software. The options are:

e Disable: means to use our company's virtual serial port

3onedata proprietary and confidential 16
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Interface Elements ‘ Description

software VSP Management to access the serial server.
e MCP: means to use MOXA's virtual serial port software
to access the serial server.
e CCP: means to use Kang Hai's virtual serial port
software to access the serial server.

Queue access

Enable or disable queue access mode. The options are:

e Enabled: Multiple hosts can send or receive data from
the serial port at the same time. The serial server
processes the communication data in the order of FIFO
(first in, first out), prioritizes requests from the first host,
and returns the response to the first host.

e Disabled: Means that queue access mode is not
enabled.

Response timeout

How long to allow the serial server to respond to each host's
request, the specified time after the arrival of the serial
server and the host that the communication is complete,

continue to deal with the next host request.

Frame break

If the idle wait time after the serial and host communication
is completed is longer than the frame break setting time, the
serial port will consider the communication to be completed
and continue processing the command from the next host.
This approach is very effective in reducing latency and

improving product performance.

Apply to all port

Check the “Apply to all port” check box to apply the current

settings to all serial ports.

A Notice

e  When the maximum number of connections is greater than 1, set the parameters to be

consistent when multiple hosts are connected to the same serial port, otherwise it will

cause communication error.

e  The communication parameters of the real serial port will automatically change

according to the communication parameters of the virtual serial port. You can view the

real-time communication parameters of the serial port through "COM parameter"

option under "state monitor".

o  The queue access mode is a question-and-answer communication mode to ensure that

the communication is normal.
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4.3.2TCP Server Mode

RS-232/485/422

Device

In the TCP server mode, the serial deivce server is assigned an IP port number,
passive waiting for the host connection. When the host initiates a connection request
and establishes a connection with the serial device server, the host can realize
bidirectional transparent data transmission through the network connection and the
serial port. The TCP server mode supports up to four session connections
simultaneously, allowing multiple hosts to simultaneously read or send Ethernet data

to a serial device.
Interface Description

TCP server mode interface screenshot
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Current Location==hain Menu==Serial Server==Mode Setfing

Work Mode

Port : COM1 v

\Work Mode [Tcp Server Mode W]

Session Number 1 A4

Local Port 30000 |(1-65535}
pwd_check Dizable W

send_msg turnoff W

Cmd Type dizable W

TCP Alive Time 0 (0-65535 5)
TCP Timeout 0 (0-65535 5)
lgnore Jammed Enable W

Queue Access Disable Y

Response Timeout 100 (10-65535 ms)
Frame Break 100 (10-65535 ms)
Apply to All Port O

N - | -

TCP server mode interface main element configuration instructions

Interface Elements ‘ Description

Session number The number of hosts that a serial port is connected at the

same time.

e Each host according to the "first in first out" in the order
and serial port communication.

e The system supports up to 4 connections.

Local port TCP client destination port.

pwd_check After the device is connected with the remote client, the
peer client needs to send the authentication password to the
device. After the password is verified, the client can
communicate with the device. The options are:

e« Enable: Enable password verification function.

¢ Disable: Disable password verification function.

Note:

When password verification is enabled, only users with "admin"
account privileges can send / receive messages using this device.

»  The first data sent by the peer client to the device defaults to
the check password.

o  Verification password is "admin" account password.

o If the password is entered incorrectly, re-establish the

connection and then re-enter the password.

Send_msg The information sent after the device is connected to the
peer client. The options are:
o Ipaddr: After the connection is successful, send the IP

3onedata proprietary and confidential 19
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Interface Elements ‘ Description

address of the device to the remote client.

e Devicename: After the connection is successful, send
the devicename of the device to the remote client.

o turnoff: After the connection is successful, no
information is sent to the peer client.

Cmd type Compatible with other companies of the virtual serial port

software. The options are:

e Disable: means to use our company's virtual serial port
software VSP Management to access the serial server.

e MCP: means to use MOXA's virtual serial port software
to access the serial server.

e CCP: means to use Kang Hai's virtual serial port
software to access the serial server.

TCP alive time If set TCP Alive Time to "0", the function will be disable.

If there isn't any TCP activity within schedule time, the
system will automatically send connection detection
message and check whether the TCP connection is valid. If
the reply packet of opposite side hasn't been received after
sending probe packet for 3 times, system will regard the
opposite side as down and forwardly close the

communication connection.

TCP timeout Set the TCP timeout for the serial server's current data

communication link.

e TCP Timeout > 0: If there is no data communication
between the server and client, the server and client will
break connection.

e TCP Timeout = 0: When there is no data
communication between the server and client, the
server and client will keep in connection status.

Ignore jammed Enables or disables ignore jammed connections. The

options are:

e Enabled: The system ignores blocked network
connections and continues to send data to other normal
network connections.

e Disabled: If the network connection is blocked or the
response is lost, the system will wait until the data is

successfully sent to all network connections before
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Interface Elements ‘ Description

sending the next data.

Queue access Enable or disable queue access mode. The options are:

e Enabled: Multiple hosts can send or receive data from
the serial port at the same time. The serial server
processes the communication data in the order of FIFO
(first in, first out), prioritizes requests from the first host,
and returns the response to the first host.

o Disabled: Means that queue access mode is not
enabled.

Response timeout How long to allow the serial server to respond to each host's
request, the specified time after the arrival of the serial
server and the host that the communication is complete,

continue to deal with the next host request.

Frame break If the idle wait time after the serial and host communication
is completed is longer than the frame break setting time, the
serial port will consider the communication to be completed
and continue processing the command from the next host.
This approach is very effective in reducing latency and

improving product performance.

Apply to all port Check the “Apply to all port” check box to apply the current

settings to all serial ports.
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4.3.3TCP Client Mode

RS-232/485/422

Device

In the TCP client mode, the serial deivce server can automatically establish a network
connection with the host specified by the user when the serial data arrives. When the
data transmission is completed, the serial server will automatically shut down the
network connection according to the parameters such as TCP alive time and TCP idle
timeout time. Similarly, TCP client mode can support up to four session connections at
the same time, so that multiple hosts can simultaneously read or send Ethernet data

to a serial device.

Interface Description

TCP Client mode interface screenshot
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Current Location==Main Menu==Serial Server==Mode Setting

Work Mode
Port : COM1

COM1
Work Mode [Tcp Client Mode V|
Session Number 1 v
Session 1 F v] [192. 168. 1. 254 | 31000 | 30000
Session 2 IP v 192. 168. 1. 254 31001 30001
Session 3 IP LY 192. 168. 1. 254 31002 30002
Session 4 IP v 192. 168. 1. 254 31003 30003
pwd_check Dizable W
send_msg turneff L]
Connection Control aways A
Disconnection Control || None Y
TCP Alive Time 0 (0-65535 5)
TCP Timeout 0 (0-65535 =)
Ignore Jammed Enable W
Queue Access Disable W
Response Timeout 100 (10-65535 ms)
Frame Break 100 (10-65535 ms)
Apply to All Port O

R - | - I

TCP client mode interface main element configuration instructions

Interface Elements ‘ Description

Session number The number of hosts that a serial port is connected at the

same time.

e Each host according to the "first in first out" in the order
and serial port communication.

e The system supports up to 4 connections.

Dest Address Enter the IP address of the server to be connected by the

serial device server.

Dest Port Enter the TCP port unmber of the server to be connected by

the serial device server.

Local Port The serial server provides a local service or connection port
number for the TCP connection that is used to connect and

communicate with the server.

pwd_check After the device is connected with the remote server, the
peer server needs to send the authentication password to
the device. After the password is verified, the server can
communicate with the device . The options are:

e Enable: Enable password verification function.

o Disable: Disable password verification function.
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Note:

When password verification is enabled, only users with "admin"
account privileges can send / receive messages using this device.

«  The first data sent by the peer server to the device defaults to
the check password.

e  Verification password is "admin" account password.

o If the password is entered incorrectly, re-establish the

connection and then re-enter the password.

Send_msg The information sent after the device is connected to the

peer server. The options are:

e Ipaddr: After the connection is successful, send the IP
address of the device to the remote server.

o Devicename: After the connection is successful, send
the devicename of the device to the remote server.

o turnoff: After the connection is successful, no
information is sent to the peer server.

Connection control Select how the serial server initiates a connection request.

The options are:

o Always: Immediately after the system is started, it tries
to establish a connection with the target host and
automatically reconnects the target host after the
connection is disconnected.

e Char: Automatically connects to the target host when
receiving data from the serial port.

e DSROn: Automatically connects to the target host when
the DSR signal is detected.

e DCDOn: Automatically connects to the target host
when the DCD signal is detected.

Disconnection Select how the serial server is disconnected. The options

control are:

e None: Never shut down the network connection
automatically.

e DSROff: Automatically shuts down the network
connection when the DSR signal is detected invalid.

e DCDOff: Automatically shuts down the network
connection when the DCD signal is detected invalid.

o Idle: If the idle timeout time is greater than 0, the
system will automatically shut down TCP connections

that do not have any data send and receive activity for a
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specified period of time.

TCP alive time If there isn't any TCP activity within schedule time, the
system will automatically send connection detection
message and check whether the TCP connection is valid. If
the reply packet of opposite side hasn't been received after
sending probe packet for 3 times, system will regard the
opposite side as down and forwardly close the
communication connection. If it is set to "0", it means that

this function is not enabled.

TCP timeout Set the TCP timeout for the serial server's current data

communication link.

e TCP Timeout > 0: If there is no data communication
between the server and client, the server and client will
break connection.

e TCP Timeout = 0: When there is no data
communication between the server and client, the
server and client will keep in connection status.

Ignore jammed Enables or disables ignore jammed connections. The

options are:

e Enabled: The system ignores blocked network
connections and continues to send data to other normal
network connections.

o Disabled: If the network connection is blocked or the
response is lost, the system will wait until the data is
successfully sent to all network connections before
sending the next data.

Queue access Enable or disable queue access mode. The options are:

e Enabled: Multiple hosts can send or receive data from
the serial port at the same time. The serial server
processes the communication data in the order of FIFO
(first in, first out), prioritizes requests from the first host,
and returns the response to the first host.

e Disabled: Means that queue access mode is not
enabled.

Response timeout How long to allow the serial server to respond to each host's

request, the specified time after the arrival of the serial

server and the host that the communication is complete,
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Interface Elements ‘ Description

continue to deal with the next host request.

Frame break If the idle wait time after the serial and host communication
is completed is longer than the frame break setting time, the
serial port will consider the communication to be completed
and continue processing the command from the next host.
This approach is very effective in reducing latency and

improving product performance.

Apply to all port Check the “Apply to all port” check box to apply the current

settings to all serial ports.

A Notice

The TCP timeout takes effect only when "Disconnect control" is set to "idle".

4.3.4UDP Server Mode

RS-232/485/422

Device

In UDP server mode, the serial server through the UDP protocol and user-specified
host for serial data transmission. UDP mode serial device server can transfer data
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from the serial device to one or more hosts, and the serial device server can also
receive data from one or more hosts. Compared with TCP mode, UDP protocol is

faster and more efficient.
Interface Description

UDP server mode interface screenshot

Current Location==Main Menu==Serial Server==Mode Setting

Work Mode

Port : COM1 e

COoM1

‘Work Mode Udp Server Mode W

Session Number 1 Y

Listen Port 30000

UDF Timeout 0 (0-65535 ms)
Queue Access Disable v

Response Timeout 100 (10-65535 ms)
Frame Break 100 (10-65535 ms)
Apply fo All Port O

Submit || Cancel

UDP server mode interface main element configuration instructions

Interface Elements ‘ Description

Session number The number of hosts that a serial port is connected at the

same time.

e Each host according to the "first in first out" in the order
and serial port communication.

e The system supports up to 4 connections.

Listen port The network receives the listening port of UDP data. The
user must assign a unique listening port to each serial port

so that the system can normally receive UDP data.

UDP timeout Normal communication does not allow other hosts and
serial servers to communicate data. Once the TCP timeout

is met, the current IP address and port are released,

allowing other hosts and serial servers to communicate.
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Queue access Enable or disable queue access mode. The options are:

e Enabled: Multiple hosts can send or receive data from
the serial port at the same time. The serial server
processes the communication data in the order of FIFO
(first in, first out), prioritizes requests from the first host,
and returns the response to the first host.

o Disabled: Means that queue access mode is not
enabled.

Response timeout How long to allow the serial server to respond to each host's
request, the specified time after the arrival of the serial
server and the host that the communication is complete,

continue to deal with the next host request.

Frame break If the idle wait time after the serial and host communication
is completed is longer than the frame break setting time, the
serial port will consider the communication to be completed
and continue processing the command from the next host.
This approach is very effective in reducing latency and

improving product performance.

Apply to all port Check the “Apply to all port” check box to apply the current

settings to all serial ports.
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Device

4.3.5UDP Client Mode

In UDP Client mode, the serial server through the UDP protocol and user-specified
host for serial data transmission. UDP mode serial device server can transfer data
from the serial device to one or more hosts, and the serial device server can also

receive data from one or more hosts. Compared with TCP mode, UDP protocol is

faster and more efficient.

Interface Description

UDP Client mode interface screenshot
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Current Location==Main Menu==Serial Server==Mode Setling

Work Mode

Port : COM1 e

COM1
A

‘Work Mode Udp Client Mode

Session Number 1 v

Session 1 IP s 192, 168. 1, 254 31000
Session 2 IP b 192, 168. 1. 254 31001
Session 3 IP W 192. 168. 1. 254 31002
Session 4 IP W 192, 168. 1. 254 31003
Listen Port 30000 |

Queue Access Disable M

Response Timeout 100 (10-65535 ms)

Frame Break 100 (10-65535 ms)

Apply to All Port O

Submit

[

UDP client mode interface main element configuration instructions

Interface Elements ‘ Description

Session number

The number of hosts that a serial port is connected at the

same time.

e Each host according to the "first in first out" in the order
and serial port communication.

e The system supports up to 4 connections.

Dest address

Enter the IP address of the host that will be connected by

serial device server.

Dest port Enter the port number of the host that will be connected by
serial device server.
Listen port The network receives the listening port of UDP data. The

user must assign a unique listening port to each serial port

so that the system can normally receive UDP data.

Queue access

Enable or disable queue access mode. The options are:

e Enabled: Multiple hosts can send or receive data from
the serial port at the same time. The serial server
processes the communication data in the order of FIFO
(first in, first out), prioritizes requests from the first host,
and returns the response to the first host.

o Disabled: Means that queue access mode is not
enabled.

Response timeout

Time interval that allows the serial server to respond to each

host's request, the communication between serial server
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and host is deemed to be completed after schedule time,

serial server continues to deal with the next host request.

Frame break If the idle wait time after the serial and host communication
is completed is longer than the frame break setting time, the
serial port will consider the communication to be completed
and continue processing the command from the next host.
This approach is very effective in reducing latency and

improving product performance.

Apply to all port Check the “Apply to all port” check box to apply the current

settings to all serial ports.

4.3.6 Pair Slave & Master Mode

Device

RS-232/485/422

RS-232/485/422
Coevce

Pair mode requires two serial server devices to work together to break the serial data

Pair Slave

transmission distance limit. The two serial servers in this mode establish a network
connection with each other via Ethernet and transparently transmit data from the

respective serial port to each other.
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In the pair mode, two serial servers need to be used in pairs. One of the serial server
for the slave mode, for the passive connection, listen to a designated port, passively
waiting for the connection. Another serial server is the master mode, and the
destination address is the IP address of the slave mode serial server, the destination

port is the listening port of the slave mode serial server.
Interface Description

Pair mode interface screenshot

Current Location==Main Menu==Serial Server==Mode Setfing

Expand ALL

= Main Menu
- Overview

- Network Setting Port : COM1

= Serial Server

Work Mode

= COM Settings COM1

@ ELIEmEn Work Made Pair Slave lode ™

: 5 5

. COM Mode Information TCP Alive Time 5 (0-65535 s)

= Reboot Port Listen Port 30000 (1-66535)
State monitor Apply to All Port O
Access Ctrl

Submit Cancel

R TSI

System Manage

Current Location==Main Menu==Serial Server==Mode Setting

Expand ALL
= Main Menu

Work Mode

* Ouenview Port CONT
+ Network Setting ot : con [V

= Serial Server

= COM Settings COM1
s @ TmEtey [work Mode Pair Master Mode v
: Il i B 5535
. COM Mode Information [TCP Alive Time o (0-65635 s)
+ Reboot Port Dest Address 192. 166. 1. 254
SRS er Dest Port 30000 (1-65535)
pl ey | Apply to All Port
Remote Monitor ey 1o © [

Pair mode interface main element configuration instructions

Interface Elements ‘ Description

TCP alive time The device sends a heartbeat packet by setting the time
interval.

If the device sends a heartbeat packet three times without
receiving a response, the existing connection is
disconnected. If the time interval is set to "0", this function

does not turn on.

Listen Port Applied to the pair salve mode, that is, the destination port

of the pair master mode device.

Dest Address Applied to the pair master mode, that is, the IP address of

the pair slave mode device.

N
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Dest Port

Applied to the pair master mode, that is, the listen port of the

pair slave mode device.

Apply to all port

Check the “Apply to all port” check box to apply the current

settings to all serial ports.

A Notice

o  The pair slave mode device is automatically changed the communication parameters

according to the pair master mode device. The normal communication needs to be

configured with the same parameters.

o  Pair mode requires two serial devices. The IP address of the pair slave device as the

destination address of the pair master mode device. The listening port of the pair slave

mode device serves as the destination port for the pair master mode device.

4.3.7UDP Rang Mode

TCP/IP

UDP Rang

RS-232/485/422

When the routers and switches and other devices do not support multicast, but also

need to achieve the multicast function, you can make the serial server in UDP rang

mode. In this mode, the serial server through the UDP protocol with the user specified

the same network segment of the host advance serial data transmission, to achieve

point to multipoint data communication. UDP port mode serial device can also receive

data from one or more hosts.
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Interface Description

UDP rang mode interface screenshot

Current Location==NMain Menu==Serial Server==Mode Setling

Work Mode
Port : COM1 e
COoM1
‘Work Mode Udp Rang Mode v
Session Number 1 W
Session 1 192, 168. 1. 254 192, 168. 1. 254 31000
Session 2 192. 168. 1. 254 192. 168. 1. 254 31001
Session 3 192. 168. 1. 254 192. 168. 1. 254 31002
Session 4 192. 168. 1. 254 192. 168. 1. 254 31003
Listen Port [30000 |
Apply to All Port O

Submit | Cancel

UDP rang mode interface main element configuration instructions

Interface Elements ‘ Description
Session number The number of hosts that a serial port is connected at the
same time.

e Each host according to the "first in first out" in the order
and serial port communication.
e The system supports up to 4 connections.

Start address Enter the start IP address of the UDP rang destination
address.

End address Enter the end IP address of the UDP rang destination
address.

Dest port Enter the port number of the host needs to be connected by

the serial server.

Listen port The network receives the listening port of UDP data. The
user must assign a unique listening port to each serial port

so that the system can normally receive UDP data.

Apply to all port Check the “Apply to all port” check box to apply the current

settings to all serial ports.

A Notice
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o  Address range only supports the IP addresses of Class B and Class C. The value of
start address and the end address must be on the same network rang.

o Address range start value must be less than or equal to the value of the end address.

o If you want to ensure the normal communication, because each IP consumption of
20ms, address range to be as small as possible, the length of the package must not be
0, send the data packet length and packet assemble length consistent, packet

transmission frequency can not be too fast.

4.3.8UDP Multicast Mode

TCP/IP

UDP Multicast

RS-232/485/422

In UDP multicast mode, the serial server can send unicast or multicast data of the
serial device to one or more hosts specified by the user through the UDP protocol,
and can also receive unicast or multicast data from one or more devices, enabling
multipoint-to-multipoint communication.

Interface Description

UDP multicast mode interface screenshot
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Current Location==Main Menu==Serial Server==Mode Setling

Work Mode

Port : COM1 ~
COM1

‘Work Mode Udp Multicast Mode W

Session Number 1 v

Group Mumber 1 W
[192. 168. 1. 254 | 31000

Session 1
Group 1 Group 2 Group 3 Group 4
239.0.0.0 239.0.0.1 239.0.0.2 239.0.0.3
192. 168. 1. 254 31001

Session 2
Group 1 Group 2 Group 3 Group 4
239.0.1.0 239.0.1.1 239.0.1.2 239.0.1.3
192, 168, 1. 254 31002

Session 3
Group 1 Group 2 Group 3 Group 4
239.0. 2. 239.0.2.1 239.0.2.2 239.0.2.3
192. 168. 1. 254 31003

Session 4
Group 1 Group 2 Group 3 Group 4
239.0.3.0 239.0.3.1 239.0.3.2 239.0.3.3

Listen Port 30000 |1-85535)

Apply to All Port O

UDP multicast mode interface main element configuration instructions

Interface Elements ‘ Description

Session number The number of hosts that a serial port is connected at the
same time.

e Each host according to the "first in first out" in the order
and serial port communication.
e The system supports up to 4 connections.

Group number Select the number of multicast groups and support up to

four multicast groups.

Dest address Enter the IP address of the host to be connected by the

serial device server.

Dest port Enter the port number of the host to be connected by the

serial device server.

Group address The multicast address is used to identify an IP multicast
group. The multicast address ranges from 224.0.0.0 to
239.255.255.255. The device can send or receive multicast

data to multiple hosts.

Listen port The network receives the listening port of UDP data. The
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Interface Elements ‘ Description

user must assign a unique listening port to each serial port

so that the system can normally receive UDP data.

Apply to all port Check the “Apply to all port” check box to apply the current

settings to all serial ports.

4.4 COM Mode Information

Function Description

On the "COM Mode Information" page, you can view the operating modes for each

serial port number.
Operation Path

Open in sequence: "Serial Server> COM Mode Information”.
Interface Description

COM mode information interface screenshot

Current Location==Main Menu==State Monitor==Mode Information

Mode Setting

Fort ‘Work Mode Fort ‘Work Mode
1 RealCom Mode 2 RealCom Mode
3 RealCom Mode 4 RealCom Mode

COM Mode information interface main element configuration instructions

Interface Elements ‘ Description

Port Display device serial port

Work Mode Display work mode of device serial port

4.5 Reboot Port

Function Description

On the “Reboot Port” page, you can reboot the corresponding serial port of the device

as needed.
Operation Path

Open in sequence: "Serial server> Reboot port".
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Interface Description

Reboot port interface screenshot

Current Location==Main Menu=>=Serial Server->Reboot Port

nd ALL
o Vain Meny
- Owverview
- Network Setting
&= Serial Server

Port to restart may save the current configuration parameters of the modified information, and interrupt the corresponding serial communication and
Ethernet connections, and not to complete the data may be lost

« COM Settings

+ COM Information

» COM Mode Settings

+ COM Mode Information

B R -
] |m} jm] |

Reboot port interface main element configuration instructions

Interface Elements ‘ Description

Port Display the serial port number of the device.

Reboot Port Check the "Reboot port" check box, which restart the device

corresponding serial port.

A Notice

The port restart will disconnect the corresponding serial port and Ethernet connection,
serial communication will also be interrupted, the transmission of communication data may
be lost.
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Monitoring State

About This Chapter

Content Hyperlink

This Chapter 5.1 Connect State
5.2 COM State
5.3 COM Parameter

5.1 Connect State

Function Description

On the “Connect State” page, you can view the working mode and connect state of

the device's serial port number.
Operation Path

Open in sequence: “State Monitor> Connect State”
Interface Description

Connect state interface screenshot
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Current Local>>Main Menu==State Monitor=>Network State

Expand ALL
= Main Menu Network State
= Overview
Port Work Modt IP1 P2 IP3 P4
- Network Setting = e
Serial Server 1 Real Com Accepting
= State monitor 5 Real Com Fommen
= COM State 3 Real Com Accepting
= COM parameter 4 Real Com pr—

Connect state interface main element configuration instructions

Interface Elements ‘ Description

Port Display serial port number of the device
Work Mode Display work mode of the device’s serial port
IP1-1P4 Displays the session connection information corresponding

to the device serial number, such as the connection status

and the number of connections.

5.2 COM State

Function Description

On the "COM State" page, you can view the data transceiver state and pin state of the

corresponding serial port of the device.
Operation Path

Open in sequence: “State Monitor> COM State”.
Interface Description

COM state interface screenshot

Current Local=+Main Menu=>State Monitor==Port Communication

Expand ALL -
= Main Menu Port Communication
= Overview
Port 23 RX TX Total RX Total CTS DSR RI DCD DTR RTS
- Network Setting > o=
& Serial Server 1 0 0 0 0 off | off |of| off | off | off
& State monitor 2 0 0 0 off| off |of| off | off | o
» Connect State
; 3 0 0 0 0 off | off |of| off | off | off
+ COM parameter 4 0 0 0 0 Off | Off |off| Off | off | Of

Serial status interface main element configuration instructions

Interface Elements Description

Port Display the serial number of the device.

TX, RX, TX Total, RX Total Display the data transceiver status of the

corresponding serial port.
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Interface Elements Description
CTS, DSR, RI, DCD, DTR, RTS | Displays the pin status of corresponding the

serial port.

5.3 COM Parameter

Function Description

On the “COM Parameter” page, you can view information about the port number,

baud rate, data bits, stop bits, parity bits, and flow control parameters for the device.
Operation Path

Open in sequence: “State Monitor> COM Parameter”.
Interface Description

COM parameter interface screenshot

Current Local=>Main Menu==State Monitor==Port Parameter

Expand ALL
= Main Menu Port Parameter
+ Overvie
* Network Setting Port BaudRate DataBits SlopBils ParilyBils Flow Conlrol
Serial Sarver 1 115200 3 1 None None
= State monitor 2 115200 2 1 None None
= Connect State
- COM State 3 115200 3 1 Mone Mane
COUM pa 4 115200 3 1 None MNone

COM parameter interface main element configuration instructions

Interface Elements | Description

Port Displays device serial port

BaudRate Displays the baud rate of the serial port corresponding to
the device.

DataBits Displays the data bits of the serial port corresponding to the
device.

StopBits Displays the stop bits of the serial port corresponding to the
device.

PairtyBits Displays the parity bits of the serial port corresponding to
the device.

Flow Control Display whether or not flow control is enabled on the serial
port of the device.
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Controling Access

About This Chapter

Connect Hyperlink

This Chapter 6.1 Device Security
6.2 IP Filter
6.3 MAC Filter

6.4 User Manage

6.1 Device Security

Function Description

On the “Device Security” page, you can enable or disable Web console, Telnet

console, device search and firmware upgrade functions.
Operation Path

Open in sequence: “Access Ctrl> Device Security”.
Interface Description

Device security interface screenshot

Current Location==Main Menu==Access Cirl==Device Security

Expand ALL - -
= Main Menu
= Overview
= Network Setting
‘Web Console ® O pi
1 Serial Server : Enable : Disable
EE TR Telnet Console ® Enable () Disanle
&= Access Cirl Device Search ® Enaple O Disable
= Firmware Upgrade ® Enable O Disable
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Device security interface main element configuration instructions

Interface Elements ‘ Description

WEB Console Enables or disables the Web console function. The options

are:

e Enabled: The user can log in to the Web interface
through the management software or browser to
configure the device.

e Disable: Disable Web console function.

Telnet Console Enable or disable the Telnet console function. The options

are:
o Enabled: The user can remotely access the system

configuration interface through the Telnet terminal.
o Disable: Disable Telnet console function.

Device Search Enables or disables the software search device function.

The options are:

e Enabled: The user can search the serial server device
through the management software.

o Disable: Disable management software search device
function.

Firmware Upgrade Enables or disables the firmware upgrade function. The

options are:
e Enabled: The user can upgrade the device’s firmware
through the Web interface or command line.

e Disable: Disable firmware upgrade function.

6.2 IP Filter

Function Description

On the “IP Filter” page, you can restrict access to host IP addresses and subnet

masks to be accessed or connected by setting access rules.
Operation Path

Open in sequence: "Access Ctrl> IP Filter".
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Interface Description

IP filter interface screenshot

Current Location==Main Menu=>=Access Cirl=>IP Filtering

IP Filtering

IP Filtering | @) pisable O Enable

Filtering rule Allow ' (When it's Forbidden all IP address can access besides below)
1 Disable w Forbidden %
2 Disable w Forbidden %
3 Disable w Forbidden %
4 Disable v Forbidden v
5 Disable w Forbidden %
[} Disable w Forbidden %
7 Disable w Forbidden %
a8 Disable w Forbidden %
9 Disable Vv Forbidden
10 Disable w Forbidden %
" Disable w Forbidden %
12 Disable w Forbidden %
13 Disable w Forbidden %
14 Disable Vv Forbidden
15 Disable W Forbidden v
16 Disable w Forbidden %

I - | -

IP filter interface main element configuration instructions

Interface Elements ‘ Description

IP Filtering Enable or disable IP address filtering rules.

Filtering rule Set the access rights of the system beyond the IP address

of the filtering rule number 1~16.

Number Display IP address of the filterin g rule

State Enable or disable the filtering rule

Access Permission Set the access permission, the options are:

e Allow: Allow access to your set IP address and subnet
mask.

o Forbidden: Disable access to your set IP address and
subnet mask.

IP Address Set |IP address within filtering rule, for example
“192.168.1.61".

Subnet Mask Set subnet mask within filtering rule, for example
“255.255.255.0".
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6.3 MAC Filter

Function Description

On the “MAC Filter” page, you can restrict the host MAC address to be accessed or

connected by setting an access rule.

Operation Path

Open in sequence: "Access Ctrl> MAC Filter".

Interface Description

MAC filter interface Screenshot

Current Location==Main Menu==Access Cirl==Mac Filtering

Mac Filtering

Mac Filtering | @ pisable O Enable

Filtering rule Allow % | (When it's Forbidden all MAC address can access besides below)
1 Disable » Forbidden % 00-00-00-00-00-00
2 Disable » Forbidden % 00-00-00-00-00-00
3 Disable » Forbidden % 00-00-00-00-00-00
4 Disable W Forbidden % 00-00-00-00-00-00
5 Dizable W Forbidden W 00-00-00-00-00-00
3] Disable » Forbidden % 00-00-00-00-00-00
7 Disable » Forbidden % 00-00-00-00-00-00
8 Disable » Forbidden % 00-00-00-00-00-00
9 Disable W Forbidden % 00-00-00-00-00-00
10 Disable » Forbidden % 00-00-00-00-00-00
1" Disable W Forbidden W 00-00-00-00-00-00
12 Disable W Forbidden W 00-00-00-00-00-00
13 Disable » Forbidden % 00-00-00-00-00-00
14 Disable W Forbidden % 00-00-00-00-00-00
15 Disable » Forbidden % 00-00-00-00-00-00
16 Disable » Forbidden % 00-00-00-00-00-00

MAC filter interface main element configuration instructions

Interface Elements ‘ Description

MAC Filtering

Enables or disables MAC address filtering rules

S T o I

Filtering Rule

address of the filtering rule number 1~16.

Set the access rights of the system beyond the MAC

Number

Display MAC address of the filterin g rule
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Interface Elements ‘ Description

State

Enable or Disable Filtering rule.

Access Permission

Set the access permission, the options are:
e Allow: Allow access to your set MAC address.
e Forbidden: Disable access to your set MAC address.

MAC Address

Set MAC address within filtering
“00-22-6F-03-BD-52".

rule,

for example

6.4 User Manage

Function Description

On the "User Manage" page, you can configure the login information such as the user

name and password of the login WEB configuration interface.

The serial server provides hierarchical management: Observer permissions and

administrator privileges. Observers only have the rights to view the status of the serial

server, and only the system administrator can configure the parameters of the serial

server.

Operation Path

Open in sequence: “Access > User Manage”.

Interface Description

User manage interface screenshot

Expand ALL
= Main Menu

= Overview

= Network Setting

Serial Server

State monitor

= Access Cirl
= Device Security
= IP Filter
= MAC Filter

Current Localtion==Main Menu==Access Ciri==User Manage

Authentication | ) pisable ® Enable

1 admin LXITY

Administrator W

Edit

Cuest hd

Edit

Guest hd

Edit

Submit Cancel

User manage interface Main element configuration instructions

Interface Elements ‘ Description

Authentication Enable or disable authentication function
Number Displays the user number.
User Name Displays the user name of the login WEB configuration
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Interface Elements ‘ Description
interface.
Password The hidden text displays the user password for logging in to

the WEB configuration interface.

Permission Click the "permission" drop-down list box, select the login

WEB configuration interface user permissions.

Operation Click "Edit" to modify the user name and password of the

login WEB configuration interface.

A Notice

Please remember the revised user name and password, if accidentally forgotten, please
restore the factory settings through the WEB interface, the default login WEB
configuration interface user name and password are "admin".
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Remote Monitor

About This Chapter

Content Hyperlink

This Chapter 7.1 SNMP Settings

7.1 SNMP Settings

7.1.1Introduction of SNMP

SNMP (Simple Network Management Protocol) is an internet-standard protocol for
managing devices on IP networks. It is used mostly in network management systems
to monitor network-attached devices for conditions that warrant administrative
attention. SNMP has the following characteristics:

e Support the intelligent management of network equipment. With the
SNMP-based network management platform, network administrators can query
the operating status and parameters of network devices, set parameter values,
troubleshoot, complete fault diagnosis, perform capacity planning, and generate
reports.

e Support the management of devices with different physical characteristics. SNMP
only provides the most basic set of functions, making the management tasks and
management equipment, physical characteristics and network technology is
relatively independent, so as to achieve the management of different
manufacturers of equipment.

7.1.2Work Mechanism of SNMP
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SNMP includes 2 parts: NMS and Agent:

e NMS (Network Management System) is the manager of the SNMP network, can
provide a very friendly human-computer interaction interface, to facilitate the
network administrator to complete the vast majority of network management.

e Agentis a managed object of the SNMP network. It is responsible for receiving
and processing request packets from the NMS. In some emergency situations, if
the interface status changes, Agent will automatically send alarm information to
the NMS.

NMS management equipment, usually pay attention to some parameters, such as

interface status, CPU utilization, etc. The collection of these parameters called MIB

(Management Information Base). These parameters are called nodes in the MIB. The

MIB defines the hierarchical relationships between the nodes and the attributes of the

object, such as the name of the object, the access rights, and the data type. Each

Agent has its own MIB. The managed devices have their own MIB files, and the MIB

files are compiled on the NMS to generate the MIB of the device. The NMS performs

read / write operations on the MIB nodes according to the access rights to implement
the management of the Agent. The relationship between NMS, Agent and MIB is

shown in the following figure.
Get/Set requests MIB

Sp——

Get/Set responses
NMS and Traps Agent

SNMP supports 3 kinds of basic operating in total:

e Get: Manager can use this to get some variable value of Agent.

e Set: Manager can use this to set up some variable value of Agent.

e Trap: Agent uses this to send an alarm to manager. The Agent does not require
the NMS to send a response packet. The NMS does not respond to the Trap
message. SNMP V1 and SNMP V2 support Trap operation.

7.1.3SNMP Version

Currently, Agent supports SNMP V1 and SNMP V2.

e  SNMP V1 uses the Community Name authentication mechanism. The community
name is similar to the password used to limit the communication between the
NMS and the agent. If the community name set by the NMS is different from the
community name set on the managed device, the NMS and the agent can not
establish an SNMP connection, causing the NMS to fail to access the agent. The
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alarm information sent by the agent is discarded by the NMS.

e SNMP V2 also uses the community name authentication mechanism. SNMP V2
extends the functionality of SNMP V1: provides more types of operations;
supports more data types; provides richer error code to more easily differentiate
errors.

Function Description

On the SNMP Settings page, you can enable or disable the SNMP setup function, set
the SNMP V1 / V2 read-only community name, and read/write community name

parameter information.
Operation Path

Open “Remote Monitor> SNMP Settings” in sequence.
Interface Description

SNMP settings interface screenshot

Current Location==Main Menu=>Remote Monitor==SNMP Settings

SNMP Settings

SNMP Settings : O Enable  ® Disable

Read Only Community :  |public

| Submit | | Cancel

SNMP settings interface main element configuration instructions

Interface Elements ‘ Description

SNMP settings Enable or disable SNMP settings function
Read only | Configure read-only SNMP community names with Get
community permission only.
Read/write Configure read and write SNMP community names with Get
community and Set operations.
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System Manage

About This Chapter

Hyperlink

This chapter 8.1 System Information
8.2 System File
8.3 Logout & Reboot

8.1 IP Map

Function Description

On the IP MAP page, you can control the data from different network segments to

transfer from the specified network port.

The data transmission rules of the device are: according to whether the destination

address of the data and the IP address of the network port are in the same network

segment:

e Ifthey are in the same network segment, then directly from the network port
transmission;

e Otherwise, check the IP mapping table, if the IP mapping table does not specify
the network port, the data will transfer from the default network port.

LN
Note

o  The IP address of the network port does not need to be added to the mapping table.

o IP mapping table does not limit incoming data; the forwarding data port is the
corresponding LAN port in the mapping table from the network segment to which the

destination address belongs
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Operation Path
Open in sequence: "System Manage > IP Map".
Interface Description

IP Map interface screenshot

Current Location==Main Menu==3ystem Manage==IP Mapping P

IP Mapping Configuration

Dest Address : | |

Subnet Mask : | |
Metwork Interface : Lan 1 v
Operation : | Add item || Modify item || Delete item || Save item
-~ WNo. 7= ——— Dest Address—— ——— — — — Zubnet Mask—-————-——— Wetwork Interface —
1 192. 168. 8. 254 255, 255, 255. 0 Lan 2
v
< >

IP Map interface main element configuration instructions

Interface elements Description

Dest Address Configure the destination IP address of the mapping table
rule.

Subnet Mask Configure the subnet mask for the mapping table rules.

Network Interface Click the “Network Interface” drop-down list box to select the

destination [P address on which network interface

connection.

Operation Add, modify, delete, or save IP mapping rules.

8.2 System Information

Function Description

On the “System Info” page, you can configure the device module, name, description,

serial number, and contact information.
Operation Path
Open in sequence: "System Manage> System Info".
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Interface Description

System information interface screenshot

Current Location==Main Menu==5ystem Manage==3System Identification ~

Module : 8COM |
Name : SerialServer |
Description : ZLAN |
Serial No. ! 201708290001 |

Contact Information : | |

‘ submit H Cancel

System information interface main element configuration instructions

Interface Elements ‘ Description

Module Enter the device module in the "Module" text box.

Name Enter the device name in the “Name” text box. To mark each
device in the network, give the device a different name, no

more than 16 bytes.

Description Enter the device description in the “Description” text box. A

summary of the device, no more than 16 bytes.

Serial NO. Enter the device number in the “Serial NO.” text box.
Describe the location of the device installation, no more than
30 bytes.

Contact information | Enter the contact information of the equipment maintenance

personnel in the "Contact information" text box.
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8.3 System File

Function Description

On the “System File” page, you can restore the factory settings, upload and download

the configuration file, and make a firmware upgrade.
Operation Path

Open in sequence: "System Manage> System File".
Interface Description

System file interface screenshot

Current Location==Nain Menu==System Manage==System File Update A

Factory Configuration

Load Factory Default :

Update Configuration File from Local PC

Download Configuration !

Upload Configuration : | Choose File| Tpload

Upgrade Firmware from Local PC

Upgrade Firmware : Choose File| Upgrade

System file interface Main element configuration instructions

Interface Elements ‘ Description

Load Factory | Click "Start" to restore the serial server to the factory

Default configuration.

Download Click "Download" to download the current configuration file

Configration for the serial server.

Upload Click "Choose File", select the profile you are ready, click
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Interface Elements | Description
Configuration "Upload", you can upload the existing configuration to the
serial server.

Upgrade Firmware Click "Choose File", select your prepared software upgrade
file, click "Upgrade", you can achieve serial server software

online upgrade.

A Warning

o  Configuration file upload or software upgrade process, please do not click or
configure the serial server other WEB pages, not to restart the serial port server;
otherwise it will lead to the configuration file upload or software upgrade failed,
causing the serial server system crash and so on.

« Restoring the factory settings will cause all states of the device to be in the factory
state. The default IP address is "192.168.1.254".

8.4 Logout & Reboot

Function Description

On the “Logout & Reboot” page, you can log off and reboot the serial server system.
Operation Path

Open in sequence: "System Manage > Logout & Reboot".
Interface Description

Logout & Reboot interface screenshot
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Current Location==Main Menu==System Manage==Logout A

System Logout :

Reboot System

Logout & Reboot Interface main Element Configuration Instructions

Interface Elements ‘ Description

System Logout Click "Start" and the system will log out and jump to the

initial login screen.

Reboot System Click "reboot" in the pop-up dialog box, click "OK" to

complete the system reboot.
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9 Working Mode Configuration Example

About This Chapter

This Chapter 9.1 RealCom Mode

9.2 TCP Server Mode

9.3 TCP Client Mode

9.4 UDP Server Mode

9.5 UDP Client Mode

9.6 Pair Slave & Master Mode
9.7 UDP Rang Mode

9.8 UDP Multicast Mode

9.1 RealCom Mode

Background brief

Assume that the IP address of the serial server is: 192.168.1.250; COM1 is a real
serial port, need to establish a connection with the virtual serial port COM2 in the
management software VSP Manager.

The serial port information is as follows:

e BaudRate: 115200

e PairtyBits: None

e DataBits: 8

e StopBits: 1
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Operation steps
Setp 1 Configure the IP address of the serial server.
1. Log in to the Web configuration interface and select "Network Setting".
2. In the "Use the following IP address" option box, enter the "IP address", "Subnet
Mask" and "Gateway address" corresponding to the serial server.

3. Other parameters remain the default, click "submit".

Current Location==Main Menu==Netwark Setting

Metwork Setlings

Lan 1
® Use the following IF address Automatically obtain IF address
IP Address : [192.168.1.250 |
Subnet Mask : [255.255.255.0 |
Gateway : [192.168.1.1 |

Setp 2 Configure the serial port parameter information.

1. Log in to the Web configuration interface and select "Serial Server> COM Settings".
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Current Location==Main Menu==3Serial Server==Port Setting

Port Setting

BaudRate 115200 v
DataBits 3 bits v
StopBits 1 hits ¥
ParityBits Mone v
Flow Caontral MNo ¥
Work Mode RS5485 ¥

Advance Settings n

Apply to All Port Il

Submit Cancel

2. Select "COM1" in the "Port" drop-down list.
3. Other parameters remain the default, click "Submit".
4. Set the "BaudRate", "DataBits", "StopBits" and "ParityBits" in the "Settings" option
box.
5. Other parameters remain the default, click "Submit".
Setp 3 Configure the working mode of the serial server.
1. Log in to the Web configuration interface and select "Serial Server> COM Mode

Settings".
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Current Location==Main Menu==Serial Server==Maode Setting

Part : cComM A

COom1

Work Mode RealCom Mede ¥

Session Number 1 hd

TCP Alive Time 60 (0-55535 s)
lanare Jammed Enable v

Cmd Type disable v

Cueue Access Disable ¥

Response Timeout  |100 (10-85535 ms)
Frame Break 100 (10-65535 ms)
Apply to All Port

2. Select "COM1" in the "Port" drop-down list.
3. Click the "Work Mode" drop-down list box and select "RealCom Mode".

4. Click the "Session Number" drop-down list box and select "1".
5. Other parameters remain the default, click "Submit".
Step 4 Run "VSP Manager" software, configure the virtual serial port COM2.

1. Run the "VSP Manager" software, click "Add Device" in the left navigation bar, and

then click "Add Device". Enter the IP address and subnet mask of the serial server

and click “OK”.
(L] vsP Manager | il [EEEE )

Operate  View Help

@@] EEVSP Service Properties

Restart V5P Service I

E Quick Add Ports

%= Remove All Ports

Remrers [Em Device Properties :

¥ | s T DeviceName:  B7E3FAGEETZE
2 Search Devices .. P:  192.168.1.250
J2 Search Devices (IF) ... SubnetMask:  255.255.255.0
% Add Device Gateway :

Remove Device MAC :

Device : 4

2. Right click "192.168.1.250" and select "Quick Add Ports". After creating the virtual
serial port COM2, click “OK”.

3onedata proprietary and confidential 61
Copyright © 3onedata Co., Ltd.




3onedata

Make network communication more reliable User Manual

=] VSP Manager - [ V3.1 Build170206R

Operate View Help

H % p— =
- T ol Qvick Add Porz LR
Bl =
aoa>s I
= s Manual Devices
2 - {192, 168.1,250 3

® & search Mumber of Ports to Add : 1 (1~32)

&= Remove All Ports Starting COM Port 1 COM2 [=] (1w512)

&  Remove Port Device : [37E3FAGEB72E(192. 168.1.250)

4 Re-active Port
The following ports will be added :
2 Search Devices ...
o o comz
J~' Search Devices (IP) ...
E Add Device
Z= Remove Device

Device : 5

3. Click "Base" in the “COM2 Properties” option box, configure the virtual serial port

COM2 parameter information and real COM1 match the same.

L*J VSP Manager - [ V3.1 Build170206R

Operate  View Help
H o
| Device List View [#123]|  SBvsP service Properties [ COM2 Properties

2@ @

Port: COM2

Base | Connection | Advanced |

Search Devices

Serial Port Properties : Virtual Serial Port Properties :
BaudRate: 115200 = [l strict Baudrate
Parity:  Mone lz‘
DataBits: 8 [=]
StopBits: 1 [=]

Device : 1 Virtual Ports : 1

After the completion of the above configuration, between the real serial port COM1
and virtual COM2 connection can be successfully established to send data to each

other.

Step 5 Run the "ComTest30ne" software, test the real serial port COM1 and virtual COM2

communicate with each other.
1. Install and run the “ComTest30ne” software, click "Begin" menu "New Windows".

2. Add the real serial "COM1" and virtual serial "COM2" two windows, the "COM1"

3onedata proprietary and confidential 62
Copyright © 3onedata Co., Ltd.



3onedata

Make network communication more reliable

User Manual

and "COM2" serial port parameter information match.

. ComTest30ne - [ EE;Y

Begin Operate View

Begin Operate \iew

2 comt

COM: COM1 -
BaudRate: | 115200 -
Parity: M
D ataBits:
StopBits: |1

FluidContro| i ane

=
4 4 4

FO com2 |

COM: COm2 -
BaudRate: | 115200 -

Parity:
D ataBits:
StopBits: |1

FluidContro| 1ane

=l
!

Fl 3

[ Hex Display [ Branch displa Auto empty ErnptyC Pauze displayP|

MZ234567294R

&l
B
&l

@ @ m @ 7] Hex Send Autornatic :2 100 M5 Manual send3

3. Respectively, open the "COM1" and "COM2" serial port signal, check the
"automatic send" check box, test and see the real serial port COM1 and virtual

COM2 between the data transceiver status.

coM: (Comt | 234567094 012345676045 01 234567894 B 01 23456783AB 01 23456 763AB 01 23456 7834 01 2345678948
: Il 234567094 B 01 2345670045 01 234567894 B 01 234567894 B 01 23456 783AB 01 23456 78345 01 2345678948
Boudfiaie [ 115200 = | N 23456728401 23456 780AE 01 2345673348 0 23456 7209AR 0 22456 PRAAR1 23456 789AB 01 2345672308

Parnity: M

DataBits:
StopBits: |1

FluidCantral W one

| Closel

!
L]

4 [ | ¥

=
A

[ Hex Display [ Branch displa Auto emply EmptyC ] [F'ause DizplayF

012345678948 -

@ @ @ @ [ Hex Send [V] &utomatic se 100 M5 tanual sends

Receive:0 Send:2868
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E ComTest20ne - [ V1.0 Build17051 CE=EE x|

Begin Operate View
F camz |

COM: COM2 (123456733AB01 234567834801 23406789AB01 23406783801 234567835B 01 23456783801 2345670351 -
(123456733AB01 234567834801 234067894B01 23406783801 23456789AB01 23456703001 2345679341

BaudRate: | 115200 | O123456789AR01 234567004E 01 234567A9AR01 22456 7294B 01 234567834 B01 23456 7A9AR01 23456725901
01 2345675301 2345676908 01 23456 R4 B 01 234567594501 234567834501 23456 FE9AR01 2345675981

P arity: 01 234567890 01 23456 789AB 01 2345673948 01 234567394 B 01 2345678948 01 234567894 01 2345675948
, 01 23456733401 23456 7594B 01 234567594 B 01 23456739401 2345678345 0 23456 7SR 01 2345673548
Databits: 01 2345E733AB 01 23456 7594B 01 234567594 B 01 23456739401 2345678345 0 23456 7SR 01 2345673541
. 01234567394B 01 23456 7894B 01 23456 7894 B 01 234567894 B 01 23456 7594B 01 234567894 B 01 234567594
StopBits: 01 2345E733AB 01 23456 7594B 01 234567594 B 01 23456739401 2345678345 0 23456 7SR 01 2345673541

FluidCantra Mone [1234667334B01 23456783401 234567334B 01 234567834801 234567334B 01 2345673301 2345672941
[1234667334B01 23456783401 234567334B 01 234567834801 234567334B 01 2345673301 2345672941
[1234567294R01 234567834071 234567294B01 234567334801 23456789AR 01 23456783 B 01 2345670941
[1234567294R01 234567834071 234567294 B01 234567334801 234567894R01 23456783401 2345670941
[1234567294R01 234567834071 234567294 B01 234567334801 234567894R01 23456783401 2345670941
[1234567294R01 234567834071 234567294 B01 234567334801 234567894R01 23456783401 2345670941
(1234567294R01 234567834 071 234567294 B01 234567334801 234567894R 01 2345678301 2345670941

m

= 012345673948 s
o '
[ Hex Display [ Branch dizpla Auto empty EmptyC l ’Pause dizplayP
012345673948 -

@ @ m @ [ Hex Send | [V] Awtomatic 22 100 M5 | Manual zendS

Receive:0 Send:0

9.2 TCP Server Mode

Background brief

Assuming that the serial port "COM1" of the serial server is operating in the "TCP
server mode", passively waiting for one host PC to connect, and the host can read or
send Ethernet data to a serial device.

The parameters of the serial server (TCP server) are as follows:

e IP Address: 192.168.1.250

e Local Port: 30000

e BaudRate: 115200

e PairtyBits: None

e DataBits: 8

e StopBits: 1

The parameters of the host PC (TCP client) are as follows:

e IP Address: 192.168.1.61

Operation steps

Setp 1 Configure the IP address of the serial server.

1. Log in to the Web configuration interface and select "Network Setting".
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Current Location==Main Menu==Network Setting

Network Setiings

Lan 1
® Use the following IP address Automatically obtain IP address
IP Address : [192.168.1.250 |
Subnet Mask : [255.255.255.0 |
Gateway : [192.168.1.1 |

2. In the "Use the following IP address" option box, enter the "IP address", "Subnet
Mask" and "Gateway address" corresponding to the serial server.
3. Other parameters remain the default, click "submit".
Step 2 Configure the serial port parameter information.

1. Log in to the Web configuration interface and select "Serial Server> COM Settings".

Current Location==Main Menu==3Serial Server==Part Setting

Con v

Alias

BaudRate 115200 ¥
DataBits 3 bits ¥
StopBits 1 bits ¥
FarityBits Mone v
Flow Control Mo v
Work Mode R35485 v

Advance Settings Wl

Apply to All Port Wl

Submit Cancel

2. Select "COM1" in the "Port" drop-down list.
3. Set the "BaudRate", "DataBits", "StopBits" and "ParityBits" in the "Settings" option
box.
4. Other parameters remain the default, click "submit".
Step 3 Configure the working mode of the serial server.
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1. Log in to the Web configuration interface and select “Serial Server> COM Mode

Settings”.

Current Location==Main Menu==Serial Server==Node Setting

Work Mode

Waork Mode Tep Server Mode i

Session Number 1 v

Local Port 30000 (1-65535)
pwd_check Disable r

send_msg turnoff v

Cmd Type disable ¥

TCP Alive Time 0 (0-65535 5)
TCP Timeout 0 (0-65535 s)
lgnare Jammed Enable r

Queue Access Disable v

Responze Timeout 100 (1065535 ms)
Frame Break 100 (10-65535 ms)
Apply to All Part

2. Select “COM1” in the “Port” drop-down list.
3. Click the "Work Mode" drop-down list box and select "TCP Server Mode".
4. Click the "Session Number" drop-down list box and select "1".
5. Enter "30000" in the "Local Port" text box.
6. Other parameters remain the default, click “submit”.
Step 4 Run the "DebugTool” software, for the host to create TCP client.

1. To install and run "DebugTool” Software, click “Create Connection” drop-down list

box and choose “Create Network Debugging> TcpClient”.

’3 .0 Build17052

Operation Batch operation Help

51 @ | © | ®
Creat connection

2

Rear-time saving

@

Stop showing

g

Start Stop Clear displying Show event report

c I Creat network debugging | » | | TcpClient |
Creat Can Debugging 3 TSR
UDPClient
Creat modbus debugging 3 UDPServer
@ -
- F. UdpServer LiTIVELE
- F. UdpGroup

2. In the "Local IP" drop-down list box, select the IP address "192.168.1.61" of the
host PC (that is, the TCP client).
3. In the "Device IP" text box, enter the IP address "192.168.1.250" of the serial server
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(that is, the TCP server).
4. In the “Device Working Port” text box, enter the local port "30000" of the serial

server (that is, the TCP server), and click “OK”.

m.‘ 3onedata Debugging AssistantV1.0 Build170522R — - ‘ ‘

|| Operation Batch operation  Help
2 NG ®) & = © 3
Creat connection Start Stop Clear c.Ii.spI_l,ling Fean-time zaving Stop showing Show ewent report
Connection Management @
F. TepClient
F. TepServer
< Il UdpClient
l F. UdpServer
F. UdpGroup

Local IP: 132.168.1.61 A

Device IP: 192.168.1.250

Device working port: 30000

5. Select the TcpClient connection you created and click “Start”.

() sonedes Debusgi

Operation Batch operation Help

% @‘@‘E?

b <

@

- -

Creat connection Stark Stop Clear displying Save in real time Stop showing Shaow event report
(Connection Management 7 o | 192.168.1.250 300001 X |
Sefial number Tranzrizsion dir..  Time identification  Data Length datalHEX)

. r. TepServer
il UdpClient

- F. UdpServer

g r_. UdpGroup

Step 5 Synchronize the operation of the "ComTest30ne" and "DebugTool" software, test the
serial server (TCP server) and the host PC (TCP client) to communicate with each

other.
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GroupMainFo

Begin Operate View

Y com |

cave e 1234567 83AB (1 234567 53R 1 2345675948 11 234567534 [ 234567594 E 01 Z34567594E 01 2345675948 -
: 1 234567 830 B 1 234567 B3R 2345675945 (11 234567590 1 234567594E 01 Z34567594B 01 2345672548
BaudRate: (115200 = | | 11234567890 R 01 234567 B3R 01 2345670948 0 234567090 0 234567594E 01 Z34567394E 01 2345673948

Parity: M
[rataBits:
StopBits: |1

FluidContral bare

| Clogel

i

4 | m | »

=]
]

[ Hex Display [ Branch displa Auto empty EmptyC ] [F'ause DizplayF

012345673340 -

E &] E] @ [ Hex Send [] &utomatic 2100 M5 b anual sendﬁ] [Zount cleared £

Receive:0 Send:0

1. Install and run the “ComTest30ne” software, click “Begin” menu “New Windows”.

2. Add serial port "COM1" window, configure the COM, BaudRate, parity, DataBits
and other parameters and WEB interface "COM settings" consistent.

3. Open the "COM1" serial port signal, for example, enter the serial information
"0123456789AB", and click “Manual Send”.

4. Run the "DebugTool" software, in the TcpClient option box to view the host PC to
receive the serial information. Similarly, the host PC can also send information to

the serial device.
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L. 3onedata Debugging
Operation Batch operation Help
~ -
v ] ®© ®)] L L @ @
Creat connection Stop Clear displying Save in real ime Stopshowing | Show event report
Connection Management (5 | 192.188.1.260_30000 1 ¥ |
Tl Terthent Serial number Transmission dii.. ~ Time identification  Daata Length datalHEX)
B 152.168.1.250_30000_1 1] Fieceive 15.41.21 397 16 31323334 35 36 37 3839 30 41 4243 44 45 46
W tosem 1 Receive 15:41:21 549 16 13233343536 37 303330 41 4243 44 45 46
o P 2 Send 15:41:23 765 16 AN 323334353637383930471 424344 4546
il UdnCient ] Send 15.41.23 925 16 31323334 35 36 37 3839 30 41 4243 44 45 46
il UdpServer
il udpGioup
< i G
60000000
] Sending intervalM3) 1
m fudazend
[T Send Over HEX

9.3 TCP Client Mode

Background brief

Assuming that the serial port "COM1" of the serial server is working in "TCP client
mode", it initiates a connection with a host PC, and the host can read or send Ethernet

data to a serial device.

When the data transfer is completed, the serial server will automatically shut down the

network connection after 30 seconds.

The parameters of the serial server (TCP client) are as follows:
e IP Address: 192.168.1.250

e Local Port: 30000

e BaudRate: 115200

e PairtyBits: None

e DataBits: 8

e StopBits: 1

The parameters of the host PC (TCP server) are as follows:

e IP Address: 192.168.1.61

e Local Port: 31000

Operation steps

Setp 1 Configure the IP address of the serial server.

1. Log in to the Web configuration interface and select “Network Setting”.
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Current Location==Main Menu==Netwark Setting

Network Setings

Lan 1
® Use the following IP address Automatically obtain IP address
IP Address : [192.168.1.250 |
Subnet Mask : [255.255.255.0 |
Gateway : [192.168.1.1 |

2. In the "Use the following IP address" option box, enter the "IP address", "Subnet
Mask" and "Gateway address" corresponding to the serial server.
3. Other parameters remain the default, click “submit”.
Step 2 Configure the serial port parameter information.

1. Log in to the Web configuration interface and select “Serial Server> COM Settings”.

Current Location==Main Menu==5erial Server==Part Setting

COoM1 T

Alias

BaudRate 115200 i
DataBits 2 bits T
StopBits 1 bits r
FarityBits Mone v
Flow Control MNo v
Work Maode RS485 T

Advance Settings |

Apply to All Port [l

| Submit | Cancel

2. Log in to the Web configuration interface and select “Serial Server> COM Settings”.

3. Select “COM1” in the “Port” drop-down list.

4. Set the "BaudRate", "DataBits", "StopBits" and "ParityBits" in the "Settings" option
box.

5. Other parameters remain the default, click “submit”.
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Step 3 Configure the working mode of the serial server.

1.
. Click the "Work Mode" drop-down list box and select "TCP Client Mode".

0 N OO g b~ W DN

Select “COM1” in the “Port” drop-down list.

. Click the "Session Number" drop-down list box and select "1".

. Enter the IP address "192.168.1.61" of the host PC in the "Dest address" text box.
. Enter the local port number "31000" of the host PC in the "Dest port" text box.

. Enter the local port number "30000" of the serial server in the "Local port" text box.
. Enter "30" in the "TCP Alive Time" and "TCP Timeout" text boxes.

. Other parameters remain the default, click “submit”.

Current Location==Main Menu==Serial Server==hMode Setting

Work Mode

COoM1

Port : com v

[Work Mode Tecp Client Mode v

Session Number 1 v

Session 1 IP v 192.168.1.61 31000 30000
Session 2 IP v 192.168.1.254 31001 30001
Session 3 IP v 192.168.1.254 31002 30002
Session 4 IP v 192.168.1.254 31003 30003
pwd_check Disable r

send_msg turnoff v

Connection Control | aways M

ggs:torglnectmn None v

[TCP Alive Time 30 (0-65535 5)

TCP Timeout 30 (0-65535 5)

lgnare Jammed Enable v

Queue Access Disable v

Response Timeout 100 (10-65535 ms)

Frame Break 100 (10-65535 ms)

Apply to All Port

Step 4 Run the "DebugTool" software, for the host to create TCP server.

1.

To install and run "DebugTool" Software, click “Create Connection” drop-down list

box and choose “Create Network Debugging> TcpServer”.
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|1 3oncdata Debugging.

Operation Batch operation Help

|« 4 © @ o 2 @ @
: Creat connection Stark Stop Clear dizplying Rean-time zaving Stop showing Show event report
al Creat network debugging I 3 TepClient
: |__TcpServer |
Creat Can Debugging 3
UDPClient
Creat modbus debugging 3 UDPServer
5 =
r_. UdpServer LEFEILE

F. UdpGroup

2. In the “Monitoring IP” drop-down list box, select the IP address "192.168.1.61" of
the host PC (that is, the TCP server).

3. In the "Local Port" text box, enter the local port "31000" of the host PC (that is, the
TCP server) and click "OK".

Operation Batch operation Help
P ) ®) L5 3 @ G
Creat connection Start Stop Clear displying Rean-time saving Stop showing Show event report

Connection Management @@

F. TepClient

r_. TepServer

il Udplient

W Udpserver Moritoring 1P 152, 168.1.61 -

r. UdplGroup

Local port: 30000

4. Select the TcpServer connection you created and click “Start”.

) 3onedata Debugging

Operation Batch operation Help

Start

© Creat cornection
[Cnu\eclinnﬂamagmmnt @] 192.168.1.61_30000 = |
F] TepClient

2

Save in real time

<G

Show event report

-

@

Stop

Clear dizplying

O

Show Data

[f  UdnClent
: r_. UdpServer
F. UdpGroup

Step 5 Simultaneous operation of the "DebugTool" and "ComTest30One" software, test the
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serial server (TCP client) and the host PC (TCP server) to communicate with each

other.

1. Install and run the “ComTest30ne” software, click “Begin” menu “New Windows”.

Begin Operate View

2 com1 |

COM: COM1 N23456739AB 01 234567 2334R 01 234567334801 23456 789AB 01 234567394 B01 2345673348 01 2345678948 -
. N234567394B 01 234567 334B 01 2345673348 01 23456 739AB 01 234567394 B 01 2345673348 01 23456 7394R

BaudRate: (115200 = | 11234567334 01 2345678948 01 2345678948 01 2345678948 01 234567834 E01 234567994 B 01 2345678348

FIuidEontrc-

e :
A X
[ Hex Display 7] Branch displa Auta empty E mptyC ] [F'ause DizplayF

012345678958 -

@ &] E] @ [ Hex Send [] &utomatic 52100 M5 b arual sendﬁ] [:c-unt cleared 2

Receive:0 Send:0

2. Add serial port “COM1” window, configure the COM, BaudRate, parity, DataBits
and other parameters and WEB interface “COM settings” consistent.

3. Open the “COM1” serial port signal, for example, enter the serial information
“0123456789AB”, and click “Manual Send”.

4. Run the "DebugTool" software, in the TcpServer option box to see the host PC to
receive the serial information. Similarly, the host PC can also send information to

the serial device.
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Operation  Batch operation Help
= -
ol @ @ e b @ @
Creat connection Stop Clear displying Save in real time Stop showing Shaw evert report
Connection Management 72 [ 192.1681.61_30000 x| 192.168.1.250_30000 X |
[_] TepClisnt Serial number Transmission dir .~ Time identification  Dats Length data[HEX]
[ TcpServer 1} Receive 15:41:21 397 18 AN 32333435363738393041 424344 4546
i 1 Receive 15:41:21 543 16 I 32333435363730393041 424344 4546
E w 1921661613000 2 Send 15:41:23 765 16 3323334353637 38393041 424344 4546
-a_ 1821681, 250_30000 3 Send 15:41:23 925 16 I 323334303637 303930 41 424344 4546
T OdpClient
[f UdpServer
[l UdpGroup
< i G
CLLEGET
12345678904BCDEF.
Sending inkervalMS) 1
[] Send Dver HEX
Local information:192.168.1.61:30000; remote information:192.168.1 Received frame number:32received Sent frame:32 Recount
Event Repart =
Serial... Time Event D.

9.4 UDP Server Mode

Background brief

Assuming that the serial port "COM1" of the serial server is operating under "UDP
server mode", passively waiting for one host PC to connect, and the host can read or
send Ethernet data to a serial device. Compared with TCP mode, UDP protocol is
faster and more efficient.

The parameters of the serial server (UDP server) are as follows:

e IP Address: 192.168.1.250

e Local Port: 30000

e BaudRate: 115200

e PairtyBits: None

e DataBits: 8

e StopBits: 1

The parameters of the host PC (UDP client) are as follows:

e |IP Address: 192.168.1.61

e Local Port: 31000

Operation steps

Setp 1 Configure the IP address of the serial server.

1. Log in to the Web configuration interface and select “Network Setting”.
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Current Location==Main Menu==Netwark Setting

Metwork Settings

Lan 1
®' Use the following IP address Automatically obtain IP address
IP Address : [192.168.1.250 |
Subnet Mask : [255.265.256.0 |
Gateway : [192.1681.1 |

2. In the "Use the following IP address" option box, enter the "IP address", "Subnet
Mask" and "Gateway address" corresponding to the serial server.
3. Other parameters remain the default, click “submit”.
Setp 2 Configure the serial port parameter information.

1. Log in to the Web configuration interface and select “Serial Server> COM Settings”.

Current Location==Main Menu==5erial Server==Part Setting

COoM1 T

Alias

BaudRate 115200 i
DataBits 2 bits T
StopBits 1 bits r
FarityBits Mone v
Flow Control MNo v
Work Maode RS485 v

Advance Settings |

Apply to All Port [l

Submit Cancel

2. Select “COM1” in the “Port” drop-down list.
3. Set the “BaudRate”, “DataBits”, “StopBits” and “ParityBits” in the “Settings” option
box.
4. Other parameters remain the default, click “Submit”.
Setp 3 Configure the working mode of the serial server.
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1. Log in to the Web configuration interface and select “Serial Server> COM Mode
Settings”.

2. Select “COM1” in the “Port” drop-down list.

3. Click the “Work Mode” drop-down list box and select “Udp Server Mode”.

4. Click the “Session Number” drop-down list box and select “1”.

5. Enter "30000" in the "Listen port" text box.

6. Other parameters remain the default, click “submit”.

Current Location==Main Menu==Serial Server==Mode Setling

Port : COomM1 b

com1

Work Mode Udp Server Mode v

Session Number 1 v

Listen Port 30000

UDP Timeout 0 (0-65535 ms)
Queue Access Disable v

Response Timeout 100 (1065535 ms)
Frame Break 100 (10-85535 ms)
Apply to All Port

Step 4 Run the "DebugTool" software, for the host to create UDP client.
1. To install and run "DebugTool" Software, click “Create Connection” drop-down list

box and choose “Create Network Debugging>UDPClient”.

«.! 3onedata Debugging As

Operation Batch operation Help
D 1 © ® % b ©)] <
Creat connection Stark Stop Clear dizplying Rean-time saving Stop showing Show event repart
Ll | Creat network debugging | » TepClient
Creat Can Debugging 3 Teptaner
UDPClient
Creat modbus debugging 2 UDPServer
5 "
F. UdpServer LiFETETE
F. UdpGroup

2. In the "Local IP" drop-down list box, select the IP address "192.168.1.61" of the
host PC (that is, the Udp client).

3. Enter the port number "31000" for the host PC (that is, the Udp client) in the "Local
Port" text box.
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3onedata Debugging AssistantV1.0 Build170522R
Operation Batch operation Help
CRNENG) 2 @ @

Creat connection

Connection Management

TcpClient
TepServer
UdpClient
UdpServer
UdpGroup

Start

BE)

@‘ﬂ?

Stop Clear dizplying

Feartime saving Stop showing Show event report

Client Paramete

Local IP:

Local Part:

Remate IP:

192.168.1.61 -

31000

192.168.1.250

Femote port; 30000

4. Enter the IP address "192.168.1.250" of the serial server (that is, the Udp server) in
the "Remote IP" text box.

5. In the “Remote Port” text box, enter the port number “30000” for the serial server
(that is, the Udp server), and click “OK”.

3onedata Debu
Operation Batch operation Help
®) fo bl @

0 ©
Creat connection Start Stop Clear displying Save in real time Stop showing
| Connection Management 7 (52 | 192.168.1.61_31000 % |
- F] TepClient

- I'_. TopServer

<G

Show event report

Serial nurber Transmizzion dir...  Time identification  Data Length data[HE=]

- r. UdpServer
- I'_. UdpGroup

A Notice

UDP (User Datagram Protocol), is a connectionless protocol. So after the successful
creation of UdpClient connection, you do not need to click "Start".

Step 5 Simultaneous operation of the "DebugTool" and "ComTest30ne" software, test the
serial server (UDP server) and the host PC (UDP client) to communicate with each
other.

1. Install and run the “ComTest30ne” software, click “Begin” menu “New Windows”.
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2. Add serial port “COM1” window, configure the COM, BaudRate, parity, DataBits
and other parameters and WEB interface “COM settings” consistent.

3. Open the “COMA1” serial port signal, for example, enter the serial information
“0123456789AB”, and click “Manual Send”.

Begin Operate View

H2 com1 |

coM: [com 1 234567 830B 11 234567 B94E 1 2345670948 11 234567094 (1 234567 04E 01 2345675040 01 2345670948 -
: M 23456700401 234567004 501 2345670948 1 2345670940 01 234567804501 2345678045 01 2345670948
BaudRate: (115200 = | | 123456785AR 01 234567654 B 01 2345670945 (1 234567894 0N 234567594 E 01 Z34567594E 01 23456 75948
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4. Run the "DebugTool" software, in the Udpclient option box to see the host PC to

receive the serial information. Similarly, the host PC can also send information to
the serial device.

i) Jonedata Debugg
Operation Batch operation Help
o . © @ fa | ) @
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9.5 UDP Client Mode

Background brief

Assuming that the serial port "COM1" of the serial server works in the "UDP client
mode", it initiates a connection with a host PC, and the host can read or send Ethernet
data to a serial device. Compared with TCP mode, UDP protocol is faster and more
efficient.

The parameters of the serial server (UDP client) are as follows:
e IP Address: 192.168.1.250

e Local Port: 30000

e BaudRate: 115200

e PairtyBits: None

e DataBits: 8

e StopBits: 1

The parameters of the host PC (UDP server) are as follows:

e |IP Address: 192.168.1.61

e Local Port: 31000

Operation steps

Setp 1 Configure the IP address of the serial server.

1. Log in to the Web configuration interface and select “Network Setting”.

Current Location==Main Menu==Network Setting

Network Setlings

Lan 1
®' Use the following IP address Automatically obtain IP address
IP Address : [192.168.1.250 |
Subnet Mask : [255.265.256.0 |
Gateway : [152.16811 |

2. In the "Use the following IP address" option box, enter the "IP address", "Subnet
Mask" and "Gateway address" corresponding to the serial server.
3. Other parameters remain the default, click “submit”.
Setp 2 Configure the serial port parameter information.

1. Log in to the Web configuration interface and select “Serial Server> COM Settings”.
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Current Location==Main Menu==3Serial Server==Port Setting

Port Setting

BaudRate 115200 v
DataBits 3 bits v
StopBits 1 hits ¥
ParityBits Mone v
Flow Control Mo v
Work Mode RS5485 ¥

Advance Settings n

Apply to All Port Il

| Submit || Cancel

2. Select “COM1” in the “Port” drop-down list.
3. Set the “BaudRate”, “DataBits”, “StopBits” and “ParityBits” in the “Settings” option
box.
4. Other parameters remain the default, click “Submit”.
Setp 3 Configure the working mode of the serial server.

1. Log in to the Web configuration interface and select “Serial Server> COM Mode

Settings”.
2. Select “COM1” in the “Port” drop-down list.
3. Click the “Work Mode” drop-down list box and select “Udp Client Mode”.
4. Click the “Session Number” drop-down list box and select “1”.
5. Enter the IP address "192.168.1.61" of the host PC in the "Dest address" text box.
6. Enter the local port number "31000" of the host PC in the "Dest port" text box.
7. Enter the local port number "30000" of the serial server in the "Listen port" text box.
8. Other parameters remain the default, click “submit”.
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Current Location==Main Menu==Serial Server==Node Setting

Work Mode

[Work Mode Udp Client Mode r

Session Number 1 r

Session 1 IP v 192.168.1.61 31000
Session 2 IP v 192.168.1.254 31001
Session 3 IP v 192.168.1.254 31002
Session 4 IP v 192.168.1.254 31003
Listen Part 30000 |

Queue Access Disable v

Response Timeout 100 (10-65535 ms)

Frame Break 100 (10-65535 ms)

Apply to All Port (]

Setp 4 Run the "DebugTool" software, for the host to create UDP server.
1. To install and run "DebugTool" Software, click “Create Connection” drop-down list

box and choose “Create Network Debugging> UdpServer”.

2
Operation Batch operation Help —
] © @ f ! @ @
Creat connection Stark Stap Clear dizplying Rean-time zaving Stop shawing Shaw event report
al Creat network debugging | » TepClient
Creat Can Debugging 3 VR
UDPClient
Creat modbus debugging 3 UDPearver
Tl F
F] UdpServer g
r] UdpGroup

2. In the “Monitoring IP” drop-down list box, select the IP address "192.168.1.61" of
the host PC (that is, the UDP server).

3. In the “Local Port” text box, enter the local port "31000" for the host PC (that is, the
UDP server) and click “OK”.
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&) Zonedata Debugging AssistantV1.0 Build170522R - -
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Connection Management Ed B3

F. TepClient
F. TcpServer
[fl  udpClient
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3onedata Debuggin:

Operation Batch operation Help
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Creat connection Start Clear c.Ii.spIying Save i real time Stop showing Show event report
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FI TepServer
[l UdpClient
F' UdpServer

UdpGroup

A Notice

UDP (User Datagram Protocol), is a connectionless protocol. So after the successful
creation of UdpClient connection, you do not need to click "Start".

Setp 5 Simultaneous operation of the "DebugTool" and "ComTest30One" software, test the
serial server (UDP Client) and the host PC (UDP server) to communicate with each
other.

1. Install and run the “ComTest30ne” software, click “Begin” menu “New Windows”.

2. Add serial port “COM1” window, configure the COM, BaudRate, parity, DataBits
and other parameters and WEB interface “COM settings” consistent.

3. Open the “COM1” serial port signal, for example, enter the serial information
“0123456789AB”, and click “Manual Send”.
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4. Run the "DebugTool" software, in the UdpServer option box to see the host PC to
receive the serial information. Similarly, the host PC can also send information to

the serial device.

9.6 Pair Slave & Master Mode

Background brief

Pair mode requires two serial devices server to work together to break the serial data
transmission distance limit. The two serial servers in this mode establish a network
connection with each other via Ethernet and transparently transmit data from the
respective serial port to each other.

Assume that serial device server A uses pair slave mode to passively wait for a
connection.

The serial device server B uses the pair master mode to actively connect the serial
device server A.

Serial device server A and serial device server B with their own computer connected
to the serial port are "COM1".
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The "dest address" of the serial server B is the IP address "192.168.1.254" of the

serial server A. The “dest port” of the serial server B is the listening port "30000" of the
serial server A.

Serial device server A configuration steps

Setp 1 Serial device server A configuration steps

Current Location==Nain Menu==Serial Server==Node Setling

Expand ALL
&= Main Menu Work Mode
= Overview
= Network Setting | Port : comt v |
= Serial Server
= COM Settings 0
* Co informzton ork Mode Pair Slave Mode v
= COM Mode Information TCP Alive Time 5 (0-65535 5)
- Reboot Port Listen Port 30000 (1-65535) I
State “‘é’;‘t"r Apply to All Port 5]
Access . .
Remote Monitor

System Manage

Setp 2 Log in to the Web configuration interface and select “Serial Server> COM Mode
Settings”.

Setp 3 Select “COM1” in the “Port” drop-down list.

Step 4 Enter the "30000" in the "Listen Port" text box.

Step 5 Other parameters remain the default, click “Submit”.

Serial device server B configuration steps

Setp 1 Log in to the Web configuration interface and select “Serial Server> COM Mode
Settings”.

Setp 2 Select “COM1” in the “Port” drop-down list.
Setp 3 Click the “Work Mode” drop-down list box and select “Pair Master Mode”.

Current Location==Main Menu=>Serial Server==Mode Setting

Expand ALL
e
= Overview
- Network Setting [por: [com1 |
= Serial Server
= COM Settings O
o ETILIEmELTY ork Mode Pair Master Mode v
. COM Mode Information TCP Alive Time 5 (0-65535 5)
= Reboot Port Dest Address 192.168.1.254
State monitor Dest Port 30000 (1-65535)
Access Ctrl
Remote Monitor Apply o All Port e ]
——

Setp 4 Enter the IP address "192.168.1.254" of the serial device server A in the "Dest
Address" text box.
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Setp 5 Enter the listen port "30000" of the serial device server A in the "Dest Port" text box.
Step 6 After completing the above configuration, the serial device server A and the serial
device server B successfully establish the connection, each device serial port can

send and receive serial data.

9.7 UDP Rang Mode

Background brief

When the router, switch and other devices do not support multicast function, the serial
decice server can work in the UDP Rang mode to achieve multicast function.
Assuming that the serial port COM1 of the serial devcie server is connected to the
host computer, it needs to transmit the serial data to two hosts that specify the same
network segment "192.168.1.61" to "192.168.1.62" through the UDP protocol at the
same time.

The parameters of the serial server (UDP server) are as follows:

e IP Address: 192.168.1.250

e Local Port: 30000

e BaudRate: 115200

PairtyBits: None

e DataBits: 8

e StopBits: 1

The parameters of the host PC A (UDP client A) are as follows:

e IP Address: 192.168.1.61

e Local Port: 31000

The parameters of the host PC B (UDP client B) are as follows:

e IP Address: 192.168.1.62

e Local Port: 31000

Operation steps

Setp 1 Configure the IP address of the serial server.

1. Log in to the Web configuration interface and select “Network Setting”.
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Current Location==Main Menu==Netwark Setting

Metwork Settings

Lan1
® Use the following IP address Automatically obtain IP address
IP Address : [192.168.1.250 |
Subnet Mask : [255.265.256.0 |
Gateway : [192.1681.1 |

2. In the "Use the following IP address" option box, enter the "IP address", "Subnet
Mask" and "Gateway address" corresponding to the serial server.
3. Other parameters remain the default, click “submit”.
Setp 2 Configure the serial port parameter information.

1. Log in to the Web configuration interface and select “Serial Server> COM Settings”.

Current Location==Main Menu==3Serial Server==Part Setting

Con v

Alias

BaudRate 115200 ¥
DataBits 3 bits ¥
StopBits 1 bits ¥
FarityBits Mone v
Flow Control Mo v
Work Mode R35485 v

Advance Settings Wl

Apply to All Port Wl

Submit Cancel

2. Select “COM1” in the “Port” drop-down list.
3. Set the “BaudRate”, “DataBits”, “StopBits” and “ParityBits” in the “Settings” option
box.
4. Other parameters remain the default, click “Submit”.
Setp 3 Configure the working mode of the serial server.
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1. Log in to the Web configuration interface and select “Serial Server> COM Mode
Settings”.
2. Select “COM1” in the “Port” drop-down list.

Current Location==Main Menu==3erial Server==Mode Setting

Work Mode

Work Mode Udp Rang Mode v

Session Number 1 v

Session 1 192.168.1.61 192.168.1.62 31000
Session 2 192.168.1.254 192.168.1.254 31001
Session 3 192.168.1.254 192.168.1.254 31002
Session 4 192.168.1.254 192.168.1.254 31003
Listen Port 30000 |

Apply to All Port

3. Click the “Work Mode” drop-down list box and select “UDP Rang Mode”.

4. Click the “Session Number” drop-down list box and select “1”.

5.In the "Start Address" and "End Address" text boxes, enter the IP address
"192.168.1.61" of Host A and the IP address "192.168.1.62" of Host B, respectively.

6. Enter the port number "31000" of the host in the "Dest Port" text box.

7. Enter the port number "30000" of the serial device server in the "Listen Port" text
box.

8. Other parameters remain the default, click “submit”.

Setp 4 Run the "DebugTool" software the host A to create UDP client A.
1. To install and run "DebugTool" Software, click “Create Connection” drop-down list

box and choose “Create Network Debugging> UdpClient”.

=} 3onedata Debugging As

Operation Batch operation Help

O  © @ L7

2 ©)

G

Creat connection Start Stop Clear dizplying Fean-time zaving Stop showing Show event report
ql Creat network debugging | » TepClient
Creat Can Debugging » Ve
UDPClient
Creat modbus debugging 3 UDPServer
UdpGroup

F. UdpGiroup

g
r. UdpServer ‘

2. In the “Monitoring IP” drop-down list box, select the IP address "192.168.1.61" of
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the host A (that is, the UDP client A).

3. In the “Local Port” text box, enter the local port "31000" for the host A (that is, the
UDP client A).

4. Enter the IP address "192.168.1.250" of the serial server (that is, the Udp server) in
the "Remote IP" text box.

5. In the “Remote Port” text box, enter the port number “30000” for the serial server
(that is, the Udp server), and click “OK”.

Operation Batch operation Help

I ) © (» b © %
Creat connection Start Stop Clear c-Ii.spIying Rean-time saving Stop showing Show event report
Connection Management @

TepClient

TcpServer

UdpClient

UdpGarver Lacal IP:

UdpGroup Local Port: 31000

Remote IP; 192 168.1.250

Remaote port: 30000

3onedata Debuggi
Operation Batch operation Help

n | © ®) £ bl ©) @
Creat connection Start Stop Clear dizplying Save in real time Stop showing Show event repart
[mm @] 192168.1.61_31000 % |
I'_. TepClient Serial number Transmizsion dir...  Time identification D ata Length data[HEX]

F] TepServer
TdpChient

1l 192.168.1.61_31000

! r. UdpServer

F] UdpGroup

Setp 5 Run the "DebugTool" software in the host B to create UDP client B.
1. To install and run "DebugTool" Software, click “Create Connection” drop-down list

box and choose “Create Network Debugging> UdpClient”.
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[L:] 30nedata Debugging

Operation Batch operation Help
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ql Creat network debugging | » TepClient
Creat Can Debugging 3 Vgt
UDPClient
Creat modbus debugging 3 UDPServer
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2. In the “Monitoring IP” drop-down list box, select the IP address "192.168.1.61" of
the host B (that is, the UDP client B).

3. In the “Local Port” text box, enter the local port "31000" for the host A (that is, the
UDP client A).

4. Enter the IP address "192.168.1.250" of the serial server (that is, the Udp server) in
the "Remote IP" text box.

5. In the “Remote Port” text box, enter the port number “30000” for the serial server
(that is, the Udp server), and click “OK”.

Operation Batch operation Help
D | © @ f b @ @
Creat connection Stark Stop Clear displying Rean-time saving Stop showing Show event report
Connection Management @
I — i
o Ifl - TepChent
F. TepServer
| -
(il udpCiient Local IP: [ 192.168.1.62 M
| r. UdpServer
I _____ I.—. UdpGroup Local Port: 31000
| Remote IP: - 192.168.1.250
[
Remote port: 30000
I
f
f
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3onedata Debugging Assistant)
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Setp 6 Simultaneous operation of the "DebugTool" and "ComTest30ne" software, test the

serial server, host A and host A to communicate with each other.

1. Install and run the “ComTest30ne” software, click “Begin” menu “New Windows”.

2. Add serial port “COM1” window, configure the COM, BaudRate, parity, DataBits
and other parameters and WEB interface “COM settings” consistent.

3. Open the “COM1” serial port signal, for example, enter the serial information
“0123456789AB”, and click “Manual Send” .

4. Run the "DebugTool" software, in the UdpClient option box to view the host A and
host B received the serial information. Similarly, host A and host B can also send

information to the serial device.
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Operation Batch operation  Help
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9.8 UDP Multicast Mode

Background brief

Assume that the IP address of the serial server is "192.168.1.250" and the serial
server is added to the multicast address "239.0.0.0". So that the serial server through
the UDP protocol can make the serial device data through unicast or multicast sent to
one or more hosts, but also can receive from one or more host unicast or multicast

data, complete multipoint-to-multipoint communication.
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The parameters of the serial server are as follows:
e IP Address: 192.168.1.250

Group Address: 239.0.0.0

Port: COMA1

e Local Port: 30000

BaudRate: 115200

PairtyBits: None

e DataBits: 8

StopBits: 1

The parameters of the host PC B are as follows:
e |IP Address: 192.168.1.61

e Group Address: 224.0.0.0

e Local Port: 31000

Operation steps

Setp 1 Configure the IP address of the serial server.
1. Log in to the Web configuration interface and select “Network Setting”.
2. In the "Use the following IP address" option box, enter the "IP address", "Subnet
Mask" and "Gateway address" corresponding to the serial server.

3. Other parameters remain the default, click “submit”.

Current Location==Main Menu==Network Setting

Network Setiings

Lan 1
® Use the following IP address Automatically obtain IP address
IP Address : [152.168.1.250 |
Subnet Mask : [25.255.285.0 |
Gateway : [192.168.1.1 |

Setp 2 Configure the serial port parameter information.

1. Log in to the Web configuration interface and select “Serial Server> COM Settings”.
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Current Location==Main Menu==Serial Server==Fart Setting

Port Setting

BaudRate 115200 ¥
DataBits 2 bits v
StopBits 1 bits v
ParityBits MNone ¥
Flow Contral Mo v
Waork Mode R5485 v

Advance Setfings |

Apply to All Port W

| Submit || Cancel |

2. Select “COM1” in the “Port” drop-down list.
3. Set the “BaudRate”, “DataBits”, “StopBits” and “ParityBits” in the “Settings” option
box.
4. Other parameters remain the default, click “Submit”.
Setp 3 Configure the working mode of the serial server.
1. Log in to the Web configuration interface and select “Serial Server> COM Mode
Settings”.
. Select “COM1” in the “Port” drop-down list.
. Click the “Work Mode” drop-down list box and select “UDP Multicast Mode”.
. Click the “Session Number” drop-down list box and select “1”.
. Click the “Group Number” drop-down list box and select “1”.
. Enter the group address "224.0.0.0" of the host PC in the "Dest Address" text box.
. Enter the local port number "31000" of the host PC in the "Dest Port" text box.
. Enter the group address "239.0.0.0" of the host PC in the "Group Address/ Group

o N OO g b~ WODN

1" text box.
9. Enter the local port unmber "30000" of the serial server in the "Listen port" text box.

10. Other parameters remain the default, click “submit”.
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Work Mode

Paort : Com1 v
COM1

Work Mode Udp Multicast Mode v

Session Number 1 v

Group Number 1 r
224, 0.0,0 31000

Session 1
Group 1 Group 2 Group 3 Group 4
239.0.0.0 239.0.01 239.0.0.2 239.0.0.3
192.168.1.254 31001

Session 2
Group 1 Group 2 Group 3 Group 4
239.01.0 239.011 239.0.1.2 239.01.3
192.168.1.254 31002

Session 3
Group 1 Group 2 Group 3 Group 4
239.02.0 239.0.21 239022 239.023
192.168.1.254 31003

Session 4
Group 1 Group 2 Group 3 Group 4
239.03.0 239.0.31 239.0.3.2 239.03.3

isten Part 30000 (1-65535) |
Apply to All Port (]

Step 4 Run the "DebugTool" software the host to create UDP multicast.

1. To install and run "DebugTool" Software, click “Create Connection” drop-down list

box and choose “Create Network Debugging> UdpGroup”.
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2. In the "Local IP" drop-down list box, select the IP address "192.168.1.61" of the

host.

3. In the “Local Port” text box, enter the local port "31000" for the host.

4. In the “Remote IP” text box, enter the IP address "239.0.0.0" for the serial device

server.

5. In the “Remote Port” text box, enter the local port number "30000" for the serial
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device server.

6. In the “Multicast” text box, enter the multicast group address "224.0.0.0".
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Setp 4 Simultaneous operation of the "DebugTool" and "ComTest30ne" software, test the

serial serverand the host PC to communicate with each other.

1. Install and run the “ComTest30ne” software, click “Begin” menu “New Windows”.

2. Add serial port “COM1” window, configure the COM, BaudRate, parity, DataBits
and other parameters and WEB interface “COM settings” consistent.

3. Open the “COM1” serial port signal, for example, enter the serial information
“0123456789AB”, and click “Manual Send”.

4. Run the "DebugTool" software, in the UdpGroup option box to view the host
received the serial information. Similarly, host can also send information to the

serial device.
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Part Two: Frequently Asked
Questions

10 e

About This Chapter

Connect Hyperlink
This Chapter 10.1 Login Problem

10.2 Configuration Problem

10.1 Login Problem

1. Why is the web browser page displayed abnormally?
Before accessing WEB, please clear |E browser cache and cookies. Otherwise it
may cause the page to display abnormally.

2. What should | do if | forget my login password?
When you forget to log in to the user and password, you can restore the factory
settings via the management software or the DIP switch to get the initial user
name and password. The initial user name and password are "admin".

3. lIs it equivalent to configure the device through between the web browser
and the management software?

Both configurations are the same and do not conflict.
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10.2 Configuration Problem

1. Using TCP Socket communication mode make serial server connects to the

door access machine, found that can not communicate properly?

Fault detection:

- The IP address and port number may not be configured correctly.

- The serial port parameters may not be configured correctly.

- RS-485 wiring may be abnormal.

Problem solving: found that the parity bit error, none parity modified to mark parity,
communication is normal.

2. Serial server can not communicate properly, found a command issued, but
through the serial server out of the data is wrong?

Fault detection:

Older version of VSP Manager's Realcom function to receive code algorithm
exception, resulting in the serial server to open the WEB function and VSP
Manager open Realcom function, the serial port to send and receive data are
wrong.

Problem Solving: After upgrading the VSP management software, the
communication is normal.

3. PC with straight-through cable directly connected to the serial server, Ping
test packet loss?

Check whether the Ethernet port of the serial server is damaged, if it has been
damaged, it will cause Ping test packet loss.

4. Serial server and computer with network cable connection, the local
connection will appear "!" Exclamation mark (that is, local connection is
limited)?

Fault detection:

- MAC address aging.

- The computer and the serial server are not on the same network segment.
Problem Solving: After a period of time to see whether the local connection "!"
Exclamation mark or the computer and serial server can be changed to the same
network segment.

5. Serial server link LED does not light?

Fault detection:

- The serial server is not powered on.
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Network cable or fiber optic cable is not connected or poor contact, network
cable damage.

Network port damage, network cable line error and did not do according to
the standard line.

Optical port damage, fiber type, fiber wavelength, transmission distance,
transmission medium and data format does not match.

The serial port server Link indicator is damaged.

Problem Solving:

Confirm the communication environment, whether the device is powered on,
check the network cable contact problem.

Use the Ping command to the IP address of the serial server. If the Ping
succeeds, the serial port link is corrupted. If the Ping fails, proceed to the
following steps.

For electrical, replace the network cable, computer or serial port to test the
electrical port.

For optical ports, check whether the fiber type, fiber wavelength,
transmission distance, transmission medium, and data format match. If it

matches, replace the fiber or optical port for testing.

6. Why is the serial server power supply not powered?

Check whether the power supply is damaged or whether the positive and

negative terminals are connected; whether the power indicator light is on and the

power supply is stable.

7. VSP Manager can be used to search for the device, and the establishment

of a virtual serial port, but look at the virtual serial port, unable to Link?

Problem Detection: Probably not open session.

Problem Solving:

Confirm the communication environment, if you can search the device, Link
indicator light is also bright, that PC to the serial server can communicate.
Check whether the PC and the serial server can Ping successfully. If the
Ping fails, change the PC and serial server to the same network segment.
Enter the configuration interface of the serial server to check whether the
working mode is configured correctly; whether the IP address and port
number of the remote virtual serial device and the serial server are

consistent.

8. Test the serial server with test software found garbled?
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9.

10.

11.

12.

Fault detection: serial port parameters do not match, for no reason to open

Realcom function.

Problem Solving:

- Confirm the communication environment (whether there is a strong
magnetic field around), check whether the communication line is in good
contact, and whether the quality of the communication line is OK.

- Verify that the serial parameters of the test software, serial server, and
serial device are matched.

- When creating a virtual serial port, select "RealCom Mode" for the working
mode in the WEB configuration interface of the serial server.

Why is the serial server disconnected after a period of connection?

- Equipment supply voltage instability. Troubleshooting: Check the power
supply wiring and supply voltage.

- Network status is unstable. Troubleshooting: Ping the IP address of the
serial server to view the network.

- TCP connection channel is occupied. Troubleshooting: Modify the serial
server's |IP address and local port number.

- VSP driver software is modified. Troubleshooting: Install the high version of
the VSP driver software.

- The firewall caused the device to fail to connect. Troubleshooting: Turn off
the firewall and anti-virus software.

- Hardware problems. Troubleshooting: Replace the computer, network
cable, serial server.

- Upper software caused. Troubleshooting: restart the upper software,
re-establish the connection.

Modify the MAC address of the serial server to affect the communication?

If the MAC address is not a broadcast or multicast address, it will not affect the

communication. In the WEB configuration interface of the serial server, MAC

address modification is not supported. It is recommended that you do not modify
the MAC address.

Can a serial server support multiple computer communications?

Can support up to four computer communications, as long as the open

multi-session connection can be.

When the two computers correspond to a virtual serial port, will the

communication be intermittent?
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Open two sessions, the establishment of two virtual serial port to communicate.
13. Can the serial server communicate after crossing the network segment?
Yes, set the default gateway address, the serial server can cross-network
communication.
14. In the use of the process found that the serial server LEDs all bright, can
not communicate properly?
- LAN storm. Troubleshooting: Host directly connected to the serial server.
- Network IP address conflicts. Troubleshooting: the host directly connected
with the serial server, modify the IP address of the serial server.
- The baud rate is set too high. Troubleshooting: Modify the baud rate of the
serial server.
- Indicator is abnormal. Troubleshooting: Replace the other serial server for
testing.
15. Serial server work in TCP client mode, can support virtual serial
communication?
- Serial server work in TCP Server mode, support virtual serial
communication, RealCom function is turned on.
- Serial server work in TCP Client mode, does not support virtual serial
communication, RealCom function is turned off.
- Serial server work in UDP mode, does not support virtual serial
communication, RealCom function is turned off.
16. Communication environment: computer + wireless router + serial server,
can use this way?
The computer is connected via WiFi, but the VSP software on the computer must
search for the device (the wireless router and the serial server must be on the
same network segment).
17. What is the wiring situation when the serial server uses RS-485
communication?
RS-485 terminalsare T+ /D + and T-/ D-.
18. How many RS-485 terminal nodes can the RS-485 port of the serial server
support?
The conventional serial server supports 32 devices and can also customize
64,128 nodes.
19. After configuring the serial server parameters, found that these parameters

can not be saved?
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20.

21.

22.

23.

24.

- The browser displays the problem. Troubleshooting: Replace the browser
to view or replace the host.

- System software problems. Troubleshooting: Restore factory settings.

- Product chip problems. Troubleshooting: Depot Repair.

Can the serial server be used in pairs?

Yes, a device operating mode for the TCP Server, another device working mode

for the TCP Client, the middle connected with the network cable. Or a device

operating mode for the Pair slave, another device working mode for the Pair

master, the middle connected with the network cable.

Serial server RS-485 interface connecting attendance machines and

vending machines, only one IP address will have an impact on the data?

The data will not be affected, because the RS485 device address code and

machine number are not the same.

When the serial server is creating a virtual serial port, causing the

computer blue screen crash?

Usually the driver causes the computer blue screen crash, troubleshooting

method:

- Replace to the higher version of the driver.

- Turn off the firewall, exit antivirus software.

Can the baud rate of the serial server support 921.6k?

No; serial port server support baud rate: 300 ~ 115200bps, but can be achieved

through customization.

Just bought the serial to Ethernet converter (serial server), how should |

debug the deivce used?

The live environment is as follows: Do not cross the gateway (the device is under

the same gateway as the monitoring host).

RS-232/485/422

\
N
$\§
PC

- Will be connected to the same serial port with the host LAN (with the

Layer 2 Switch Serial Device Server Terminal

network segment, with the Vlan, with the broadcast domain), use the

management software to search the device, view the device IP address.
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- In the management software, modify the device IP and host IP to the same
network segment. Refer to the CD-ROM documentation and configure the
parameters at both ends of the communication (virtual serial port / serial
port server).

- Access terminal serial equipment (attendance, access control, etc.), the
use of data acquisition and management software to test whether the

normal communication connection.
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