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Note

'KSGL' model names are changed to 'SYNC' from revision
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Appendix-C
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About the Document

Purpose

This manual serves as a guide for using Kalkitech SYNC protocol gateway models including
SYNC2000-S6R1, SYNC3000-S4R2, SYNC3000-S12R6, SYNC3000-S8R2, SYNC3000-
S16R2, SYNC3000-S16R4,SYNC3000-S16R4l and SYNC3000-S16F2. This manual describes
the configuration details of SYNC models and installation of the configuration tool Easy

Connect. It contains information on using all aspects of the software support features including
redundancy, NERC-CIP and VPN.

Please note that separate user manuals are available for each protocol, which explains the
detailed configuration and mapping.

Intended Audience

This user manual is intended for the Kalkitech SYNC protocol gateway users:

Introduces you to SYNC and EasyConnect
* Familiarizes you with the user interface
» Gives you step-by-step instructions to install and get started with SYNC and EasyConnect

* Gives you step-by-step instructions to configure and map protocols present inside SYNC and
EasyConnect

Kalkitech External 5
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Organization of the Document

User Manual Version 1.0.0

This document is organized in to three parts as follows:

Chapter Chapter Name

Description

Chapter 1 SYNC

Field1000,2000,30
00

The chapter provides an introduction to the SYNC.

Chapter 2 Getting Started

This chapter provides instructions on getting started
with the SYNC.

Chapter 3 Configuring

Gateways

This chapter gives you information and instructions
for configuring the SYNC Gateways

Chapter 4 Downloading

Configuration File

This chapter gives you information and instructions
for configuring the master stations

to C

Appendix A | AppendixAto C

This section provides references and other
information.

Documentation Conventions

Table 3: Organization of the document

The following table shows the conventions used in the document:

SI. No Item Conventions Used
1 Field Name, Screen Name and Arial, Bold face font
Button
2 Note Note:
3 Each step in the task is numbered | Identified by numbered list

1. First Step
2. Second Step

Table 4: Document Conventions

Kalkitech
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List of Abbreviations

The following table shows the acronyms/abbreviations used in this document:

Acronyms/Abbreviations Description

CHAP Challenge-Handshake Authentication Protocol
DCCP Diagnostic and Converter Configuration Protocol
DPI Dots Per Inch

EDGE Enhanced Data rates for Global Evolution
GPC Generic Protocol Conversion

GPRS General Packet Radio Service

HSB Hot-Standby

IP Internet Protocol

KSGL Kalki Substation Gateway Lite

PPP Point to Point Protocol

RAM Random Access Memory

ubDP User Datagram Protocol

VPN Virtual Private Network

XML Extensible Markup Language

Kalkitech

Table 5: List of abbreviations
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1 SYNC Field Level: 1000,2000,3000

This document gives a comprehensive information on our SYNC field level products pertaining to
the software installation and its configuration. Please note for hardware installation and
mounting, please refer to the Hardware Installation Guide file found in the CD.

1.1 Overview of SYNC

Kalkitech SYNC is the family Hardware protocol-in-a-box solutions that provide any-to-any
protocol conversions delivered as a single software solution. SYNC products are available in a
range of substation-hardened hardware configurations to suit every requirement from a simple 1
modem-channel and limited I/O to a 16-channel multi-protocol data concentrator/converter. The
different product models vary in processing power, storage capabilities, number of channels and
types of channels to suit different requirements. However they present a singular front end via
the SYNC Configuration tool Easy Connect.

1.2 Easyconnect

The complete configuration of SYNC is done through a configuration utility software called
EasyConnect, which includes defining protocol attributes, mapping data and achieving the
functionalities like firmware updating, IP setting, diagnostics etc. EasyConnect generates a
configuration file in Extensible Markup Language (XML) format as the output. You can download
the configuration file using the download function in EasyConnect for configuring the hardware
gateway.

EasyConnect can be used for:

* Any communication with the SYNC

» Update firmware

» Upload or download configuration file

* Reset the SYNC

» Configure and map the protocols supported on the SYNC

» Manage different profiles in your hard disk for different conversions when using SYNC. The
configuration is simple to carry it out on your own

» Supports packet diagnostics of the various channels

Kalkitech External 12


http://www.kalkitech.com/literature/usermanual

SYNC Software Field Level

1.3 Environment

User Manual

Version 1.0.0

This section specifies the software and hardware requirements to install and use
EasyConnect configuration utility.

1.3.1 Software Requirements

The software requirements are stated as follows:

Requirement

Description

EasyConnect The protocol configuration utility
Operating Windows 98 (Required) or Higher
System

Table 6: Software Requirements

1.3.2 Hardware Requirements

The hardware requirements are stated as follows

Requirement Description
RAM 128 MB or more
HardDisk 1.5 GB or more
Space

DPI Setting 96 DPI

Kalkitech

Table 7: Hardware Requirements
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2 Getting Started

This sections familiarizes you with SYNC and EasyConnect and gives step-by-step
instructions to get started with the SYNC and EasyConnect. This section covers the following
topics:

® |Installing EasyConnect
® Removing EasyConnect
® Starting EasyConnect

® Exiting EasyConnect

® Using the EasyConnect interface

2.1 Installing EasyConnect

EasyConnect uses Microsoft XML engine to manage XML files. You have to install Microsoft
XML engine before installing EasyConnect. You can get the EasyConnect installable files
from:

® CD supplied along with the SYNC gateway

® Download from the Website — please contact sales@kalkitech.com for the link to
download the file

Note: Follow default options for installing EasyConnect
Prerequisites

You have to obtain EasyConnect before you can install it. Please contact
support@kalkitech.com for any further information.
To install EasyConnect perform the following steps:

1. Double-click the EasyConnect icon.
The Welcome window appears.

2. Click Next.
The Choose Destination Location window appears.
3. Click Next.

The Setup Complete window appears.

Kalkitech External 14
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You can remove all the installed contents of EasyConnect from your system

To remove EasyConnect perform the following steps:

1.

From Start menu, choose Settings, the corresponding window will get displayed.
Choose Control Panel from the window, the Control Panel window get displayed.
Select Add or Remove program.

From the program list in the Add or Remove Programs window, choose

EasyConnect.

Click Change/Remove.

The Confirm File Deletion window appears.

On the Confirm File Deletion window, click Yes.

The uninstall shield wizard removes all components from your system.

On the uninstall shield wizard, Click OK.

2.3 Starting EasyConnect

EasyConnect helps you to configure files. You have to download the configured file to the
SYNC before running it. To access EasyConnect, as a first step, you have to start the
EasyConnect.

To start EasyConnect perform the following steps:

1.

From Start menu, choose Programs, the corresponding window will get displayed.
Choose Kalkitech, the corresponding window will get displayed, Choose EasyConnect.

The EasyConnect user interface appears

"= EasyConnect

Fle  View Configurstion  Settings  Diagnostics  Tools  Help

EasyConnect

Q CADocuments and DesktophWPHT ..,

it and Desktopitest ece

i

ents and SettingshusertDesktopiL aige

EEX

KALKITECH

www.kalkitech.com

Resources
@ Help
L) suppoit@kakitch com

i woom kakitech com

nts and Desktoptest D.

™ Sy EeprpE@cEFf| 9@
=i
1] Devicss
() MetworkDesign
Recent Files
Q CADocur
3 CADocu
3 CiDocu
) CADocu

i

ents and Settingshusert\Desktophtest e

s

(i) About

EasyConnect_Y4.0.0

Figure 1: EasyConnect user interface
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2.4 Exiting EasyConnect
You can close EasyConnect at any point during the running of the application

To exit EasyConnect perform the following steps:

1. From File menu, choose Exit. If there is any open configuration, a warning window will
appear to confirm whether the user would like to save the configuration before closing
EasyConnect.

2. Click Yes, to save the configuration at desired location before exiting EasyConnect. Click
No, not to save the configuration and to continue with exiting EasyConnect. Click Cancel
to cancel exiting EasyConnect.

2.5 Using the Easyconnect Interface

This section gives you an overview of the elements and menus in the user interface using
the graphical user interface diagram. The components in the user interface of EasyConnect are
shown in the figure below and each one is described in detail:

®i= Fasy( onnect

(Eile Yiews  Configuration  Settings  Diagnoskics  Tools ﬂelp)

@Cd[ T TS SEFO PO O OU])
= 8 Configuration GENERAL | TRIGRER
=] D Devices : : :
=4 591 KSGLSERT | Node Address (1-254) L
D .-%i, Protocol Configuration Enatile Time Synchronization Falze
3 2 :

= Channel1 Modbus RTU Mast Starting Offset Address (0 - 65525) 0

& ¥ Seftings _Tlme Synchronization Interval [1 - 4294367 seconds] .ED
Event on Quality Change | Exter

u MetworkDesign

Figure 2: User Interface

The Components are:
1. Menu
2. Toolbar

3. Workspace

Kalkitech External 16
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2.51 Menu

The Menu contains options to execute all the actions that can be done using EasyConnect.
The different Menus are:

1. File Menu

To start a new configuration, opening a saved configuration file, saving the configuration etc
are the options which are available in the menu. A few of these actions are also made
available in the toolbar.

Filg Yieww  Configuration  Setbings  Diagnostics  Help
E' Mew Chrl+N | . B E e E R O J -
| .__f Dpen k4
A Save ol Gatway Controller
it Wersion
Recent Filzs b Mo OF Serial Ports
a Exit Chr4Q _ Mo OF Ethernet Por

b awirum Disturbar

Figure 3: File Menu

2. View Menu
The View Menu contains the option to enable or disable the toolbar buttons.
3. Configuration Menu

The Configuration menu contains options corresponding to the node in the Tree-View that
has been selected. Depending on the node selected, the options available in the
Configuration menu varies. These actions can also be availed by clicking the right mouse
button on the node. This menu is extensively used in configuring the SYNC and is well
explained in the respective sections.

4. Settings Menu

The Settings menu contains the generic actions such as downloading or uploading
configuration, restarting the device, IP configuration, firmware starting and stopping etc.

5. Diagnostics Menu

The Diagnostic menu contains action items for the diagnostic functionality. The options
available in diagnostic menu are Traffic Monitoring, PDC Diagnostics, and Gateway
Access Log.

6. Tools Menu

Tools menu contains options to set the EasyConnect parameters like Timeout settings.

Kalkitech External 17
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7. Help Menu

8. The Help menu contains the options to get EasyConnect Help documentation and
Information about EasyConnect.

2.5.2 Toolbar

The

1.

2.

3.

4.

These

toolbar provides easy access buttons to menu options and they are:
File

Settings

Diagnostics

Help

are selected options from the toolbar menus. They can be enabled or disabled in

the View Menu. Tool tips are available for each toolbar button, describing the functionality
associated with each of them.

File

"= Ea:iyConnect

Wiew  Corfiguration  Settingg, Diagnostics  Todls  Hp

®

Sd (90 HepaQ)@CEE)

M o~ " | H SERIEE AL

Figure 4: Toolbar

2.5.3 Workspace

The workspace section is the place where all the configurations regarding the different

channels, stati
available in the
detail.

Kalkitech

ons etc are done. Depending on the node selected in the Tree-view, the options
Workspace may vary. These are described in the configuration of each item in
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3 Configuring Gateways

You have to configure the SYNC before it can be run. The configuration of any protocol
interface module in SYNC can be done with EasyConnect configuration Utility. The
configuration for any protocol conversion function can be divided into a few logical steps.
Master protocol configuration will be divided into the following sections namely; Channel,
Node, Profile and Row addition. For a slave; Profile, Channel and Node are configured. A
master and slave can be mapped by the Add Map option. The following steps explains how to
configure protocol modules for any SYNC model.

Steps to configure a gateway:
1. Add Master channels

2. Add Slave Channels

3. Add Master to Slave Map
4.Slave to Slave Mapping

5. Dialup Support

6. VPN Support

7. SNMP Support

Step 1,2 and 3 deals with protocol conversion function of the gateway. Step 4 and 5 deals with
additional/optional communication features of the gateway. For normal protocol conversion
requirements users can stop at step 3.You may proceed to step 4 or step 5 when you use any
of the described features.

Kalkitech External 19
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3.1 Add Master Channel

1. Add converter either by selecting a converter model from Device configuration section or
right click on Devices in the left hand side pane,as shown in figure below:

File  Wiew

1- =TT

Settings

Diagnostics

Tools  Help

® . EasyConnect

Configuration

SO wEBewpmEQizsfE e

= 78} Configuration

< SYMC3000 S16R4

< SvMCA000 KPDC

Navica Canfinuratinn
pidlDeycs v SN v SYNC100052R1
Impart device config file KSGL » TSR G
Upload device configuration CYNC2000S4R1OEM

. 5can devices

. o SYNC200056R 1
SYNC3I00054R.2

4 SYNC2000 S4R10EM SR
SYNC3000512RE

< SYMCI000 5452 SYNC3000316R2
SYNC3000516R4

< SYMC3000 512R6 SYNC3000518F2
SYNCA000KPDC

< SYNC3000 S16F2

Figure 5: Add Device

Version 1.0.0

If you want to modify an added gateway model, right click the selected gateway model in the
left pane of the application, choose gateway model from sub menu of Modify Gateway.

File  View  Configuration  Settings  Diagnostics  Tools  Help
™D Qv EorEQioEFEQG
=] '}_" Configuation Device Mame 351
B0 DBVBS Model SYNC2000 SERT
E|¢ Frotocol Configur. e o : H Sllis ’ SNCIONGSERT
P Seftings Update Device kSl ] SYNC200052R 10EM
Network Design Download 1 SYNC200054R 1OEM
¥ Delete 3 SYMCZ00056R.1
SYNC300054R2
SYNC300058R2
SYNC3000312RE
SYMC3000516R2
SYNCI000516R 4
SYMC3000516F2
Figure 6: Modify Device

Kalkitech

External

20



SYNC Software Field Level

User Manual

Version 1.0.0

To delete the selected gateway, right click the selected gateway, and choose Delete.

ﬂ EasyConnect

File  Wiew  Configuration  Settings

Diagnostics

Tools  Help

e | A Eop @iz o g B

o O

g ==

o 8% Configuration
=L Devices

Device Mame

Model

- <= 551 : SYMC200056
¥ Protacol Config

+-5F Settings

{5 NetwarkDesign

Madify Gateway

Update Device

Download

E

Delete

ords Stared

Figure 7: Delete Gateway

2 .Add Master channels to the converter model as shown in figure below:

Fie  Wiew  Configuration  Settings  Diagnostics  Tools  Help
BEHd Vo9 EeprED DREF 9@
o i : :
@ e} Confiquraion Protocol Configuration
7 Devices
g4 551:KSGLSERT |
%W -] Master Protocols -1 Slave Protocols L-1 Peer Protocols
p-= )
B Self & idd Channel 3 || Masker 3 | Setial 3 MNP 3.0 beer
e Diag Export device config file Slave 3 TCP 3 IEC-101 i
s LOLEr 50 Peer Client
(24 NetworkDesign e Pegr 3 TCP{LDP 3 IEC-103
DNP30) File Transfer y | DHETCRSEE Madbus e
DNETE s IEC.101 Slave G e
HSE M4 [0Board Master [EC 103 Slave el arent Peer
SMS Inketface i
IEC1M IEC 104 Slave ot
SEPAM Modbus
Sl Madhus RTL Slave
MALELL Modbus
el Modbus TCP Slave
10Bozd Mester NMEADIEA Slave
MAUELL Modbus Master SMS Intetface Slave
todbus ATU Master
Modbus TCP Master
SEL Magter
SEPAM Modbus Master
SPA Master
Figure 8: Add Master Protocol
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You can delete a protocol specific communication channel by selecting Delete option from

menu on right clicking on the selected channel as shown below:

File  Wiews  Configuration  Settings

B

Diagnostics  Tools  Help

d v i EepEQ CEF 90

L
= 78% Corfiguration
=L Devices
=4 551 K5GLSER1
(=] E‘E Protocol Configuration

| Part

;Ehannel Type
|R5485/R5422 mode

7 B aud Riate fin hits ner second]
= :
[E-4¥ Setlings L) Add Station
] ee Diaghostics #Add RChannel
(] MetwarkDesign |ﬁ Delate |

. Flows Control
CTS Delay (0-B5535 meec)
Figure 9: Delete Channel
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3. Add Node or Station as shown in the figure below.

Tools  Help

File  View Configuration  Settings  Diagnostics

& $ovEHepmEO 2L QO
= 1‘ Configuration Pt
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[ NetworkDesign 3¢ | Delete
Flaws Control
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Figure 10: Add Station
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4. Delete a station by selecting Delete from menu displayed on right click of selected station.

Figure 11: Delete Station

File  View  Configuration  Settings  Diagnostics  Tools  Help
s GO s Beuepnd - osf- 90
= {5t Configuration Source Address [1
-] Devices Destination &ddiess |4
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Az NetworkDesign Import Profile s Falsa
| ¥ Delete I —
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5. To add Master Profile right click on Node and select Add Profile.

File  Wiew  Configuration  Settings  Diagnostics  Tools  Help

MREd V@ sEepra® o 9@
= 78 Configuration Source Address [1
= Deyioes Destination Address |4
@i .L' kS R | | [0-42349EE 5
=18 Protocol Configuration sl aushieae s (- SBC.] |
£ # Charnel1 DNF20 Serial Mas| || | Enable Time Synchronization | True
= T i Sl s T End of Init
G Seltngs | Add Profie vl (04294965 sec) &0
&= Diagnostics Import Profile . Félse
A3 NetworkDesign |
[ ¥ Delete L
‘ | ‘ Integrity Poll Type End of Init

Figure 12: Add Profile

Profiles can be saved for reusing the same address configuration for different masters. Right
click a Profile tree node and select Export Profile, a Save File window will pop up. Save the
profile in desired name in desired location.

File' Wiew  Configuration  Settings  Diagnostics  Tools  Help

BRod v oA BepmO:0 B @@
= oty Configurstion | Charnel! DNP2.0 Serial Master_Nade_1 [v]
G o 1300E Master oce £
=) '3’ 551: KSGLSERT RisinT Obiect T Starting Point MHurnber OF [Deadband Iz Select
=8 Protacal Configuration =iy =L e Indes Points [0-2147483648) | Required
= # Channel1 DNP3.0 Serial Mas| || |y oy BiFGiRA E5535 .
=8 Mode 1
$
-5 Settings Add Points
- == Diagnostics | Expott Profile
iz NetworkDesign % | Dolate
.<j 11
[ &ddRow | [ ModfyRow | [ DeleteRow |
E.v.i [] Show Master Nodes

Figure 13: Export Profile

Instead of adding a new profile you can also import previously saved profile data. Right click
on a master station and select Import Profile option, an Open File window will pop up. Open
a saved profile file. Refer figure below:
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File  “Wiew  Configuration  Settings  Diagnostics  Tools  Help
e | Qv EeopE@® - 0=28F @
= 8% Configuration Source Address [1
= ID Devices Destination Address 4
Hedo ol AL Link Status Request Interval (0-4234966 5
=89 Protocol Configuration e A Spes AT [. - sec] !
2 Chanrel-1 DNP3.0 Serial Mas .Enable Time Synchronization | True
[ 1 i T End of Init
o =B add profile i Lt
-5 Settings - n Interval [0-4294965 sec) &0
i Diagnosti” el alc.u.lation ”False
(i NetworkDesign | M Delete |
Crian i o True
Integrity Pall Type End of Init
Integrity Pall Interval [0-4294966 sec) {=1]
Enable Auto Event Pall True
Unszol command type at restart [IN Dizable
Figure 14: Import Profile

To delete a Profile, right click on added profile and select Delete .

File  Wiew  Configuration  Settings  Diagnostics  Tools  Help
ey ™ N B BB 238 e
= m. - . .;. -
B 151 Configuration Channekl DHP3.0 Serial Master_Nade. 1 ™
5[ Devices retblan e S e e A e T e =
- 551 KSGELSERT e Ohbisct Tuns Starting Point Murnber O Deadband |z 5e
=8 Protocol Configuration R ) Inces Puints (0-2147483648] | Requ
& # Channel-1 DNPED Serial Mas Digital Input Binary Inputs ER535 11
=5 Node 1 — ik L -
-y Ficil=
& 5P Settings Add Points
=& [iagnostics Export Profile
- MNetworkDesign |w Delete
< | 1]
[ 4ddRow || ModiyRow | [ DeleteFow |
(][O Show Master Modes

Figure 15: Delete Profile

6. To add Master Row right click on Profile and select Add Points as shown in the figure below
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File  Wiew  Configuration  Settings  Diagnostics  Tools  Help
Mod Vo0 EBerE® 05 F 00
=] f_! .Eunflgurfahnn | Channel-1 DNF2.0 Serial Master_Node_1 |v]
= [ Devises Bl o e Bt Gt e L =l
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= $¥] Protocol Configuration e e Indes Points [0:2147483648)  Requied T
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¥ Delete
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Figure 16: Add Row

Select a row from the profile grid. Click on Modify Row button. A new window will pop up with

values of selected row.
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For deleting added rows, select rows from profile grid and click Delete Row on the right pane.

File  Wiew  Configuration  Settings Dia'g_nr_js_tlcs_

Tools  Help

Mod v odarEHepEO DR @0

= 18 Configuration
=Ly Devices
@ 4 551:KSGLSERT
: =7 Protocal Configuration
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: =2 Node 1
% Profie
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; ‘.ee Diagnostics
\F] MetwarkDesign

|Ehanne\-1 DMP30 Serial Master_Mode_1 |LI
e N | i Starting F_'tﬁ_inl_ ‘ Mumber OF Deadband I Is Select EHUE
Basic Type ‘ e o Indes Paints [0-2147483648) | Renquired ?:c

Digital Input | Binary Inputs

Digital Input | Blinary Inputs

< ] Al

[ addRow

Delete Row ]

| [ ModiyRow ]([

[ Show Master Modes

Figure 18: Delete Row

Adding large number of points in a profile using Easy Connect Add Row button can be time
consuming. Easy Connect Configuration Utility provides facility to export profile rows to an
excel worksheet and import the points form an excel worksheet to the profile rows. User can
configure the required points in an excel worksheet and it can be imported to the required

profile.

After adding required rows in the profile, select Excel Export from the context menu as shown

in figure below:

Kalkitech

External

26



SYNC Software Field Level User Manual

Version 1.0.0

File  Wiew  Configuration  Settings  Diagnostics  Tools  Help
B4 $AvHerP @O LBFE| 0T
= - -
= ff Configuration Channel-3 [EC 104 Master_Node 5 v
=7 Devices
=< 551 : SYMC200056R1 . Infl_armaticnn
= % Protocol Configuration Fiaww Murnber Baszic Type ASDU Type Eglde[ztss
=7 ':_ha:”ec:'1 '1ECB1 BB0Fesr Serl || [ pou Digial Input Single Indications | 65535
ode
— Suhsri_hEINDde 3 Rawz Diigital [nput Single Indicationz |1
= # Channel-2 IECE1850 Peer Clis
= Mode_3
= Publisher Mode_4
2 # Channel-3 1EC 104 baster
=5 Mode &
¢ [ :
&P Gettings Add Paints
'-' MetworkDesign Export Profile
AutaMap hf cadify R ] ’ Delete Fow
| Q—Iqx_cel Exporl:__)
Excel Import .
¥ Delete

Figure 19: Excel Export & Import

Exported excel worksheet format is shown in figure above. The worksheet will contain the
protocol Name. All the configurable parameters in the Profile Row window of the specified
protocol form individual columns. All the available options for a parameter will be available in

the combo box independent of the type of point selected.

Note: Communication diagnostic point will not be imported to the excel worksheet.
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Figure 20: Excel Profile

Excel Import:

Select Excel Import from the context menu of profile and choose the excel worksheet prepared to
import. See figure . Certain conditions are applicable for the Excel Import functionality.

Only worksheets previously exported from Easy connect can be imported. User should add
at least one point (other than communication diagnostic point) in the profile and use Excel
Export to generate an excel worksheet template. Configure required points in this file and
save. Note that Easy Connect expects a specific format for the worksheet. So the user should
refrain from modifying the format of the sheet in any manner. Only the contents may be
changed.

The protocol name in the Excel worksheet should match with the protocol of the profile to
which it is imported. For example an excel worksheet exported from IEC104 Master can only
be imported to a profile under an IEC104 Master Channel.

Easy Connect validates all the parameters configured in the excel worksheet before
importing and will push an error message if the validation fails. All the available options for a
parameter will be available in the worksheet cells independent of the type of point selected.
For example in Modbus Master, Function Type 'Read Coil status' is not applicable for object
type 'Analog Input'. But this option will be available in the excel worksheet cell. User should
select the valid options while editing the worksheet. Any failure in validation will terminate
excel import.

Kalkitech External 28



SYNC Software Field Level User Manual Version 1.0.0

« After validation, all the existing profile rows will be replace by the points configured in the
worksheet.

« For points that are already mapped to a destination protocol;

* For all the rows where the address parameters are not modified, the other parameter values
are read in from the worksheet.

* If the address parameters are changed in the worksheet, Easy connect will pop up a message
as shown in figure below. On selecting yes the mapping will be deleted and the points in
worksheet will be imported. On selecting No the excel worksheet will not be imported.

Excel Import X

» 4 Profile rows involved in mapping are missing from the Worksheet
“-'/ Do wou wank to Import the Waorksheet 7

Yes l [ Mo

Figure 21: Excel Import Popup

To delete a Profile, right click on added profile and select Delete .
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Te 2 CHaRET DRI D Sefal Digital Irput Binany Irputs £55%5 1
= & Mode 1 |
A il ;
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== Diagnostics Export Profile
[ MetwarkDesign | K Delete
A I |

[ AddRow | [ ModiyRow | [ DeleteRow |

v' [] Show Master Modes

Figure 22: Delete Profile
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3.2 Add Slave Channel

To add a slave channel and node follow the procedures mentioned above.

3.3 Add Master to Slave Map

To add a Map, select the required Row and the desired slave node,then click on Add Map.

"= EasyCannect

File  Wiew  Configuration  Settings  Diagnostics  Tools  Help

Mo v oo QesEBopa® I E5F @0
= % Confi -
= Eunhgurfat\un Channel-1 DMNP3.0 Sernial Master_MNode_1 ;v!
= Devices utl
= il S o BieilinG Foink | birber O Deadband Is Select ok
=] Protocol Configuration ShEAbi I5e ke Index Points [0-2147483648) Required T}'OI;namam
k= / thannel | DNESTSeratita Diagital Input EBir’wawlm:mts E5535 i |
== Mode_1 -
% Profle Digital Input :Bmal_l,llmputs 1 1
- # Channel-2 DNPA.0 Serial Slav] Digital Input Binary Inputs 2 1
- # Charinel-3 DNP TCP Slave
& Mode_3
fo B Mode_4
w4 Settings
<l n
e Diagnostics
- NetworkDesign [ addRow | [ ModiyRow | [ DekleFow |

|

[[] Show Master Nodes

Che s 7
Channel-3 DMP TCP Slave_Nade_3
Chaningl-3 DHP TCF Slave_Mods 4

[ Add Map J [ ) Modify Map ] [ Delete Map ]

Figure 23: Add Map

Note:To Enable Master to Master mapping select Show Master Nodes.(Master to Master
mapping is used when input data from an external device is translated to a command/output

and sent to an external device.)
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To modify a mapped row, select a row from the destination unit and click on Modify button. A
new window will open with added mapped values. Edit the parameter values. Click on Save to
update the modified mapped point. Refer the figure below:

Flle Wiew Configration  Settings  Diagnostics Tools  Help
MEHd Vol sEorE0 D aF 60
& {3 Configuration [ Channek1 DNP3.0 Serial Master_Nods_1
13% Devices
&4 s I Dosbad ISkt | CFOB
; o8 P = [0-2147433648]  Requied -T-°f.“e‘
Object Type Binary Inputs |:] <
Starting Address 1
Mumber of Points 1
e 1 ;e ———(—
Static Default Varistion 1 el
Change Event Default Y ariation 1 i
Comments
Eal
: e D
!Channe\-2 DMP3.0 Serial Slave_Mode_2 W [ Shaw Master Modes
s . ; Starting Mumber of ; ! Static |
Vot Bwelpe  Obealee  SET MR w3
3 1l
< o | 3] [ Add Map _d/I/_Mndlfy Map I Delete Map ]
Figure 24: Modify Map

To delete a mapped row or group of rows from the conversion, select mapped row from the
destination unit and click Delete Map. To delete destination unit profile, right click on Mapping
tree node under destination unit, select Delete. Refer Figure below.
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Figure 25: Delete Map

3.3.1 Auto Mapping - Master to Slave

EasyConnect Provides Options for mapping the master points automatically to a selected slave
node. User can either auto map the entire row configured in the master profile or some selected

rows.

1 Select the slave protocol to which the points are to be mapped.

2 For mapping the entire rows in a profile, Right click on the corresponding profile and click the
option Auto Map as shown in figure below
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Figure 26: Auto map entire profile points

Version 1.0.0

For mapping the selected rows in a profile, select the needed rows in the profile for which the
automatic mapping needs to be done. Click on Auto Map (slave/destination mapping part) as

shown in the figure below:

[ Ehannel1 IEC 101 Master_Node_1 ~|
Infarmation
MNumber of Deadband Is Select
Fow Mumber Basic Tupe ASDU Type Objsct Flfile (021 47 453643) Pz
Addiess
Row? Digital Imput Single Indications | 1 1
Rowb Digital Input Single Indications |5 [
Fiaw? | Digial Input | Double Indicationss |5 3
< |
[ AddRow | [ ModtyRow | [ DeleteRow |
| Channel-2 IEC 104 Slave_Mode_2 - | [ Show Master Nodes
[ AddMap | [ ModiyMan | [ DeleteMap | Auto Map

Figure 27: Auto map selected profile points
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2. Step 2 or 3 will pop up the Auto Map window as shown in the figure below. User can
configure the details in the Auto map window and generate auto mapping.

Auto Map

Source Node

Source Protocol

Destination Node Channel-2 [EC 104 Slave_Node_2

Desztination Protocol

IMapping Detailz

Destination Start Address

Source Typesz
Single Indications
Diouble Indications
Analog Inputs
BitString-2Buwte

Destination Tvpes
Double Indications
Double Indications
heazured Yalue(F)

Double Indications

Infarmation Object Address

P T A S

£/ (08]| %

Ok H Cancel ]

Figure 28: Auto map window

3.3.1.1 Auto Map Window

Auto Map window shows the master (source) types that are considered for automatic
mapping, corresponding slave types automatically considered as mapping type (user can
change using combo options) and corresponding start address in the slave. The parameter
details of Auto Map window are given in table.

SI No Parameter

Details

1 Source Node

Indicates the node number whose profile needs to be
mapped.
This parameter is not editable.

2 Destination Node

Indicates the node to which the mapping needs to be
done. The default will be the node selected in the
mapping window. User will able to change the same to
any other nodes which is available in the configuration
system.

3 Source Protocol

Protocol of the source node. This parameter is not
editable.

4 Destination Protocol

Protocol of the destination node. This parameter is not
editable.

5 Source Types

Indicates source data types from which mapping is
carried out.

6 Destination Types

Indicates suggested destination data type for the specific
source type to which mapping is carried out. This
indicates default suggestion and user can even change
the same from the allowed types available in combo box.
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Destination Start Address This indicates the destination start address for the
specific destination type. This is generated after
evaluating all the existing address and last address + 1 of
the already existing address is considered as default.
User can change the start address but it will again
undergo evaluation.

There will be multiple address parameters based on the
protocol used. If it is IEC101/104 the same will only have
IOA, if itis IEC 103 it ftype will have & | number.

Table 8: Document Revision History

The following points will be applicable to the Auto mapping window.

1.

Only data types which has at least a point available for mapping to the current slave shall be
displayed in the auto-mapping window.

Similar source types will be grouped and displayed as a single row in the Auto Map window.
In each protocol the grouping of source types differ.

All the types coming under the Basic type of the source type will be available in the combo
box options of Destination Types.

In cases, where destination address range is not sufficient to map all the points, an error
message would be displayed in the validation stage after clicking the 'OK' button.

Points will not be split and mapped for numerical address based protocols. A continuous
address space large enough to hold the points in a single row (source) is found and the points
are mapped to those range.

Auto-map shall be provided for all Master protocols except 'HSB Master' and 'Logic Master'.

On pressing OK from Auto-map window, points that can be successfully mapped are
processed and for those which could not be mapped,an error message is displayed.

Note: All the other profile parameters will be default when auto mapped. User can modify the
row if required
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3.4 Slave to Slave Mapping Feature

Introduction

The Slave to Slave mapping provides the facility to transfer some critical information between
two master stations.

For provisioning communication between masters,the corresponding source slave should be
mapped to the destination slave. The source slave is the 'slave which transacts with the
master from which data has to be transferred' and the 'destination slave is the slave which
transacts with the master to which the data has to be transferred'. User can add profile and
configure command points under the source slave nodes. These command points can be
mapped to input points. A command received on the source slave will be sent as an event to
the mapped destination slave.

Depending on the command type and protocol a positive acknowledgment will be sent back to
the source slave after sending the event notification. If the command point is not mapped, a
negative acknowledgment will be sent back. For the protocols and particular data types which
do not support event intimations,the data can be retrieved by polling.

Note: Slave to Slave Mapping does not allow multiple mapping. Also a single row can only be
mapped to a single node. For example consider a row with three points. Each of these three
points should be mapped to a single node. Splitting and mapping to different nodes is not
permissible. Also,the quality of the points configured will always be good. And the time stamp
of the event will be the time taken from the converter when the command is processed.

Configuration Details

1. Add slave channels and nodes (source and destination).

2. Add Profile under source Slave and configure Points as shown in figure below

+ Configuration Zrnel1 [EC 104 Slave_Mode 1 -
1 Devices
o < 551:KSGLSERT ety Murber of
. . B asic Type A50U Tepe Object .
bk Yp ¥R |
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= & Mode_1 ’
% Profile Analog Dutput Set Point Comma... 1 2
= # Charrsts Modbus TOP Slawve]
+- L Mode 2
#1157 Settings
(g MetworkDesign
[ addRow ][ ModiFRow | [ DeleteRow |
hannel-2 Modbus TCP Slave_Mode 2 hd i
M azter Bazic Type Object Tupe Function Type
Charnnel-1 IEC 10... Analog Input Analog Inputs Fiead Holding R
<
a [ addMap ] [ ModifwMap | [ DeleteMap |
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Select destination Slave and click on AddMap to add the mapping as shown in figure above.

Modify mapping and Delete mapping functions identically to the master to slave mapping
counterparts

3.5 Dialup Support

SYNC series gateways can be configured to work with a dialup modems.SYNC

series with a built in modem can be ordered separately. SYNC series can be also be used
with external modems .

Configuring Dialup/Modem:

We can configure Dialup/Modem settings for a converter whose configuration has been
uploaded in the configuration window.

1. Right-click on the Settings node to get the option Add Dialup settings.

File  Wiew  Configuration  Setktings  Diagnostics  Tools  Help

REZH v A 5 Eeerm® 0= el

= "_‘.,_'* Configuration
=L Devices
=4 551:K5GLSERT
fa: B Protocal Configuration
L Channel C37118 Master

- - ’_ Add Dialup
=4 552: K56
¥ Protocol Configuration
F &F Seftings

f@ MebwarkDesign

Figure 29: Add Dialup
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2. Click on Add Dialup. Add Dialup window will be displayed. Enter the relevant changes.
Refer Dialup parameters table for its parameter name and its description.

= EasyConnec

File  Wiew  Configuration  Settings

mod

Diagriostics

Tools  Help

G EeupE@ 0B e

= 78 Configuration
=L Devices
54 551 KSGLSER
[ij # Protocol Configuration

=& Settings
_[f;_ Lan Settings
iooaf Senal Ports
o< 552 KSGLSER1
% Pratocal Configuration
-2 Seftings
- NetwarkDesign

# Channel1 C37118 Mazter

Part

Baud R ate
Channel Type

['ata Bits

Stop Bits
Parity

Flowy Cartral

Channel mode

Link Type
Service Number

APM Mame

Figure 30: Add DialUp
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Port Com1-Com16 Com1 Gives the valid com port
to which the modem will
be connected

Baud Rate 200,600,1200, 2400, 115200 To set the baud rate

4800, 9600, 19200, according to the modem
38400, 57600, 115200 baud rate

Channel Type NA RS -232 Not Editable. Type of
channel used

Data Bits NA 8 Not Editable. Number of
data bits

Stop Bits NA 1 Not Editable. Number of
stop bits

Parity NA None Not Editable. Number of
parity bits

Flow Control NA Hardware Not Editable. To prevent
overflow of modem
buffer

Channel Mode NA Full-Duplex Not Editable.

Link Type NA GPRS Specifies the link type to
be used

Service Number *Q0#, *99***1# *Q9*** 1# Universal dialing
Number for the given
link type

APN Name Depends upon service |www Access Point Name for

provider a given service provider

LCP Echo Interval Depends upon service |20 Depends upon support

provider from service provider

LCP Echo Failure Depends upon service |3 Depends upon support

provider from service provider

Packet Compression Enable/Disable Disable Depends upon support
from service provider

Authentication type PAP, CHAP, None PAP Type of authentication

protocol used

Client Name

Configure if provided by
service provider. Else
use default values.

Server Name

Configure if provided by
service provider. Else
use default values.

Password

Configure if provided by
service provider. Else
use default values.

Kalkitech

Table 9: Dialup Parameters
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Download the settings via File Download option and check the option Dialup Settings.

Device Mame f-;351 [\LE [C {ER

IPaddess |UselaNIP [»| [ 192 168 100 . &8
[] Configuration File |_- .'::-:-.-:-. the confguration;
[] License File i C

[] Update Package
Dialup zettings

[ ] WPH settingz

I Download i l_ Close

Figure 31: Download

To delete the dialup settings from the configuration window, right click on the Dialup node to get
the Delete option as shown in figure below. Click on option Delete.

Figure 32: Delete Dialup

File  Wiew  Configuration  Settings  Disgnostics  Tools  Help
BoOd Vo0 v EBEeurpEO ZUEF @0
= f,_" Configuration | Part .EDnﬂ
= '] Devices Baud Rate | 115200
. =+ 5571:KSGLSERT :Eh = :H5232
.55 Protocol Configuration bl o e
=-#F Seftings .De.lta Bits 8
gy Lan Settings Stop Bits &
et Serial Ports .F'a-rit.y .;-r-\lone
e ‘B . Boaae
LAz MebworkDesign ¥ Delete i» i
Channel mode | Full Duplex
Link Type GFRS
| Service Number 9]
AP M arme | vy
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To delete the dialup settings from the converter, delete the dialup settings from the
configuration window as explained above. Then check the option Dialup settings box in the
as shown below and click on Download.

Download command window

Device Mame |551

w| |KSELsERT

IP ddress | Use LANIP [w| [192.188. 0 . 58 |

[] Configuration File
[] License File

[] Update Package
Dialup settings

[] ¥PM settings

| <Fron the configuration: |

I D owriload I[ Cloze

Figure 33: Delete converter dialup
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3.6 VPN Support

SYNC2000-S6R1 series have option of loading GPRS/ EDGE units (needs to be ordered
separately) which allows the users to extend the Ethernet over wireless networks. This
allows users to connect and integrate the gateways to remote locations without any
distance limitations. Kalkitech M2M gateways can be used with the SYNC2000-S6R1
series to enable secure communication and data transfer via public networks using a
virtual private network formed by the SYNC gateways. Virtual Private Network (VPN),
provides secure communication between SYNC2000-S6R1 gateways present at different
site locations to the single M2M gateway present on the control-center. Data between two
ends are encrypted before transmission, making it highly secure.

The SYNC2000-S6R1 will act as VPN clients and connects to the VPN server (M2M
Gateway) using its public IP. The client and server uses secret keys and encryption to
establish a secure connection. Both client and server will validate the supplied credentials
before accepting a connection. After the successful connection establishment, the M2M
Gateway will assign an IP addresses to each client gateway. The IP address given to the
client Gateways can be pre-configured using the Easy Connect configuration utility. The
client can securely communicate with the server using this IP address. A typical network
configuration is shown below:

Infernaet

T
5 " | GRRSEDGE
' S " Network

ST 5
PR Caarto sy .-? —
WM Server - \

WYNE SER]

Figure 34: VPN / GPRS network with Kalki Gateways
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We can configure VPN (Virtual Private Network) settings for a converter whose configuration has
been uploaded in the configuration window.

1. Right-click on the Network Design node to get the option Add VPN settings.

Fle Wiew Configuration Settings Diagnostics  Tools  Help

Bod VoA EupED 258 00

=Ko

= I Deviees
-4 551:KSGLSERT

i &P Selings

R -
N

Canfiguration

2 &\2’, Fratocal Configuiation
7 Channe] C37118 Master
w4 Seftings
-4 552: KSGLSERT
4 Protocol Configuration

@W Aidd PN

Figure 35: Add VPN

2. Click on Add VPN link. A new dialog box will appear as in figure below. Refer VPN Pop-
Up Details table for parameter details.

EEeneratE Certificates

Country code

N

State/Province !Karnataka

City

Organization

Email-| D

|Bangalore

! F.alkitech

! supporkizik alkitech. com

Lo |

[ Cancel

Figure 36: VPN Pop-Up
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Country Code AU, BH ,BR, CA, CN, IN A drop down menu

IN, JP, PK, US gives an option to set
various country codes.
Select the required
country code

State/Province Karnataka This field is for entering
the state.
City Bangalore This field is for entering

the city location.

Organization Kalkitech This field is for entering
the name of the
organization.

E-mail ID support@kalkitech.com | This field is for entering
the e-mail ID

Table 10: VPN Pop-Up Details

These are used for certificate generation purposes only and has no other function.

"> Config VPN

Metwork address | m . & .0 .0 | Server Device !551 - KEGLSIER4 EI
Subnetmask | 255 . 255 . 2586 . O | Server LANAWAN (P | 192 - 168 . 0 . 43 |
Port |1194 | Server VPN [P | 10 8 0 1 |

Select Al Mone I Auto G_eng_rgh: YN P I
Select | Device | WEN P | WPN Mode |
551 KSGLS1ER4 10.8.0.1 Server

| 553: K5GLS1ER2 10.8.09 Client

! __ Save ] [ Close ]

Figure 37: VPN Parameters
3. Once this is done, click OK. A new dialog box will appears as shown below. Fill in the

KKalkitec External 44

Tetasscammt ammrme mrRERe



SYNC Software Field Level User Manual Version 1.0.0

required parameters and click Save.

Note: For any VPN configuration one of the devices is configured as server and the rest of
the devices operates in client mode.

Network Address: 10.8.0.0 It signifies the IP
address template/range
over which the VPN IPs
can be configured

Subnet Mask 255.255.255.0 A valid subnet address

Port NA 1194 The UDP port used to
establish the VPN
connection

.Server Device SS1 Device Choose the device you

want to set as the VPN
Server Device

Server LAN/WAN [P 0.0.0.0 Give the LAN/WAN IP
of the VPN server
chosen above

Server VPN IP NA 10.8.0.1 The VPN IP of the
server allocated by the
system.

Client VPN IP NA IP Address address of

the VPN clients.

This can be generated
by clicking the button '
Auto Generate VPN IP'.

Table 11: VPN Parameters

4. The VPN settings are saved to the configuration. To download, right-click the VPN node and
click the Download link that appears as shown below.
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File Wiew Configuration Settings  Diagnostics  Tools  Help

MoH VU a@wasEepEQ 228 00

= 8% Configuration Device | YWPNMade | WPM P | Ping Status
-0 Devices
. @4 551:KSGLS16R4
&I %E Protocol Configuration
w # Channel1 [EC 104 Master
# Channel-2 IEC 104 Slave
# Channel-3 1EC 103 Slave
# Channel-4 IEC 101 Slave
# Channel-5 DMP3.0 Serial Slav
# Channel-6 Modbus BTU Slaw
# Channel-7 DMP TCP Slave
: & # Channel-8 Modbus TCP Slave]
. @-&P Seftings
-4 552: KSGLSERT
¥ Protocol Configuration
&I% Settings
. -+ 553:KSGLS1ERZ
: B Protocol Corfiguration
: Eﬁ? Settings
E| .'\ MetworkDesign

L

552: K5GLSERT | Client 110805 |
553 : K5GLS1ER2 jCIient 108048

&
|

Dawnload

Edit

(528

Expo'rt.EC-'Ce.rt Fil_es
Delte

x

I
Figure 38: Download VPN

To edit the VPN settings from the configuration window, right click on the VPN' node to get
the Edit link as shown below. Click on Edit..

File  “ew  Configuration  Settings  Diagnosktics  Tools  Help

MoHd VoA EerED DB 00

= fj_," Configuration Device | YPHMaode | PR IF
- Devices
e 551: KSGLST6R4 | Client 10.80!
-%“E Frotocol Configuration - T —
; 553: K5GLS16R2 | Clignt [10.8.0!

F-&F Settings
-4 552 KSGLSERT
: %5 Protocol Configuration
: EI&JP Settingz
=4 553:K5GLS16R2
B3 Protocal Configuration
: 5,’5' Settingz
|f_|--'- MetworkDezign

.4 N
" Download
| Edit |
Export EC Cert files
#  Delete

Nl

Figure 39: Edit VPN
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The following Config VPN window will pop up. Make the required changes and click Save
button at the bottom of the window.

Metwork address | 10 . 8 . 0 . O Server Device [s51:KsGLs16Ra |
Subnetmask | 255 . 255 . 285 . 0 | ServerLatAwaN (P | 192 160 0 a3 |
Port [1194 Server WFN IP
Select Al Mone I Auto Generate YFH P I
[ Select | Davice VRN IP | WPH Mods 1

% Config VPN

| |53 KsGLS1ER2 10809  Cliert

1551 KSGLS1ER4 10801 | Server

Save Close

Figure 40: Edit VPN Pop-Up

To delete the VPN settings from the configuration window, right click on the VPN node to get
the Delete link and then click the Delete button.

=" EasyConnect

File  Wiew Cﬂnf-iguraticin

Settings  Diagnostics  Tools  Help

Mod v o0 EeorE0 UBEF @

= *‘,_,'_",r Configuration
=y Devices

él ~&F Settings

&P Settings
=-4F MetwarkDesign

o<+ 551:KS5GLSER1
e E‘E Frotocol Configuration

3 Lan Settingz
a2 Serial Parts
i % WPMNS ettings
= 4 552:KSGLSERT
= %}‘E Frotocol Configuration

Device | WPNMode

LRl

= <

Download
Edit
Export EC Cert files

| # Delete

Figure 41: Delete VPN

| WPM |
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To delete the VPN settings from the converter, delete the VPN settings from the configuration
window as explained above. Then check the VPN settings box in the Download command
window as shown below and click Download.

x

Device Mame | 551 V

IP &ddress Uze LAN IP V 192 168, O . 126

[ Configuration File

[] Licenze File E
] Update Packags E
[ Dialup settings

WM settings

L Download JI Cloge

Figure 42: Delete converter VPN

If necessary, repeat for each converter configured for the VPN network in the project

The SYNC gateways configured in the VPN network becomes part of a private encrypted
network. Access to the network is restricted .Under normal circumstances access to the VPN
network from the workstation in which EasyConnect is installed is not necessary. So the steps
mentioned below are not necessary for normal operation.

To access gateways that are part of a VPN network,requires certain system setup procedures
to be completed. To make EasyConnect a part of the VPN network, install OpenVPN on the
workstation in which EasyConnect is installed. Now right click on the VPN node to get the
Export EC cert files link' as shown below. Click on the link and save the files. Use these files to
connect to the VPN network.* Refer to the OpenVPN documentation for information
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Confiquration

div

File  Wiew

%

Settings

L

het e B e rma@® - o= FF

Diagnostics Tools  Help

= 78} Configuration
-0 Devices
=<4 551:KSGLS16R4
¥ Protocol Configuration
: .‘i:r] &F Settings
=4 552: KSGLSERT
B Protocol Configuration
© @ -4P Settings
O < 553:KSGLS16RZ
¥ Protocol Configuration
& &F Settings
=4[5 MetworkDesign

\-"F'Mcn:le

10.8.05
[10.8.09

551: KSGLS16R4 | Client
553: KSGLS16R2 | Client

oy -

Download

Edit

&

| Expork EC Cert Files

¥ Delete

Figure 43: Export VPN certificates

*The set of Easy Connect certificates can be used to configure only one instance of OpenVPN
client at a time. Also make sure that the Easy Connect workstation and the protocol gateway

are time-synchronized.

Once Easy Connect is a part of the VPN network, we can get the ping status of the converters
in VPN mode using the 'Get Device Status' button as shown below.

%% Protocol Configuration
=47 Settings
g Lan Settings
et Serial Ports
=& YPNSettings
MetwaorkDesign
4 WP

Edit VPN

Time oufms] [ 100 v || GetDevice Status

wect V4.0.0

Figure 44: VPN Diagnostics
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3.7 SNMP Support

Simple Network Management Protocol (SNMP) is a UDP based network protocol. It helps
to manage network-attached devices and make sure they are not only up and running but
also performing optimally. SNMP exposes management data in the form of variables on the
managed systems, which describe the system configuration. These variables can then be
queried or set by managing applications.

SYNC specific objects managed by SNMP are Model Name, Hardware Informations, such as
Ethernet Interfaces Details, Serial Port Details, Memory Usage etc and Software Informations
such as GPC health, DCCP health etc.

3.7.1 ADD SNMP Details

To configure SNMP settings for a gateway

1. Right click on the Settings and choose Add SNMP' .

% EasyConncct  Walid EC Config.coc

File  “iew  Cenfigurekion Setkngs Diagnostics Taols 1lelp
o i B g % Sl e B0 0 HE e W
=1 % Confguration
=IO Devess

P4 881 SYNTATMSARZ
! [ " Protocol Canfiguration
Foo @ Clhamneb] Modous TOD ke ast=r

-
0 Add Doup
Lesf 8 Aod SHMP

;_ <i1_]| -l kT ki

Figure 45: Add SNMP Settings

Fill the common configurable parameters. The parameters are explained below

Parameter Name Range / Optional | Default Value Description
Values
System Name 255 characters Depending on the Name of the managed device
gateway selected. being monitored.

Note : Field is not editable

System Description Protocol Gateway Description about the device

being monitored.
Note : Field is not editable

System Location 255 characters kalkitech The physical location for the

device being monitored.

System Contact support@kalkitech.com | The interface to be contacted,it

can be amail id .

Read-Write Access private Community strings for read-

Kalkitech External 50



SYNC Software Field Level User Manual Version 1.0.0
Community String write access

Read-Only Access public Community strings for read-only
Community String access

Table 12: SNMP Parameters

1. To Add User,click Add User and Click Save button. For details refer figure below

Fill the common configurable parameters. The parameters are explained below

* ix EasyConnect - ¥alid_EC_Config.ecc. o [m] S
File  Wiew  Configuration  Settings  Diagnoskics  Tools  Help
oAV CepA s EeorpmEBOig 58 E e Q)
= 8% Configuration : -
— System Mame 551 : SYMC200056R1
2.0 Devi
= EID ;VISCSE_IS: SYNC2000S Suyztem Deacr-ipticun F'rotu.:uccul Gateway
"%’I Pratocal Config Syztem Location kalkitech
o-&F Settings Suyztem Contact support@kalkitech.com J
user xIA
o Uszer Mame nc ]
----- L5 Metw
2 Access read only j
Security Level nodsuthM Py j
Authentication Protocal j
Authentication Password
Privacy Protocol j
Privacy Password
Save I Cancel
| | E Add Uszer ;I Modify Uszer Delete Uszer
1 »

EasyConnect V4.3.0

Kalkitech

Figure 46: Add user
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Parameter Name

Range / Optional
Values

Default Value

Description

User Name

sync

This is the textual description of
the person responsible for the
SNMP entity that is to be
managed.

Access

read only / read
write

read only

Specifies access level
applicable for the user.

Security Level

noAuthNopriv ,
authNopriv,
authpriv

noAuthNopriv

Specifies the security level
applicable for the user added.

NoAuthNoPriv means no
authentication and no privacy,
authNoPriv means
authentication and no privacy,
authPriv means authentication
and privacy

Authentication
Protocol

MD5 / SHA

MD5

The protocol used for
authentication.

Note : Applicable only when
selected 'Security Level' is
either authNopriv or authpriv.

Authentication
Password

passkalkitech

The password used in
conjunction with the
authentication protocol.

Privacy Protocol

DES / AES

DES

The protocol used for privacy,
that is, to encrypt the data
portion of the SNMP packet.

Note : Applicable only when
selected 'Security Level' is
authpriv.

Privacy Password

passkalkitech

The password used in
conjunction with the Privacy
protocol.

[KKalkitech

Table 13: SNMP - User Parameters
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2. Check the SNMP settings box in the Download command window as shown in the figure
below and click Download.

bomnioad =

Device Name 551 =l |svuczoooseri =l

IP Address  |Use LAN P =] 132 . 183 . 100, 133

| Configuration File |<Fr|:|m the configuration;:

[ License File I

- pdate Package I

b L

Dialup =ettings
™ wpPM zethings

WV SHMP zettings

|E Dowwnload 1 Cloze

Figure 47: Download SNMP Details

Note : Restart is required after downloading the settings for the changes to take effect.
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3.7.2 Delete SNMP Details

To delete the SNMP settings from the gateway .

1. Right click on the SNMP node and choose Delete.

~.m EasyLonneck

File  Miew  Configuration  Ssthings  Diagnoskics

®

S AU EeeE

Tool=  Help

0 =8B

@

B 78% Lonhguration
5[ Devices
-+ 551 : SYNCZ00056R1
Eﬂ\é, Protocol Configuration
. @ # Channel1 IEC 104 Master
E:{;’ Settings
- f Lan Settings
=% Serial Parts

Syztem Mame

Suztemn Description

Suztem Location

Supztemn Contact

Read-\write Access Community String

Read-Only Accezs Community String

E MetworkDezign |—x Delete

| SHMP'
J
U=zer Mame Aocess Securily Level
INc rezd only riodsuth™ aPrise

Figure 48: Delete SNMP Configuration

2. Check the SNMP settings box in the Download command window and click Download.

Note : Restart is required after downloading the settings for the changes to take effect.

Kalkitech
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4 Downloading Configuration File

You have to download the configured file to SYNC after creation or editing. In case of editing
you have to stop and start the firmware for the changes to take effect.

To download the configured and mapped file perform the following steps:

1. On the user interface, click Download
The EasyConnect-Download window appears.

2. Click Download. The file is downloaded to the SYNC and a corresponding success message
is displayed.

File Wigt Configuration Settings Diagniostics Toals Help

M- sl e EopE@O 2B FEH| @G

= 78% Configuration e R

=] Devices ;
—D SR el Download 3]
=8 Protocol Configuratic
- # Channel-1 Modb)
(- Channel2 DNP

@&~ Settings

([E] MetworkD esign

Device Name | 551 7] v._

IPaddress | Use LN IP | [132 . 1es . 100 80 |

Configuration File : T :

[ License File C]
[] Update Package i E]
[ Dialup settings

[ %PN settings

[] SMMP settings

[ D ownload ][ Close

Figure 49: Download Configuration File
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5

5.1

Redundancy Support

This part of the document describes the implementation of redundancy using SYNC series of
protocol gateways.

Introduction

KALKI Substation Gatewaylite offers several options to create redundant solutions. This section
outlines the redundant options one by one. The usage will be described with diagrams and at
the end, use cases will be presented to show how combinations of redundant options can be
used to create reliable communication systems.

The redundancy mechanism consists of a hot gateway and a warm gateway. The hot gateway is
polling the devices and communicates with the control center as it was a stand-alone system.
The hot and warm gateways are communicating with each other through an integrated link.
Integrated link options supported by SYNC gateways include Serial, TCP, Serial/TCP and Dual
TCP links. Out of these integrated link mechanisms, the latter two provide a redundancy for the
integrated link also.

5.2 Types of Switchover

SYNC gateways supports the following types of switchover:

5.2.1 External Trigger Switchover

e

External Trigger

=s " e

Hot Warm Warm Hot

Figure 50: Switchover due to external trigger

In this mode, the gateway will not take a switchover decision on it's own. The switchover is
triggered by an explicit command received from external master. To assist in making a
decision, the external master can monitor the gateway status via some default status points.
Based on this information, the external master can change the gateway state.
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5.2.2 Self Switchover

Gateway Failure/
External Trigger

== I == == N ==

Hot Warm Warm Hot

Figure 51: Self Switchover

Self switchover mechanisms extend the functionality of external trigger switchover, by providing
provision for making switchover decision from the gateway itself. The gateway monitors the
status of all the connected channels, as well as the status of the other gateway (via an
integrated link). In this mode, when the warm gateway detects a failure of hot, it changes it's
state to hot. Also, a communication failure in active channels of the hot gateway will result in
the warm gateway switching to hot.

5.2.3 Redundant Configuration with IP Swapping

Switchover
Hot IP . Hot IP
Addregs Warm Yearm Address
IF Address IP Address
Gateway A-Hot Gateway B-Warm Gateway A-Warm  Gateway B-Hot

Figure 52: Redundant configuration with IP Swapping

In this mode, the hot and warm gateways share two public IP addresses. Each gateway uses
any of them, depending on the state of the gateway. Because of this, the control center can
connect to the hot gateway using a fixed address. This ensures that no special network
configuration is needed at the control center; in fact when the control center connects to the
known IP-address it has no indication which gateway is hot and which one is warm. The warm
gateway can also be accessed with it's public IP address, for maintenance purposes.
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Redundant Configuration with Alias IP sharing

IP-A+

Allas

IP Address

(=5

Gateway A-Hot

Bwitchover

—>

IP-E

e

Gateway B-Warm

IP-&

e

Gateway A-Warm

PR+
Alias
IP Address

(=5

Gateway B-Hot

Figure 53: Redundant configuration with Alias IP sharing

In this mode, each gateway has it's own private IP address. Also, both gateways share a public
IP address to which the control center can connect. This IP address is set as an Alias |P
address for the interface. This ensures that no special network configuration is needed at the
control center. When the control center connects to the alias IP-address, it will always connect
to the hot gateway. The hot and warm gateways can be accessed with their private IP
addresses also, for maintenance purposes.

5.2.5

Redundant Configuration with No IP Switching

IP-A

e

Gateway A-Hot

Switchover

—>
IF-E

Gateway B-Warm

IP-A

(==

Gateway A-Warm

IP-B

==

Gateway B-Hot

Figure 54: Redundant configuration with No IP Switching

In this configuration, each gateway has it's own private IP address only. This will require
special network configuration on the part of the control center. The control center needs to
detect the hot gateway, and it should ensure that the correct gateway is being connected after

a switchover.
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5.3 Redundancy Requirements

One of the gateways should be configured to have the higher priority. This will make the
gateway with the higher priority hot when

a. There are no error conditions
b. Both the gateways have the same channel healthiness.

In all other cases, the hot gateway is determined based on the healthiness of each gateways.
Basic switchover condition is when the hot gateway has a hardware/software failure.

All serial links are made through Y-cables.

It is possible to force a switchover.

Both gateways should have the same hardware configuration. And also Software configuration
should be the same, with minor changes in configuration file.

It is mandatory to have a dedicated link between the two gateways involved in redundant
configuration. Also, it is preferable to select an Ethernet link as the dedicated link between two
gateways, because of the speed offered by the medium.

5.4 Gateway Redundancy Information and Control

When SYNC are placed in redundant configuration, status information is added to the device
database. This information can be accessed by the control center.

The following indications are supported by the gateways.

Gateway ID: this indication gives the Gateway ID of the connected gateway. This shows
whether the gateway is configured as main or standby.

Gateway Status: this indication gives the Gateway Status of the connected gateway. This
shows whether the gateway is currently working as hot or standby.

IL Communication Status: this indication shows the current communication status of the
integrated link. It shows whether the remote gateway is communicating via the integrated link.

Gateway Healthiness: this indication shows the healthiness information of different channels
of the gateway.

Remote status indication: this indication gives the Gateway Status of the remote gateway.
This shows whether the remote gateway is currently working as hot or standby. This
information is only valid if the IL communication status indicates that the gateway is on-line.

Apart from this, the SYNC protocol gateway with redundancy support has the following
command point for triggering switchover from an external Master.

External Trigger Point : this command point is used to give the switchover command to the
gateway from an external Master.

5.5 Hot-Standby Protocol

The Hot-standby (HSB) protocol is used to maintain a complete up-to-date database on the
warm gateway. This feature will copy the internal database of the hot gateway to the warm
gateway. Also, all the events received by the hot gateway are mirrored in the warm gateway.

The following points should be noted while implementing a redundant configuration of SYNC
using HSB protocol:
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« Not all masters support this feature at the moment.
* Not all slaves support this feature at the moment.

* Not all automation functions support this feature at the moment.

5.5.1 Configuration of Hot-Standby

Redundancy can be configured for SYNC by adding an “HSB Master” channel to the
EasyConnect. One of the gateways is configured as Main, and the other as Standby. Details
of configuration in EasyConnect is given in table Channel configuration parameters for
achieving redundancy.

5.5.2 Channel Configuration

When the user adds a new HSB channel to the configuration, the following window will be
shown when the user clicks on “Channel-n HSB Master”. This corresponds to the channel
parameters of HSB Master.

File=  Wiew  Configuration  Settings  Diagnostics  Help

™= $ApEeopEELO| 2 |9 J]
= €} Configuration Charinel State Enable

=4 KSGLEER] Physical Link TCP-IP
Serial Tupe RS5232
Serial Mode Full Duplex
Com port name Coml
Fedundant Com port hame Comz
Baud rate 9600
Parity Even
Drata bits g
Stop bits 1
Flows contral MNone
IP Address 0000
Redundant IP Address 11141
Part nurnber 3000
Channel Retry Zz
Responze timme outlmil secs] 1000
Offline Pall Period(zecs] 10

A
Settings
Diownload
Upload

Figure 55: Channel configuration for achieving redundancy
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The following tables describes each of the configurable options inside the Channel parameters.

Sl Name Description Range Required Value

No:

1 Channel State | Used to enable or Enable / Disable Should be
disable the channel configured as

“Enable”

2 Physical Link | Used to configure the Serial / TCP-IP / Dual Serial mode is
type of link used for Dual / Dual currently not
integrated link. Ethernet / Dual supported.

Serial
3 Serial Type Serial port type RS232 / RS485 /
RS422

4 Serial Mode Mode in which the serial | Full Duplex / Half
port communicates Duplex

5 COM Port Name of the port through | COM1 - COM10

Name which serial
communication happens
6 Redundant Name of the port which COM1-COM10 Should have a
COM Port provides a redundant link different value from
Name to #5 #5
7 Baud Rate Serial communication An integral value Should be kept one
parameter should be of the following
provided as baud | recommended
rate values:
9600/19200/38400/
115200
8 Parity “ Odd/ Even/
None

9 Data Bits “ 7or8

10 Stop Bits “ 1or2

11 Flow Control “ None / Software/

Hardware

12 IP Address IP address of the other Any valid class-
gateway for TCP- A/B/C IP address
IP/Dual/Dual-Ethernet
links

13 Redundant IP | IP address of the Any valid class-

Address redundant TCP link of A/B/C IP address
other gateway for Dual-
Ethernet link

14 Port Number Port number used for Any valid port Recommended
accepting incoming TCP | number value is 3000
connections on Main
gateway
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15 Channel Retry

Number of times an HSB
link packet is resend, in
case of failure to get an
ack.

An integral value

Default value 2

16 Response
Timeout

Response timeout in
milliseconds, for HSB
messages with
acknowledgment.

Recommended to be
kept as multiples of
1000

17 Offline Poll
Period

Time interval in seconds,
in which a non-
communicating gateway
is probed to check
whether it is alive or not

Table 14: Channel configuration parameters for achieving redundancy

5.5.3 Node Configuration

After the configuration of an HSB channel, we need to add a node under that. The
following window will be shown when the user clicks on “Node_1". This corresponds to
the node parameters of HSB Master.

A

Settings

l

Flle  ¥iew Configuration  Settings  Diagnostics  Help
&4 A BupmEGO[ 2 | o
= Q Canfiguration HSE Type Wit
-t ?Géﬁfj;n HSE Master Swichave! Type il
=Y }ode 1 IP Switching Aliaz Sharing

Hut IP Address nono
wiarm [P Addiess 1111
Alias IP Addiess nono
Metwork P ethl
Heartbeat Intervallsecs ]
Maimum Heartbeat Failure 2
Diagnostic Paint Event Dizable
Status Change Event Disable

Figure 56: Node configuration for achieving redundancy

The following tables describes each of the configurable options inside the Node parameters
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Sl Name Description Range Required Value

No:

1 HSB Type Used to determine Main / Standby | One gateway should be
whether the gateway is main and other gateway
main or standby should be standby

always. Failure to do the
same will result in
redundancy not working
properly.

2 Switchover Switchover type for the External

Type gateway triggered / Self

3 IP Switching | Used to configure the IP None /
switching mechanism for | Swapping /
the gateways Alias Sharing

4 Hot IP IP address of the hot Any valid

Address gateway. The IP would be | class-A/B/C IP
applied to the Network address
interface specified below

5 Warm IP IP address of the warm “

Address gateway. The IP would be
applied to the Network
interface specified below

6 Alias IP IP address of the alias “

Address interface on gateway. The
alias interface would be
made on the Network
interface specified below

7 Network IP Used to select the Eth0 / Eth1
interface to which the IP
switching mechanisms
are applied

8 Heartbeat Time interval in seconds, | An integer The switchover time in

Interval in which each gateway value case of an integrated link
sends a keep-alive failure is determined by
message to other one. (Heartbeat  Interval *

(Maximum Heartbeat
Failure + 1)). So, these
values should be
designed optimally to suit
the application.

9 Maximum The maximum number of “ This parameter is

Heartbeat heartbeat failures which recommended to have the

Failure are tolerated by each following values:
gateway, before changing ) L
the other gateway's TCP-IP/Serial -1
status as offline Dual links — 2

10 Diagnostic Enable diagnostic point Enable /

Point Event events Disable
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11 Status Point
Event

Enable status point
events

Enable /
Disable

The following table lists the status points and command point supported by HSB master. With these

Table 15: Node ParametersProfile Configuration

points, the user can monitor the status of both gateways, and issue external switchover commands to

the gateway.

Sl No: Name Description Type Required Value
1 Gateway ID Used to determine Binary Input / 0 — Main Gateway
wht_ether the gateway is | Analog Input 1 = Standby Gateway
main or standby
2 Gateway Used to determine Binary Input / 0 —» Warm
State whether the gateway is | Analog Input 1 - Hot
currently Hot or Warm
3 External Used to give Switchover | Binary Output / 0 — Switch to Warm
Trigger Point command to the Analog Output 1 _ Switch to Hot
gateway
4 IL Status point showing Binary Input / 0 — Offline
Communicatio | whether the other Analog Input 1 - Online
n Status gateway is Online or
Offline
5 Gateway Shows the health of the | Analog Input Bit 0 — Unused
Healthiness channels running inside .
the gateway. Bit 1 — Channel 1
Bit 15 — Channel 15
6 Gateway Used to determine Binary Input / 0 — Warm
State whether the other Analog Input 1 - Hot
gateway is currently Hot
or Warm

Table 16: Profile configuration details for redundancy
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Redundancy Switchover Details:
DCS Alarm
S.No Failure Glw Action Glw A G/lw B Annunciation
Normal operation - Hot Warm
Change over at
1 |Gateway A Power fails Gateway level Power Off [Hot Gateway A Failure...!
Downstream communication fails in |Change over at
2 |Gateway A Gateway level Warm Hot
Upstream communication fails in
Gateway A due to Ethernet link Change over at
3 |removal Gateway level Warm Hot
Upstream communication fails in
Gateway A, not caused by Ethernet
4 |link removal - Hot Warm
Partial failure of integrated links
between the gateways (relevant only
5  [for Dual integrated links) - Hot Warm
Complete failure of integrated link  |Both gateways Gateway Failure...!
6 |between the gateways become hot Hot Hot Critical alarm
Change over at
Gateway lewel to
Issuing changeover request from the the requested
7 |master to Gateway A state Warm Hot

Table 17: Redundancy switchover details
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6 NERC-CIP Support

SYNC2000-S6R1, SYNC3000-S8R2, SYNC3000-S16R2, SYNC3000-S16R4 gateways provide
NERC-CIP standard compliance as an optional purchase. In gateways having NERC-CIP
compliance, only the ports and services essential for normal and emergency operations of the
device are enabled by default. Event logging is provided in gateways for all user actions
through EasyConnect and web-server. These logs are kept for at least 90 days. Older logs will
be automatically erased from the device. Users can retrieve this log using EasyConnect.

Retrieving Gateway Access Log

The gateway access log can be retrieved for a selected period. Steps to upload the log are as
follows:

* Choose Gateway Access Log from Diagnostics menu, A pop-up window named Gateway
Access Log appears

Device Name | Other Device il ESGL_M ,v

IPAddiess | Use LANIP v [132 188100 7

Start Date Thursday .14 Januam |, 2010 E_Y_i
End Date Thursday . 14 January , 2010 I._V,'

SaveTo .E.:'\Dcncuments anl:llSettings\user;\l.jesi&tap\KS-GL_Il:l E

I Get Log Il Cancel ]

Figure 57: Retrieve Gateway Log

¢ Choose the device name, model and type the IP address of the device in the corresponding
fields.

* Choose the start date and end date between which you want to take the log.
* Type the file name to save the log and click the button Get Log

* Now the Log will be saved to your PC and it will show a message that the log is successfully
saved.

y Successfully saved the CIP log filekSGEL_log.txt

Figure 58: Log saved successfully
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7 File Transfer Support

Kalkitech protocol gateway models SYNC2000-S6R1, SYNC3000-S8R2, SYNC3000-S16R2 and
SYNC3000-S16R4 have support for uploading and downloading all kinds of files through the File
Transfer channel, if they are supported in the firmware. File transfer is done by configuring a File
Transfer Master/Slave channel through EasyConnect.

File transfer master channel is able to connect with FTP/SFTP server programs running on a
given remote system and upload/download files and folders. File transfer master configuration
includes a schedule and file/folder details. File transfer slave will setup FTP/SFTP sever inside
the gateway to which FTP/SFTP clients can connect. There is a folder size limiting functionality
implemented for these protocols, which helps in keeping the given folders within a maximum
size.

Following is a brief description of the steps involved in configuring a File Transfer master/slave
channel in EasyConnect.:

7.1 Configuring File Transfer Master Channel

The steps for configuring File Transfer Master channel are as follows:

* Choose File Transfer Master from Add Channel menu in Protocol Configuration

* Type Remote IP Address in which FTP/SFTP server is running

* Select Protocol Supported and type Port No in the corresponding fields.

* Now right click on the File Transfer Master channel and choose the option Add Station.

* In the General tab of node parameters, select Authentication Scheme, type user name,
password and type the Connection Timeout.

¢ In Scheduled Transfer tab, add a schedule by specifying the time period for the scheduled
transfer to run. You can add as many schedules as required.

M ame Schedule2

. Scheduling Mode . Wwieekly :_V'
Dap of 'Week .Tuesday i\r?
Day of Manth | [ |
Time 10:12:0

| Schedule Muliplier [1 - B5535] E

L Save J | Canizel

Figure 59: Add schedule

*  Now click on the schedule under which you want to add a transfer task. Add a new transfer by
specifying the transfer details.
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(Transter
| Type | Upload |Z|
.M-;de i:;nlder [ﬂ
-Hemate os - Lirus ir:’
[ sites Sibider | home/lite/out/FTC a
:-Sa.ur-c;a I;ile - o

Destination Subfolder | shomeduser
[restination File |

File Extenzsion

| File Type | ASC [+
[T ranstai Timeok (1 - B5535 Sac) 100 0
. b awirrm R etries : 1

. Transfer Based on File Modification Time bi&ahle |_V].
Keep Temporary File | Disable ]
| Folder Size Liniting Disable ]
' Rollover Limit 1000 o

I Save ||_ Cancel J

Figure 60: Add Transfer Task |

7.2 Configuring File Transfer Slave Channel
Steps for configuring file transfer slave are as follows:
e Choose File Transfer Slave from Add Channel menu in Protocol Configuration

«  Select Protocol Supported, type Listen Port and Inactivity Time Period in the corresponding
fields.

* Now right click on the File Transfer Slave channel and choose the option Add Station.
* In the General tab of node parameters select Authentication Scheme.

* Inthe Users List tab, add users by specifying User name and Password. The remote clients
can use them for password authentication.

! x|

Jzemame | Lzer

| mEmEnEnn

Pazsward

Save J[ Cancel ‘

Figure 61: Add User ‘
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* In Size Limit tab add a schedule for running size limiter by specifying the time period. You can
add as many schedules as required.

Mame ESchedMEE

Scheduling Mode i Wwiaekly M
Day of Week Tuezday Eij
Dray of kMonth M
Tirne 10:12:0

Schedule Multiplier [1 - B5535] 1

Save

]|

Cancel

|

Figure 62: Add Schedule

. Now click on the schedule and add folder by specifying the Folder Name and Rollover
Limit. The size of the specified folder will be checked and limited to the rollover limit in the

scheduled interval.

55

i Folder
Folder Mame Jhomedlitedout
Rallover Limnit 1024

[

Save

J [ Cancel

Figure 63: Add Folder
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8 Parametrization through Pass-Through
(Transparent) Channel

This module in the SYNC protocol converters enables to parametrize the relays or IEDs with the
particular configuration software for the relay/IED. The transparent channel(pass-through) routes
the frames directly from the input(server) port to the output(client) port and in the reverse
direction. The Transparent Peer protocol can be associated to either any of the serial
communication port of the SYNC or a TCP/IP client por. The SYNC models must be loaded with
the license and firmware supporting Transparent Peer interface module, and the configuration
file containing all the specific information for the communication. The detailed block diagram is
shown in the figure below:

i
] P Protocol X Protocol Y P
P = Slave el
(£, Master |l

L

PR —

|

Protocol X]
Meter

e R P PR

it
-

Transparent
Software

A

= ]

________ SeriallEthernet arametenzing

[ 2 Part Software

Figure 64: Parametrization through transparent channel
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9 Advanced User Configurations

SYNC supports login to the unit over telnet. The “login” and “password” is preset before
shipment and is available from support@kalkitech.com on request and through fax.

Using the root login, advanced administration and trouble-shooting can be carried out. The root
user can set the SYNC to a predefined IP address manually. You can also set-up predefined
routing for the IP address in a LAN/WAN scenario as well as setup DHCP connection if
required.

The root login also permits for starting and stopping the protocol engine inside the SYNC.
Please contact support@kalkitech.com for detailed information.
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Appendix A - Special Case: Configuring PPP, IEC
61850 Server and ICCP peer

PPP is supported on our converters, but the customer has to specify separately in the order.
The PPP configuration files are provided separately, which can be downloaded after
modification into the converter at the specified locations.

Configuration of IEC61850 Server in EasyConnect has got some variation from configuration of
other channels. The following procedure has to be done for the same.

1.

2.

3.

4.

5.

6.

Add IEC61850 server channel in EasyConnect.

The ICD file is created using SCL Manager and is saved in a file location.

You can select the configured ICD file from EasyConnect and add it to the profile.
Generate MMS tags for mapping.

Add stations and channels as described in the document.

Download the configured file to SYNC.

Configuration of ICCP Peer in EasyConnect has also got some variation from configuration of
other channels. The following procedure has to be done for the same.

1.

2.

Add ICCP Peer channel in EasyConnect.
To configure ICCP, right-click and select Configure ICCP Utility.

The ICCP configuration file with local control center and remote control center with its
association and bilateral table information is created using ICCP Configuration utility
and is saved in a file location.

You can select the configured iccp file from EasyConnect and add it to the profile.

To generate Nodes, right-click the channel will create the client and server nodes
automatically by reading the ICCP Configuration file.

Download the configured file to SYNC.
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Appendix B — Flag conversion in SYNC

When a protocol conversion is achieved using SYNC, the quality flag conversion between the
protocols has to be defined. The table below is used to explain the quality flag translation
between protocols inside SYNC. The flags received in any of the SYNC-Master Protocol (SYNC

Master) will be translated to the specific flag of SYNC-Slave Protocol (SYNC Slave) as in the
table given below:
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All fags described in the table are considered to be set and the following translation is applicable,
unless specified otherwise

1 See quality description details in section 7.2.6.3 and 7.2.6.4 of IEC 60870-5-101.
2 See DNP V3.00 Data Object Library — FLAG details given in each objects

3 See details in section 7.2.6.8 of IEC 60870-5-103

4 See details in section 6.2 of IEC 61850-7-3.
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Appendix C — Model Mapping Details

The following table contains the details of old models of Kalki protocol gateways and
corresponding new model names.

Old Model name New Model name
KSGL-S2R1, S4R1, S6R1 SYNC2000-S6R1
KSGL-S4R2 SYNC3000-S4R2
KSGL-S8R2 SYNC3000-S8R2
KSGL-S16R2 SYNC3000-S16R2
KSGL-S16R4, R4l SYNC3000-S16R4
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